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Abstract:

Social media platforms have become central infrastructure for democratic communication, yet the
architectures that widen participation also accelerate the circulation of false and misleading content. This
paper examines how misinformation on social media shapes democratic processes and which institutional
responses are defensible. Using an integrative review of peer-reviewed studies from 2012 to 2024 and
institutional reports, it synthesises evidence on the scale, drivers, and consequences of information
disorder. The analysis finds that misinformation is unevenly distributed: a small group of highly active
users accounts for a disproportionate share of exposure and sharing, while the gravest harms arise where
falsehood interacts with polarisation, weak institutional trust, and closed messaging networks. Evidence
for large, direct effects of algorithmic feeds on political attitudes is thinner than public debate assumes,
although consequences for trust, harassment, and offline violence are documented. Generative artificial
intelligence raises the stakes of the 2024 global election cycle. The paper compares regulatory models in
the European Union, Germany, Singapore, India, and the United States, and argues for a layered response
combining platform accountability, researcher data access, evidence-based media literacy, and rights-
protective law. Democratic resilience depends less on eliminating falsehood than on strengthening the
institutions that make truth contestable and verifiable.
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1. Introduction

Democratic government depends on citizens who can obtain reasonably reliable information about public
affairs, deliberate with one another, and hold those in power to account. Through most of the twentieth
century this information flowed through a limited set of institutions, namely newspapers, broadcasters,
political parties, and civic associations, which acted as gatekeepers with all the strengths and biases that
role implies. Social media has dismantled much of that arrangement. In early 2024 there were an estimated
5.04 billion social media user identities worldwide, equivalent to roughly 62 per cent of the global
population (Kemp, 2024). Political communication, news distribution, and even the organisation of protest
now run substantially through privately owned platforms whose commercial logic rewards the capture of
attention.

Early scholarship greeted this shift with optimism. Networked communication promised to lower the cost
of collective action and to give voice to groups long excluded from mass media (Howard & Hussain, 2013;

IJSAT240411583 Volume 15, Issue 4, October-December 2024 1



https://www.ijsat.org/

IJSAT

International Journal on Science and Technology (IJSAT)

— E-ISSN: 2229-7677 e Website: www.ijsat.org e Email: editor@ijsat.org

Tufekci, 2017). That promise has not disappeared, but it has been complicated by a series of episodes,
among them the 2016 United States presidential election, the anti-Rohingya campaign in Myanmar, and
the WhatsApp-linked mob killings in India, which made the darker side of platform communication
impossible to ignore. Wardle and Derakhshan (2017) gave the phenomenon a name, information disorder,
and by 2024 the World Economic Forum (2024) ranked misinformation and disinformation first among
the risks expected to be most severe over a two-year horizon.

The present moment adds two complications. First, 2024 is widely described as the largest election year
in history, with voters in India, Indonesia, the European Union, the United States, and dozens of other
polities going to the polls. India alone had an electorate of roughly 968 million registered voters (Election
Commission of India, 2024). Second, generative artificial intelligence has made the production of
convincing synthetic text, audio, and images cheap and fast. A synthetic audio robocall imitating President
Joe Biden's voice, which urged New Hampshire Democrats to stay home during the January 2024 primary,
showed how quickly such tools can enter electoral politics (Seitz-Wald & Memoli, 2024). Freedom House
(2023) documented the use of generative Al to sow doubt, smear opponents, or influence public debate in
at least 16 countries during its 2023 review period.

This paper addresses three questions. What is the scale and structure of misinformation on social media,
and who produces and consumes it? Through which mechanisms does it affect democratic processes, and
how strong is the evidence for those effects? Which governance and civic responses are compatible with
democratic values, above all freedom of expression? The argument advanced is twofold. The popular
picture of a population uniformly deceived by algorithmically amplified lies is empirically overstated. Yet
the cumulative effect of information disorder on trust, participation, and physical safety, especially for
minorities, justifies serious and carefully designed intervention.

Section 2 sets out the conceptual framework and Section 3 the method. Sections 4 and 5 examine the scale
and democratic consequences of misinformation, and Section 6 the Indian context. Section 7 evaluates
regulatory and civic responses, Section 8 offers policy directions, and Section 9 concludes.

2. Conceptual and Theoretical Framework

2.1 Defining Information Disorder

Scholarly debate has long been hampered by loose vocabulary. The phrase “fake news” became a popular
shorthand after 2016, but Tandoc et al. (2018), reviewing how academic work had used the term, found
that it covered satire, fabrication, manipulation, propaganda, and advertising. It has since been turned by
politicians against unfavourable journalism. Wardle and Derakhshan (2017) proposed a more precise
framework that separates three forms of information disorder along two dimensions: whether the content
is false, and whether it is created or shared with intent to harm. Table 1 summarises this typology.

Table 1- Typology of Information Disorder

Type Definition False? | Intent Ilustrative example
to
harm?
Misinformation False or misleading Yes No A user forwards an
content shared without unverified home remedy or
intent to harm a misattributed photograph,
believing it to be accurate
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Disinformation False content Yes Yes A coordinated network
deliberately created or spreads fabricated claims
spread to deceive or about polling dates or voter
harm eligibility
Malinformation | Genuine information No Yes Publication of an election
used to cause harm, worker’s home address, or
often by exposing selective circulation of a
private material or real video clip to inflame
stripping context communal tension

Note. Adapted from Wardle and Derakhshan (2017).

Even this typology is hard to apply in practice. Intent is rarely observable, content often mixes accurate
and inaccurate claims, and the same falsehood may begin as disinformation and become misinformation
as ordinary users pass it on in good faith. Altay et al. (2023) further caution that research on misinformation
sometimes rests on contestable judgements about what counts as true. This paper therefore uses
“misinformation” as an umbrella term for false or misleading content regardless of intent, and reserves
“disinformation” for cases in which deliberate deception is documented.

2.2 Democratic Theory and the Public Sphere

Normative theories of democracy make different demands on the information environment. Habermas
(1989) described the public sphere as a space in which private individuals debate matters of common
concern free from domination by state and market, and he traced its degradation to commercialisation and
the rise of mass media. Dahl (1998) listed enlightened understanding among the criteria of a democratic
process: citizens should have adequate and equal opportunities to learn about alternative policies and their
likely consequences. Both perspectives imply that democracy can tolerate disagreement and even
considerable error, but not a systematic collapse in the shared means by which claims are checked and
contested.

Two influential arguments describe how social media may threaten these conditions. The first concerns
selective exposure. Sunstein (2017) argued that personalised feeds let citizens build tailored information
diets, producing echo chambers in which like-minded groups drift towards extremes, while Pariser (2011)
described algorithmic filter bubbles that quietly narrow what users see. The second concerns propaganda.
Benkler et al. (2018), analysing millions of stories from the 2016 American election cycle, argued that the
greatest damage came not from foreign trolls or automated accounts but from an asymmetric, hyper-
partisan media ecosystem in which social platforms amplified content produced by domestic outlets.

2.3 Platform Architecture and the Attention Economy

Platform design matters because ranking systems determine which claims travel. Zuboff (2019)
characterised the dominant business model as surveillance capitalism, in which behavioural data are
harvested to predict and shape user conduct for the benefit of advertisers. Under such a model, engagement
signals such as clicks, reactions, and reshares operate as proxies for value. Brady et al. (2017), studying
more than half a million tweets on contested political topics, found that each moral-emotional word in a
message raised its diffusion by roughly 20 per cent, especially within ideologically homogeneous
networks. Content that provokes outrage is therefore structurally advantaged, irrespective of accuracy.
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Platforms are also private governors. Gillespie (2018) and Klonick (2018) show that a handful of
companies write and enforce speech rules for billions of people through opaque and largely unaccountable
procedures. Democratic societies have in effect outsourced a public function to commercial actors, a point
that frames the regulatory debates reviewed in Section 7.

3. Method

This study uses an integrative narrative review. Integrative reviews suit topics that span disciplines and
methods, because they permit experimental, observational, legal, and conceptual work to be synthesised
within a single argument. The evidence base comprises peer-reviewed journal articles and academic books
published between 2012 and 2024, together with reports from intergovernmental bodies, civil society
organisations, and survey institutes such as the Reuters Institute and Freedom House. Sources were
selected for relevance to the research questions, methodological transparency, and influence within the
field, with priority given to studies using behavioural data, field experiments, or large representative
samples.

Quantitative figures are reported as published in the original sources and have not been re-analysed. Three
limitations deserve mention. First, the empirical literature is dominated by studies of the United States and
Western Europe, and findings may not transfer to settings with different media systems. Second, most
platform data are available only through company partnerships or restricted programmes, so the evidence
is shaped by what platforms permit researchers to observe. Third, the subject moves quickly, and the
analysis reflects developments up to the third quarter of 2024.

4. Scale and Dynamics of Misinformation

4.1 Reach and Public Concern

Any assessment must begin with scale. Table 2 collects indicators that convey the size of the phenomenon
and the level of public alarm about it. Social media is now an ordinary part of daily life for more than half
of humanity, and India, with an estimated 462 million user identities, is among the largest single national
audiences (Kemp, 2024). At the same time, concern about deception is high. The Reuters Institute’s 2024
survey across 47 markets found that 59 per cent of respondents worried about their ability to tell what is
real and what is fake online (Newman et al., 2024).

Table 2- Selected Indicators of Platform Reach and Concern about False Information, 2019—2024

Indicator Value Source
Global social media user identities, 5.04 billion (about 62% Kemp (2024)
January 2024 of world population)
Global internet users, January 2024 5.35 billion (about 66% Kemp (2024)

of world population)
Social media user identities in India, About 462 million (about Kemp (2024)

January 2024 32% of population)

Respondents concerned about what is real 59% Newman et al.
and fake online, 47 markets, 2024 (2024)
Countries with organised social media 70 (up from 28 in 2017) Bradshaw &
manipulation by governments or parties, Howard (2019)

2019
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Consecutive years of decline in global 13 Freedom House
internet freedom, to 2023 (2023)
Rank of mis- and disinformation among First World Economic
global risks over two years, 2024 Forum (2024)

Note. Figures are reproduced as reported by the cited sources. Social media “user identities” may exceed
unique individuals.

Public concern is not itself evidence of harm, but it shapes support for regulation. It is also fed by evidence
that manipulation is increasingly organised: Bradshaw and Howard (2019) documented organised social
media manipulation by governments or political parties in 70 countries in 2019, compared with 28
countries in 2017.

4.2 Diffusion Dynamics

The most cited study of diffusion is that of Vosoughi et al. (2018), who analysed roughly 126,000 rumour
cascades spread by about three million people on Twitter between 2006 and 2017. False stories were about
70 per cent more likely to be retweeted than true ones, and true stories took around six times as long to
reach 1,500 people. The gap persisted after automated accounts were removed, indicating that humans
rather than bots were mainly responsible. The authors linked the pattern to novelty and to emotional
reactions such as surprise and disgust, which false stories tended to provoke.

4.3 Concentration and Exposure

The headline finding on diffusion should not be read as evidence that most users are saturated with
falsehood. Table 3 summarises studies of exposure and sharing, and their common message is
concentration. Allcott and Gentzkow (2017) compiled a database of fabricated stories from the 2016
American campaign and estimated that 115 pro-Trump stories were shared about 30 million times on
Facebook, against 41 pro-Clinton stories shared about 7.6 million times. Guess et al. (2019), linking survey
responses to sharing behaviour, found that only around 8.5 per cent of respondents shared any fake news
article, with sharing considerably more common among older users and among Republicans than
Democrats. Grinberg et al. (2019), using a panel of more than 16,000 registered voters on Twitter, found
that just 1 per cent of users accounted for 80 per cent of exposures to fake news sources, and 0.1 per cent
accounted for nearly 80 per cent of shares.

Table 3- Selected Empirical Findings on the Diffusion and Concentration of Misinformation

Study Platform and Data Principal finding
period
Vosoughi et al. | Twitter, 2006— | About 126,000 | False stories about 70% more likely
(2018) 2017 rumour to be retweeted; true stories took
cascades; about | about six times longer to reach 1,500
3 million users people
Allcott & Facebook, Database of 115 pro-Trump stories shared about
Gentzkow 2016 U.S. fabricated 30 million times; 41 pro-Clinton
(2017) election stories and stories shared about 7.6 million times
survey data
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Guess et al. Facebook, Survey linked | About 8.5% shared at least one fake
(2019) 2016 U.S. to sharing data | news article; 18.1% of Republicans
election versus 3.5% of Democrats
Grinberg etal. | Twitter, 2016 Panel of more 1% of users accounted for 80% of
(2019) U.S. election than 16,000 exposures to fake news sources;
registered 0.1% accounted for nearly 80% of
voters shares
Allcott et al. Facebook and Interactions Interactions fell sharply on Facebook
(2019) Twitter, 2015 | with fake news | after 2016 but continued to rise on
2018 and major news Twitter
sites

Note. Findings are summarised from the original studies. Figures relate to the United States and to the
period indicated.

Allcott et al. (2019) added a dynamic dimension, showing that interactions with fake news sites fell sharply
on Facebook after 2016 while continuing to rise on Twitter, which suggests that platform policy choices
affect exposure. Budak et al. (2024) recently assessed three common claims: that exposure to
misinformation is widespread, that algorithms lead ordinary users towards it, and that it is a major cause
of harmful behaviour. They conclude that the evidence for each is weaker than commonly believed, since
consumption is concentrated among a small and already committed minority and demand appears to matter
as much as supply. They also stress that limited data access and weak measurement outside the United
States and Europe mean that harms in other settings may be understated.

4.4 The Psychology of Belief and Sharing

Why do people believe and share falsehoods? Pennycook and Rand (2019) found that susceptibility to
partisan fake news was better explained by lack of analytic reasoning than by motivated reasoning,
implying that inattention plays a large role. Ecker et al. (2022) identify repetition, coherence with prior
beliefs, source cues, and emotional resonance as recurring drivers of belief. Corrections work but
imperfectly: Lewandowsky et al. (2012) describe a continued influence effect, in which discredited claims
keep shaping inferences, although Wood and Porter (2019) found that the feared backfire effect, in which
corrections strengthen false beliefs, is rare. Misinformation thus succeeds less by converting sceptics than
by reinforcing existing identities and exploiting inattention.

5. Democratic Consequences

5.1 Polarisation and Selective Exposure

The echo chamber thesis has intuitive appeal, but the empirical record is more mixed than popular
commentary suggests. In an analysis of 10.1 million American Facebook users, Bakshy et al. (2015) found
that the news feed algorithm reduced exposure to ideologically cross-cutting content by about 5 per cent
for conservatives and 8 per cent for liberals, while users’ own choices about what to click reduced it more.
Experimental work points in a similar direction. Bail et al. (2018) paid Twitter users to follow accounts
promoting opposing views for a month and found that exposure did not moderate attitudes and, among
Republicans, was associated with more conservative positions. Levy (2021) found that both platform
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algorithms and user preferences limit exposure to counter-attitudinal news, and that inducing people to
follow outlets on the other side modestly reduced affective polarisation.

The collaboration between Meta and academic researchers around the 2020 election produced the most
rigorous experimental evidence to date. Guess et al. (2023) replaced the algorithmic feed with a reverse-
chronological one for consenting users of Facebook and Instagram for three months. The change altered
what people saw, increasing exposure to political and untrustworthy content while cutting time on the
platforms, yet it produced no detectable change in polarisation, political knowledge, or attitudes. Nyhan
etal. (2023) reduced exposure to like-minded sources, which accounted for roughly half of what Facebook
users saw, and likewise found no measurable effect on polarisation.

These studies do not exonerate platforms: three months is short, effects may accumulate, and all were
conducted in one national context. They do show that simple claims of algorithmic radicalisation are
unsupported.

5.2 Trust, Legitimacy, and the Liar’s Dividend

The strongest concern about misinformation may lie less in persuading people of particular falsehoods
than in eroding the presumption that reliable information can be obtained at all. When citizens come to
believe that anything online may be fabricated, they may disengage from politics or retreat to trusted
partisan sources. Chesney and Citron (2019) described a related liar’s dividend: as synthetic media become
common, genuine evidence of wrongdoing can be dismissed as fake, giving wrongdoers a ready defence.
Bennett and Livingston (2018) tie these dynamics to a wider crisis of institutional authority in which
established media, parties, and electoral bodies lose the presumption of credibility. High public concern
about what is real (Table 2) is consistent with this account, though survey data alone cannot establish
causation.

5.3 Offline Violence and the Targeting of Minorities

The most severe democratic harms occur where online falsehood meets existing group hostility. The
United Nations fact-finding mission on Myanmar concluded that social media, and Facebook in particular,
had played a significant role in spreading hate speech against the Rohingya before the 2017 military
campaign of atrocities (United Nations Human Rights Council, 2018). A human rights assessment
commissioned by Facebook itself acknowledged that the company had not done enough to prevent its
platform from being used to foment division and incite offline violence (BSR, 2018). In India, child-
kidnapping rumours circulated on WhatsApp in 2017 and 2018 preceded a series of lynchings of innocent
strangers in several states (Arun, 2019). Such episodes show that misinformation harms democracy not
only by distorting elections but also by threatening the equal safety and standing of citizens, a precondition
of meaningful political participation.

5.4 Generative Al and Electoral Integrity

Generative Al lowers the cost of producing persuasive fabrications and expands the range of who can
produce them. Before Slovakia’s 2023 parliamentary election, a fabricated audio recording purporting to
capture a party leader discussing vote manipulation spread in the final days of the campaign (Meaker,
2023). The New Hampshire robocall was a further warning. Evidence that synthetic media have altered
an election outcome remains thin, and the nearer-term risk may be the liar’s dividend and general
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exhaustion rather than a single decisive deepfake. Even so, low cost, personalisation, and speed mean that
the defences discussed in Section 7 must be in place before the fabrications arrive.

6. The Indian Context

India illustrates the difficulty of governing information disorder in a very large, multilingual democracy.
Three features stand out. The first is scale: with roughly 968 million registered voters in 2024 (Election
Commission of India, 2024) and hundreds of millions of social media users (Kemp, 2024), even rare
falsehoods reach large numbers of people. The second is the centrality of closed messaging. WhatsApp,
used by hundreds of millions of Indians, functions as a primary channel for family, community, and
political communication, and its end-to-end encryption prevents both platform moderation and
independent monitoring. The third is linguistic diversity: content circulates in dozens of languages, which
complicates both automated moderation and human fact-checking.

Research indicates that misinformation in this setting is shaped by identity as much as by ignorance. Banaji
etal. (2019), drawing on qualitative fieldwork in several Indian states, found that users forwarded rumours
linked to mob violence for reasons that included community solidarity and a sense of civic duty, and that
material targeting minorities was readily accepted when it fitted existing prejudices. Evidence on remedies
is mixed. Badrinathan (2021), in a field experiment in Bihar, found that in-person media literacy training
did not measurably improve participants’ ability to identify false information, with partisan motivated
reasoning appearing to limit the effect. By contrast, Guess et al. (2020) reported that a digital media
literacy intervention improved discernment between mainstream and false news in the United States and
in an online sample in India, though not among a rural Indian sample. Effective training therefore appears
to depend on audience, delivery, and political context.

Platform responses have been reactive. After the lynchings, WhatsApp limited forwarding in India to five
chats at a time (Arun, 2019). India’s legal framework relies chiefly on blocking powers under Section 69A
of the Information Technology Act, 2000, and on intermediary obligations under the Information
Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021 (Ministry of
Electronics and Information Technology, 2021). In Shreya Singhal v. Union of India (2015), the Supreme
Court struck down Section 66A as unconstitutionally vague, affirming that restrictions on online speech
must fit within the grounds enumerated in Article 19(2), while upholding the Section 69A blocking
framework with procedural safeguards. The 2021 Rules also require messaging services to enable
identification of the first originator of a message when lawfully ordered, a traceability requirement
challenged on privacy grounds because it is difficult to reconcile with end-to-end encryption. A 2023
amendment empowering a government Fact Check Unit to identify false content about the central
government’s business was also challenged: the Supreme Court stayed its operation in March 2024, and
the Bombay High Court ruled against the provision in September 2024. Efforts to counter falsehood thus
quickly raise constitutional questions about speech, privacy, and executive power.

7. Governance and Intervention

7.1 Regulatory Models

Governments have responded with very different instruments, compared in Table 4. The European
Union’s Digital Services Act is the most ambitious attempt to regulate systemic risk rather than individual
items of content. It obliges very large online platforms, defined as those with more than 45 million monthly
users in the Union, to assess and mitigate risks to civic discourse and electoral processes, to submit to
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independent audits, and to give vetted researchers access to data. The EU’s Artificial Intelligence Act of
2024 adds transparency obligations for synthetic media. Germany’s Network Enforcement Act of 2017
requires rapid removal of manifestly unlawful content, an approach criticised for encouraging over-
removal. Singapore’s 2019 statute lets ministers order corrections or takedowns of false statements of fact,
prompting concern about executive discretion. In the United States, Section 230 shields platforms from

liability for most user content, leaving governance largely to companies.

Table 4- Comparative Overview of Regulatory Approaches to Online Misinformation

Jurisdiction Principal Core approach Main concern raised
instrument
European Digital Services Systemic risk assessment, Enforcement capacity;
Union Act (Regulation independent audits, and breadth of “systemic
(EU) 2022/2065) researcher data access for risk”
very large platforms
Germany Network Removal of manifestly Over-removal by risk-
Enforcement Act | unlawful content within set averse platforms
(NetzDG), 2017 | deadlines; fines for systemic
failure
Singapore Protection from Ministerial correction and Executive discretion;
Online Falsehoods | takedown directions for false | limited prior judicial
and Manipulation statements of fact review
Act (POFMA),
2019
India Information Blocking powers, Privacy, free
Technology Act, intermediary due diligence, expression, and
2000 (s. 69A); IT traceability for messaging executive control;
Rules, 2021 services ongoing litigation
United Communications Intermediary immunity; Weak platform
States Decency Act, 47 reliance on platform self- accountability
U.S.C. 8230 regulation and First
Amendment limits

Note. Prepared by the author from the instruments cited in the reference list.

7.2 Platform Self-Governance and Data Access

Platforms have adopted fact-checking partnerships, warning labels, demotion of flagged content,
forwarding limits, and rules against coordinated inauthentic behaviour. These measures are valuable but
share a structural weakness: the companies that design them also control the data needed to evaluate them.
Persily and Tucker (2020) argued that mandatory, privacy-protecting access for independent researchers
is a precondition for evidence-based regulation, because voluntary access has proved fragile and
dependent on corporate interest. The data access provisions of the Digital Services Act are an important

test of this idea.
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7.3 What Does the Evidence Say about Interventions?
Table 5 summarises evidence on six categories of intervention. No single measure is decisive; effects are
typically modest, tend to decay, and vary by context. Walter et al. (2020), in a meta-analysis, found that
fact-checking improves belief accuracy on average, although the effect is weaker in political campaign
settings. Pennycook et al. (2021) sent accuracy prompts to more than 5,000 Twitter users who had shared
low-quality news and found that the quality of subsequently shared content improved modestly.
Inoculation, or prebunking, which teaches people to recognise manipulation techniques before
encountering them, has shown promise in games and short videos (Roozenbeek & van der Linden, 2019;
Roozenbeek et al., 2022). Deplatforming has some support: McCabe et al. (2024) found that the
suspension of about 70,000 accounts after January 2021 was followed by reduced misinformation sharing
on Twitter, though concerns about migration to less moderated services and about due process remain.

Table 5- Evidence on Selected Interventions against Misinformation

Intervention

Key evidence

Main limitations

Fact-checks
and corrections

Meta-analysis finds average
improvement in belief accuracy
(Walter et al., 2020); backfire effects
rare (Wood & Porter, 2019)

Weaker for politically charged
claims; effects may fade

Accuracy
prompts

Field experiment with more than 5,000
Twitter users showed modest
improvement in the quality of shared
news (Pennycook et al., 2021)

Small, short-lived effects;
tested on one platform

Prebunking
(inoculation)

Games and short videos improve
recognition of manipulation techniques
(Roozenbeek & van der Linden, 2019;

Roozenbeek et al., 2022)

Durability and real-world
behaviour change less certain

Media literacy
training

Improved discernment in U.S. and
online Indian samples, not rural India
(Guess et al., 2020); no measurable
gain in Bihar field experiment
(Badrinathan, 2021)

Context-dependent; difficult to
scale to hard-to-reach groups

Algorithmic
design changes

Chronological feed and reduced like-
minded exposure did not change
polarisation or attitudes over three
months (Guess et al., 2023; Nyhan et
al., 2023)

Short duration; single election;
cumulative effects unknown

Deplatforming
of repeat
spreaders

Suspension of about 70,000 accounts
followed by reduced misinformation
sharing on Twitter (McCabe et al.,
2024)

Migration to other platforms;
due process and transparency
concerns

Note. Summarised from the cited studies. Effect sizes differ across studies and are not directly

comparable.

[JSAT240411583

Volume 15, Issue 4, October-December 2024

10


https://www.ijsat.org/

IJSAT

International Journal on Science and Technology (IJSAT)

— E-ISSN: 2229-7677 e Website: www.ijsat.org e Email: editor@ijsat.org

8. Policy Directions for Democratic Resilience

The evidence reviewed points towards a layered strategy. Lazer et al. (2018) distinguished between
interventions that empower individuals and those that change platform structures, and argued that both are
needed. The discussion below extends that distinction into six priorities.

Accountability for systems rather than speech. Regulation should target design features, namely
recommender systems, virality mechanics, and ad targeting, through risk assessment and independent
audit. Policing individual items of content invites over-removal and executive abuse.

Independent data access. Without access for accredited researchers, claims about platform effects will
remain contested and policy will rest on anecdote. Access regimes should protect privacy while extending
to the Global South and to closed messaging environments.

Focus on superspreaders and coordinated networks. Because exposure and sharing are highly
concentrated (Table 3), enforcement capacity is best directed at a small number of high-volume accounts
and organised campaigns rather than ordinary users whose mistakes are usually good-faith errors.
Local-language public-interest information infrastructure. Independent fact-checking, public-interest
journalism, and media literacy programmes in regional languages should be funded and, crucially,
evaluated, given that the evidence on training is mixed.

Procedural safeguards. Definitions of prohibited falsehood should be narrow, decisions reviewable by
independent courts or bodies, takedown orders published, and emergency powers subject to sunset clauses.
The Indian litigation over blocking powers and the Fact Check Unit shows that constitutional legitimacy
is not an afterthought but a condition of durable policy.

Provenance and disclosure for synthetic media. Technical standards for content provenance, mandatory
disclosure of Al-generated political advertising, and rapid-response channels between election authorities
and platforms during campaigns can reduce the window in which fabrications operate. Together such
measures raise the cost of deception and blunt the liar’s dividend.

9. Conclusion

This paper has argued that social media has transformed the conditions of democratic communication in
ways that create real and unevenly distributed risks. The evidence shows that falsehood can spread faster
than truth through social networks, that exposure is heavily concentrated among a small number of highly
active users, and that the gravest harms emerge where misinformation meets existing polarisation,
institutional distrust, and group hostility. At the same time, the strongest claims about algorithmic
radicalisation and mass deception are not supported by the best available experiments. A sober assessment
therefore rejects both complacency and panic.

The consequences for democratic practice are nonetheless serious. Misinformation erodes the presumption
that reliable information can be found, provides cover for wrongdoers through the liar’s dividend, and, in
settings such as Myanmar and India, has been linked to violence against minorities. Generative Al will
make these problems harder in the election cycles ahead. Regulatory experience across the European
Union, Germany, Singapore, India, and the United States shows that the choice of instrument matters:
measures that empower executives to decide what is true carry their own risks to democratic freedoms,
whereas systemic obligations, transparency, and data access offer more promising and more rights-
respecting routes.

These conclusions are limited by an evidence base weighted towards the United States and Western
Europe and by platform control of the data. Future work should prioritise cross-national studies,
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evaluations of interventions in closed messaging environments and regional languages, and comparative
analysis of how regulatory models perform under electoral pressure. Democratic societies will not
eliminate falsehood, and should not try to. Their task is to strengthen the institutions, including
independent media, courts, electoral bodies, researchers, and an informed public, that allow claims to be
contested and verified without sacrificing the freedoms on which democracy depends.

REFERENCES:

1.

10.

11.

12.

13.

14.

Allcott, H., & Gentzkow, M. (2017). Social media and fake news in the 2016 election. Journal of
Economic Perspectives, 31(2), 211-236. https://doi.org/10.1257/jep.31.2.211

Allcott, H., Gentzkow, M., & Yu, C. (2019). Trends in the diffusion of misinformation on social
media. Research & Politics, 6(2). https://doi.org/10.1177/2053168019848554

Altay, S., Berriche, M., & Acerbi, A. (2023). Misinformation on misinformation: Conceptual and
methodological challenges. Social Media + Society, 9(1).
https://doi.org/10.1177/20563051221150412

Arun, C. (2019). On WhatsApp, rumours, and lynchings. Economic and Political Weekly, 54(6),
30-35.

Badrinathan, S. (2021). Educative interventions to combat misinformation: Evidence from a field
experiment in India. American Political Science Review, 115(4), 1325-1341.
https://doi.org/10.1017/S0003055421000459

Bail, C. A., Argyle, L. P., Brown, T. W., Bumpus, J. P., Chen, H., Hunzaker, M. B. F., Lee, J.,
Mann, M., Merhout, F., & Volfovsky, A. (2018). Exposure to opposing views on social media
can increase political polarization. Proceedings of the National Academy of Sciences, 115(37),
9216-9221. https://doi.org/10.1073/pnas.1804840115

Bakshy, E., Messing, S., & Adamic, L. A. (2015). Exposure to ideologically diverse news and
opinion on Facebook. Science, 348(6239), 1130-1132. https://doi.org/10.1126/science.aaal160
Banaji, S., Bhat, R., Agarwal, A., Passanha, N., & Sadhana Pravin, M. (2019). WhatsApp
vigilantes: An exploration of citizen reception and circulation of WhatsApp misinformation
linked to mob violence in India. London School of Economics and Political Science.

Benkler, Y., Faris, R., & Roberts, H. (2018). Network propaganda: Manipulation,
disinformation, and radicalization in American politics. Oxford University Press.

Bennett, W. L., & Livingston, S. (2018). The disinformation order: Disruptive communication
and the decline of democratic institutions. European Journal of Communication, 33(2), 122-139.
https://doi.org/10.1177/0267323118760317

Bradshaw, S., & Howard, P. N. (2019). The global disinformation order: 2019 global inventory
of organised social media manipulation. Oxford Internet Institute, University of Oxford.

Brady, W. J., Wills, J. A., Jost, J. T., Tucker, J. A., & Van Bavel, J. J. (2017). Emotion shapes
the diffusion of moralized content in social networks. Proceedings of the National Academy of
Sciences, 114(28), 7313-7318. https://doi.org/10.1073/pnas.1618923114

BSR. (2018). Human rights impact assessment: Facebook in Myanmar. Business for Social
Responsibility.

Budak, C., Nyhan, B., Rothschild, D. M., Thorson, E., & Watts, D. J. (2024). Misunderstanding
the harms of online misinformation. Nature, 630, 45-53. https://doi.org/10.1038/s41586-024-
07417-w

IJSAT240411583 Volume 15, Issue 4, October-December 2024 12



https://www.ijsat.org/
https://doi.org/10.1257/jep.31.2.211
https://doi.org/10.1177/2053168019848554
https://doi.org/10.1177/20563051221150412
https://doi.org/10.1017/S0003055421000459
https://doi.org/10.1073/pnas.1804840115
https://doi.org/10.1126/science.aaa1160
https://doi.org/10.1177/0267323118760317
https://doi.org/10.1073/pnas.1618923114
https://doi.org/10.1038/s41586-024-07417-w
https://doi.org/10.1038/s41586-024-07417-w

IJSAT

International Journal on Science and Technology (IJSAT)

— E-ISSN: 2229-7677 e Website: www.ijsat.org e Email: editor@ijsat.org

15. Chesney, R., & Citron, D. K. (2019). Deep fakes: A looming challenge for privacy, democracy,
and national security. California Law Review, 107(6), 1753-1820.

16. Communications Decency Act of 1996, 47 U.S.C. § 230.

17. Dahl, R. A. (1998). On democracy. Yale University Press.

18. Ecker, U. K. H., Lewandowsky, S., Cook, J., Schmid, P., Fazio, L. K., Brashier, N., Kendeou, P.,
Vraga, E. K., & Amazeen, M. A. (2022). The psychological drivers of misinformation belief and
its resistance to correction. Nature Reviews Psychology, 1(1), 13-29.
https://doi.org/10.1038/s44159-021-00006-y

19. Election Commission of India. (2024). General elections 2024: Schedule and electorate [Press
note]. https://eci.gov.in

20. Freedom House. (2023). Freedom on the net 2023: The repressive power of artificial
intelligence. https://freedomhouse.org/report/freedom-net/2023/repressive-power-artificial-
intelligence

21. Gillespie, T. (2018). Custodians of the internet: Platforms, content moderation, and the hidden
decisions that shape social media. Yale University Press.

22. Grinberg, N., Joseph, K., Friedland, L., Swire-Thompson, B., & Lazer, D. (2019). Fake news on
Twitter during the 2016 U.S. presidential election. Science, 363(6425), 374-378.
https://doi.org/10.1126/science.aau2706

23. Guess, A., Nagler, J., & Tucker, J. (2019). Less than you think: Prevalence and predictors of fake
news dissemination on Facebook. Science Advances, 5(1), Article eaau4586.
https://doi.org/10.1126/sciadv.aau4586

24. Guess, A. M., Lerner, M., Lyons, B., Montgomery, J. M., Nyhan, B., Reifler, J., & Sircar, N.
(2020). A digital media literacy intervention increases discernment between mainstream and
false news in the United States and India. Proceedings of the National Academy of Sciences,
117(27), 15536-15545. https://doi.org/10.1073/pnas.1920498117

25. Guess, A. M., Malhotra, N., Pan, J., Barberd, P., Allcott, H., Brown, T., Crespo-Tenorio, A.,
Dimmery, D., Freelon, D., Gentzkow, M., Gonzalez-Bail6n, S., Kennedy, E., Kim, Y. M., Lazer,
D., Moehler, D., Nyhan, B., Rivera, C. V., Settle, J., Thomas, D. R., ... Tucker, J. A. (2023).
How do social media feed algorithms affect attitudes and behavior in an election campaign?
Science, 381(6656), 398-404. https://doi.org/10.1126/science.abp9364

26. Habermas, J. (1989). The structural transformation of the public sphere: An inquiry into a
category of bourgeois society (T. Burger, Trans.). MIT Press. (Original work published 1962)

27. Howard, P. N., & Hussain, M. M. (2013). Democracy’s fourth wave? Digital media and the Arab
Spring. Oxford University Press.

28. Kemp, S. (2024, January 31). Digital 2024: Global overview report. DataReportal.
https://datareportal.com/reports/digital-2024-global-overview-report

29. Klonick, K. (2018). The new governors: The people, rules, and processes governing online
speech. Harvard Law Review, 131(6), 1598-1670.

30. Lazer, D. M. J., Baum, M. A., Benkler, Y., Berinsky, A. J., Greenhill, K. M., Menczer, F.,
Metzger, M. J., Nyhan, B., Pennycook, G., Rothschild, D., Schudson, M., Sloman, S. A.,
Sunstein, C. R., Thorson, E. A., Watts, D. J., & Zittrain, J. L. (2018). The science of fake news.
Science, 359(6380), 1094—-1096. https://doi.org/10.1126/science.aa02998

IJSAT240411583 Volume 15, Issue 4, October-December 2024 13



https://www.ijsat.org/
https://doi.org/10.1038/s44159-021-00006-y
https://freedomhouse.org/report/freedom-net/2023/repressive-power-artificial-intelligence
https://freedomhouse.org/report/freedom-net/2023/repressive-power-artificial-intelligence
https://doi.org/10.1126/science.aau2706
https://doi.org/10.1126/sciadv.aau4586
https://doi.org/10.1126/science.abp9364
https://datareportal.com/reports/digital-2024-global-overview-report
https://doi.org/10.1126/science.aao2998

IJSAT

International Journal on Science and Technology (IJSAT)

— E-ISSN: 2229-7677 e Website: www.ijsat.org e Email: editor@ijsat.org
31. Levy, R. (2021). Social media, news consumption, and polarization: Evidence from a field

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44,

45,

46.

experiment. American Economic Review, 111(3), 831-870. https://doi.org/10.1257/aer.20191777
Lewandowsky, S., Ecker, U. K. H., Seifert, C. M., Schwarz, N., & Cook, J. (2012).
Misinformation and its correction: Continued influence and successful debiasing. Psychological
Science in the Public Interest, 13(3), 106-131. https://doi.org/10.1177/1529100612451018
McCabe, S. D., Ferrari, D., Green, J., Lazer, D. M. J., & Esterling, K. M. (2024). Post-January
6th deplatforming reduced the reach of misinformation on Twitter. Nature, 630, 132-140.
https://doi.org/10.1038/s41586-024-07524-8

Meaker, M. (2023, October 3). Slovakia’s election deepfakes show Al is a danger to democracy.
WIRED.

Ministry of Electronics and Information Technology. (2021). The Information Technology
(Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021 (G.S.R. 139(E)).
Government of India.

Netzwerkdurchsetzungsgesetz [Network Enforcement Act], Bundesgesetzblatt | 2017, 3352
(Germany).

Newman, N., Fletcher, R., Robertson, C. T., Arguedas, A. R., & Nielsen, R. K. (2024). Reuters
Institute digital news report 2024. Reuters Institute for the Study of Journalism.
https://reutersinstitute.politics.ox.ac.uk/digital-news-report/2024

Nyhan, B., Settle, J., Thorson, E., Wojcieszak, M., Barber, P., Chen, A. Y., Allcott, H., Brown,
T., Crespo-Tenorio, A., Dimmery, D., Freelon, D., Gentzkow, M., Gonzalez-Bailon, S., Guess,
A. M., Kennedy, E., Kim, Y. M., Lazer, D., Malhotra, N., Moehler, D., ... Tucker, J. A. (2023).
Like-minded sources on Facebook are prevalent but not polarizing. Nature, 620, 137-144.
https://doi.org/10.1038/s41586-023-06297-w

Pariser, E. (2011). The filter bubble: What the Internet is hiding from you. Penguin Press.
Pennycook, G., Epstein, Z., Mosleh, M., Arechar, A. A., Eckles, D., & Rand, D. G. (2021).
Shifting attention to accuracy can reduce misinformation online. Nature, 592, 590-595.
https://doi.org/10.1038/s41586-021-03344-2

Pennycook, G., & Rand, D. G. (2019). Lazy, not biased: Susceptibility to partisan fake news is
better explained by lack of reasoning than by motivated reasoning. Cognition, 188, 39-50.
https://doi.org/10.1016/j.cognition.2018.06.011

Persily, N., & Tucker, J. A. (Eds.). (2020). Social media and democracy: The state of the field,
prospects for reform. Cambridge University Press. https://doi.org/10.1017/9781108890960
Protection from Online Falsehoods and Manipulation Act 2019 (Act 18 of 2019) (Singapore).
Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 2022
on a Single Market for Digital Services (Digital Services Act). (2022). Official Journal of the
European Union, L 277, 1-102.

Regulation (EU) 2024/1689 of the European Parliament and of the Council laying down
harmonised rules on artificial intelligence (Artificial Intelligence Act). (2024). Official Journal of
the European Union.

Roozenbeek, J., & van der Linden, S. (2019). Fake news game confers psychological resistance
against online misinformation. Palgrave Communications, 5, Article 65.
https://doi.org/10.1057/s41599-019-0279-9

IJSAT240411583 Volume 15, Issue 4, October-December 2024 14



https://www.ijsat.org/
https://doi.org/10.1177/1529100612451018
https://doi.org/10.1038/s41586-024-07524-8
https://reutersinstitute.politics.ox.ac.uk/digital-news-report/2024
https://doi.org/10.1038/s41586-023-06297-w
https://doi.org/10.1038/s41586-021-03344-2
https://doi.org/10.1016/j.cognition.2018.06.011
https://doi.org/10.1017/9781108890960
https://doi.org/10.1057/s41599-019-0279-9

IJSAT

International Journal on Science and Technology (IJSAT)

— E-ISSN: 2229-7677 e Website: www.ijsat.org e Email: editor@ijsat.org
47. Roozenbeek, J., van der Linden, S., Goldberg, B., Rathje, S., & Lewandowsky, S. (2022).

48.

49,
50.

51.

52.

53.

54,

55.

56.

S7.

58.
59.

Psychological inoculation improves resilience against misinformation on social media. Science
Advances, 8(34), Article eabo6254. https://doi.org/10.1126/sciadv.abo6254

Seitz-Wald, A., & Memoli, M. (2024, January 22). Fake Joe Biden robocall tells New Hampshire
Democrats not to vote Tuesday. NBC News.

Shreya Singhal v. Union of India, (2015) 5 S.C.C. 1 (India).

Sunstein, C. R. (2017). #Republic: Divided democracy in the age of social media. Princeton
University Press.

Tandoc, E. C., Jr., Lim, Z. W., & Ling, R. (2018). Defining “fake news”: A typology of scholarly
definitions. Digital Journalism, 6(2), 137-153. https://doi.org/10.1080/21670811.2017.1360143
Tufekei, Z. (2017). Twitter and tear gas: The power and fragility of networked protest. Yale
University Press.

United Nations Human Rights Council. (2018). Report of the independent international fact-
finding mission on Myanmar (A/HRC/39/64).

Vosoughi, S., Roy, D., & Aral, S. (2018). The spread of true and false news online. Science,
359(6380), 1146-1151. https://doi.org/10.1126/science.aap9559

Walter, N., Cohen, J., Holbert, R. L., & Morag, Y. (2020). Fact-checking: A meta-analysis of
what works and for whom. Political Communication, 37(3), 350-375.
https://doi.org/10.1080/10584609.2019.1668894

Wardle, C., & Derakhshan, H. (2017). Information disorder: Toward an interdisciplinary
framework for research and policy making (Council of Europe Report DGI1(2017)09). Council of
Europe.

Wood, T., & Porter, E. (2019). The elusive backfire effect: Mass attitudes’ steadfast factual
adherence. Political Behavior, 41(1), 135-163. https://doi.org/10.1007/s11109-018-9443-y
World Economic Forum. (2024). The global risks report 2024 (19th ed.).

Zuboff, S. (2019). The age of surveillance capitalism: The fight for a human future at the new
frontier of power. PublicAffairs.

IJSAT240411583 Volume 15, Issue 4, October-December 2024 15



https://www.ijsat.org/
https://doi.org/10.1126/sciadv.abo6254
https://doi.org/10.1080/21670811.2017.1360143
https://doi.org/10.1126/science.aap9559
https://doi.org/10.1080/10584609.2019.1668894
https://doi.org/10.1007/s11109-018-9443-y

