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Abstract

The security idea within residential and business premises has become increasingly critical to the modern
era. Analog closed-circuit television (CCTV) installations and traditional alarm systems have, for decades,
been the conventional security measures against burglary and other unapproved intrusions. Despite this,
these traditional methods have some limitations such as slow response, excessive reliance on human
monitoring, and the absence of real-time alerts to the property owners. The rapid growth of the Internet of
Things (IoT) has made it possible to design networked devices that provide dynamic and smart solutions
to such security issues. This research paper presents the design, implementation, and evaluation of a Smart
Home Security System using Arduino microcontrollers, PIR (Passive Infrared) motion detectors, and
wireless modules to sense intrusions and trigger automatic calls to specific numbers. By unifying both
hardware and software components, this security system aims to minimize false alarms, improve real-time
response, and enhance user convenience.

Experimental results from both laboratory-controlled environments and home residential trials show the
effectiveness of the system in intrusion detection with a low latency period. The outcomes also point
towards scalability since the system is capable of integrating several sensors and modules. The paper also
mentions the significance of ethical and privacy concerns, stressing data protection and conformity to local
regulations. Finally, it proposes lines for future research, including combining state-of-the-art data
analytics and machine learning algorithms to improve threat detection.

Index Terms— Smart Home Security, Internet of Things, Arduino, PIR Motion Sensor, Automatic Phone
Calling, Intrusion Detection, Wireless Communication, Real-Time Alerts, Home Automation.

1. Introduction

Security challenges have escalated in both urban and rural areas, as properties of all scales—ranging from
small residences to large commercial complexes—strive to deter theft, vandalism, and unauthorized entry.
Over the decades, multiple strategies have emerged to address these issues, with CCTV cameras and
manual alarm systems among the most commonly adopted. While these traditional setups can capture
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footage of intruders or emit loud alarms, they often rely on the immediate availability of human personnel
or occupants to interpret the alerts and take action. In many cases, the lack of instant, targeted notifications
to property owners leads to delays in response, thereby undermining the overall efficacy of the security
framework.

Motivation

A number of circumstances prompted this search for an evolved home protection system. In the first
instance, there is an obvious necessity for real-time alerting beyond local alarms or sound sirens. Most
owners may be out of their buildings for a prolonged amount of time and hence not respond to alarms
present on location. A system which automatically dials a call ensures that the attention of the user is fully
brought to focus, with an effective response ensuing from this heightened notice.

Second, the market tends to have expensive subscription services that handle remote alerts, something that
can be prohibitively expensive for small businesses or individual operators [2]. This paper endeavors to
provide an affordable alternative through the use of commonly available hardware like the Arduino UNO,
PIR sensors, and rudimentary wireless modules.

Lastly, the customizability and scalability of open-source hardware offer persuasive merits. As needs of
the users expand—e.g., when monitoring more zones in a building—more modules and sensors can be
added without requiring an entire system replacement. With this modular philosophy of design, there are
accommodating adaptations and enhancements, thus broadening the system's relevance to diverse security
situations.

Problem Statement

Ancient security arrangements, though operationally tolerable in simple situations, tend not to give
immediate, targeted warnings to house owners or police authorities. CCTV systems, for example, can
capture proof of a burglary but may not always allow for an effective intervention. Alarm systems might
sound alarms, but they are ineffective if no one is around to recognize them or respond. The fundamental
issue tackled by this paper is the absence of an integrated system that not only identifies intrusions but
also instantly calls the property owner or concerned authorities through a phone call, so that key events
are neither missed nor delayed.

Additionally, most current loT-based security systems are dependent on internet access or subscription-
based cloud services for sending alerts, which could be impractical in regions with poor network coverage
or for customers who do not want to pay a monthly subscription. This study addresses these limitations by
creating a hybrid system that can use either a GSM module for cellular or a Wi-Fi/Bluetooth configuration
for handling alerts, thereby increasing the system's usability.

Objectives

The main aim of this research is to design and implement a Smart Home Security System based on an
Arduino microcontroller and a PIR motion detector to sense intrusions and then trigger phone calls to pre-
set contacts. Underlying this general objective, this research aims to:

o Tailor a PIR-Based Detection Mechanism: Utilize a Passive Infrared sensor to detect human
presence with high accuracy, reducing false alarms due to environmental influences.

IJSAT25024955 Volume 16, Issue 2, April-June 2025 2



https://www.ijsat.org/

International Journal on Science and Technology (IJSAT)

3 E-ISSN: 2229-7677 e Website: www.ijsat.org e Email: editor@ijsat.org
J Create an Automatic Calling Module: Insert a call automation feature that makes calls to the user's

number, providing fast response in the case of possible security intrusions.

o Include Wireless Communication: Employ Bluetooth or Wi-Fi modules to pass real-time messages
to a mobile app, enriching the phone call notification with extra information.

o Provide Scalability and Modularity: Make the system capable of being integrated with several
sensors and expansions, easing its employment in larger or more complicated security situations.

o Quantify System Performance: Measure the performance of the envisioned configuration by
controlled experiments and field tests in terms of detection accuracy, false alarm rate, and user satisfaction.

2. Literature Review
Traditional Security Systems

Conventional security frameworks typically employ motion detectors, magnetic door sensors, and
audible alarms to dissuade intruders. Some configurations integrate CCTV cameras that capture footage,
potentially serving as evidence if a crime occurs [3]. However, the effectiveness of these systems often
hinges on the availability of a dedicated monitoring service or vigilant occupants. Delayed response times
are a frequent drawback, as alarms may go unnoticed or be dismissed as false triggers, especially in
neighborhoods where false alarms are common.

Moreover, CCTV solutions, while valuable for retrospective analysis, are less efficient in providing
immediate, actionable alerts. In many cases, the recorded footage is only reviewed after an incident has
taken place, limiting the possibility of timely intervention [4]. These limitations have led to ongoing
research into more proactive and automated security strategies that leverage modern communication and
sensor technologies.

Emergence of IoT in Security Applications

The Internet of Things has, by its nature, reoriented the scale and breadth of automation. In terms of
security, devices based on the Internet of Things can scan environmental conditions in real time and
communicate with cloud servers or local networks [5]. This can enable systems to decide based on data
without incessant human monitoring. Several studies have examined the application of IoT-enabled
sensors like PIR detectors, temperature sensors, and even facial recognition cameras to build a multi-
layered intrusion detection approach [6].

Furthermore, the paradigm of IoT facilitates interoperability across devices to allow different sensors and
actuators to work together. Such collaboration proves to be especially helpful in security systems that have
more than one entry point, floors, or buildings that need monitoring. Centralized dashboards that can be
accessed using smartphones or web interfaces can offer summarized data, log history, and even real-time
video streams [7]. While these advancements are made, problems like network reliability, privacy of data,
and scalability still plague developers and researchers.
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Microcontrollers and Arduino's Role

Microcontrollers such as Arduino UNO and Node MCU have received extensive attention in academic
study and among hobbyists because they are easy to use, low-cost, and highly supported with a vast library.
The Arduino UNO, which runs on the ATmega328P microcontroller, supports several digital and analog
input/output pins, which enable the connection of actuators, communication modules, and sensors [8]. Its
popularity has given rise to a vast ecosystem of shields and libraries that ease operations like wireless
communication, data logging, and sensor integration.

Research points to the promise of Arduino-based solutions for prototyping smart home automation, such
as lighting control, temperature control, and security [9]. In the security area, researchers have utilized
Arduino boards to combine motion sensors, RFID readers, and GSM modules to design systems that can
send SMS notifications or trigger sirens [10]. The present research builds upon this foundation by adding
automatic phone calling capabilities and a dedicated mobile application interface, thereby enhancing real-
time responsiveness and user interaction.

Wireless Communication Technologies

Wireless modules play a key role in [oT security use cases, as they allow devices to exchange information
and commands without having to lay down extensive cables. Two well-known choices are Wi-Fi and
Bluetooth. Bluetooth modules like HC-05 are commonly used for short-distance connectivity with ease
and minimal power usage. Their short coverage, though, might not be adequate for extensive properties
or rural monitoring setups [11].

Wi-Fi modules, particularly those built into boards such as Node MCU, enable systems to interface with
home or office routers to gain access to the internet for real-time notification and cloud analytics [12].
This expanded connectivity is useful for users who need to monitor their security status remotely. Wi-Fi
networks are, however, vulnerable to outages, and bandwidth limitations may create issues if further data-
hungry features—such as video streaming—are added [13]. The decision between Wi-Fi and Bluetooth
frequently depends upon the particular demand for range, bandwidth, and internet reliance.

Automatic Phone Calling and Alert Mechanisms

Effective alerting strategies are critical to ensuring that security breaches are addressed promptly. Although
Short Message Service (SMS) alerts have been widely adopted, they can be overlooked if the recipient’s
phone is flooded with messages. Push notifications via smartphone apps offer immediate alerts but also
run the risk of being ignored or muted. In contrast, phone calls demand the recipient’s attention and are
less likely to be missed, making them a more compelling solution for high-priority alerts [14].

Several researchers have explored the integration of GSM modules or VoIP APIs to facilitate automatic
phone calls. For instance, a study demonstrated how an Arduino board could communicate with a
SIM900A GSM module to place calls when a motion sensor was triggered [15]. Other implementations
utilized cloud services like Twilio to initiate VoIP calls, although these methods typically rely on stable
internet connections [16]. The proposed research adopts a flexible architecture, allowing for either GSM-
based or Wi-Fi-based calling, thereby catering to diverse user environments.
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Identified Gaps and Research Focus

Although the literature shows several efforts to develop smart security solutions, several gaps are still
open. Some solutions use SMS or push notifications alone, which is not as urgent as a phone call. Others
might use phone calls but charge for cloud subscriptions or involve complicated installations. Others also
have limited scalability, making it difficult to adapt them to larger properties.

The main aim of this paper is to provide a cost-effective, modular, and deployable system that combines
PIR-based intrusion detection with automated phone calls. Utilizing open-source hardware and commonly
available components, it seeks to make the system accessible to small businesses and households. The
following sections discuss the system architecture and methodology proposed, highlighting how these
goals are achieved.

Proposed System Architecture
System Overview

The Smart Home Security System explained herein is configured to sense unwanted intrusion with the
help of a PIR motion detector and then initiate an auto-call to warn the property owner. The main
framework of the system is built around an Arduino UNO board microcontroller, but the structure can
easily accept alternatives such as the Node MCU. The inclusion of wireless communication modules
enables the system to send alerts to a mobile app and, if so chosen, to link to a cloud service for added
capabilities like logging of data.

In practice, the system works by constantly checking the output of the PIR sensor. When movement is
detected, the microcontroller runs a short verification process to reduce false positives. If verified, a
sequence of events ensues: an outgoing phone call is initiated, a local buzzer or LED can be switched on,
and a notification is sent to the user's mobile app. This combined method makes sure that the user gets
immediate notifications as well as contextual details regarding the incident.

Hardware Components
A succinct listing of the primary hardware components includes:

o Arduino UNO: An open-source microcontroller board based on the ATmega328P. It handles
sensor inputs, processes data, and controls alert mechanisms [17].

o PIR Motion Sensor (e.g., HC-SR501): Detects changes in infrared radiation, commonly
associated with human movement.

o Wireless Communication Module: This may be a Bluetooth HC-05 or a Wi-Fi module (in the
case of Node MCU or an external ESP8266 shield) [18].

o GSM Module (Optional): A module like the SIM900A can be used for placing phone calls via
cellular networks.

o Buzzer or LED: Provides an on-site audible or visual alert, complementing remote notifications.
o Power Supply: A stable 5V DC source (or 3.3V in some cases) to power the microcontroller and
peripherals.
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The system design ensures that the components are arranged in a manner that supports quick prototyping,
enabling users to adapt the layout to specific spatial constraints. For instance, multiple PIR sensors can be
connected to different digital pins if the property has multiple entry points.

Software Components

The software stack is divided into two main layers: firmware for the Arduino board and a mobile
application for user interaction. The firmware is responsible for initializing the hardware, reading sensor
values, performing the verification loop, and triggering phone calls or notifications. Meanwhile, the
mobile application provides a user-friendly interface where individuals can configure phone numbers,
adjust sensor sensitivity, and review logs of past events [19].

To cater to diverse network environments, the code supports both Bluetooth and Wi-Fi. In a Bluetooth
setup, the phone must remain within range of the microcontroller, limiting remote accessibility. In a Wi-
Fi configuration, the system can relay data to the user’s phone from any location with internet access, thus
offering greater flexibility at the expense of depending on a stable network connection.

System Flow Diagram

A high-level flow diagram generally begins with the PIR sensor detecting motion. The sensor then sends
a signal to the Arduino, which evaluates whether the signal meets a specified threshold over a set duration.
If verified, the system activates the alert module, which places a phone call through either a GSM module
or an online VoIP service. Simultaneously, the system notifies the mobile application via the chosen
communication pathway. The application may display the event’s timestamp, sensor ID, and
recommended actions.

This structure allows users to respond effectively. For instance, if they are on-site, they might verify the
intrusion in person. If they are away, they could contact neighbors, security services, or law enforcement.
The combination of a phone call and a mobile notification significantly reduces the risk of ignoring or
missing critical alerts.

Scalability and Modularity

Scalability is a central consideration, especially for large homes, offices, or retail spaces. The Arduino
UNO or Node MCU can interface with multiple sensors as long as sufficient digital or analog pins are
available. For environments requiring even more sensors, additional microcontrollers can be deployed,
each responsible for a designated zone [20]. The modular nature of this design also accommodates
supplementary sensors like magnetic door contacts, vibration sensors, or camera modules for enhanced
surveillance.

In a more advanced implementation, the system can store logs on a remote server or a cloud database,
offering long-term analytics. This data could be used to identify recurring false alarms, peak intrusion
times, or other behavioral patterns. Although such features extend beyond the scope of the core system,
they highlight the flexibility and potential growth paths inherent in the architecture.
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3. Methodology
Overall Research Approach

The research process adopted by this study takes a design-build-test approach. During the design process,
real-time alert requirements, cost-effectiveness, and modularity were described. Building the hardware
parts—Arduino, PIR sensor, GSM or Wi-Fi modules—and creating the respective firmware was done
during the build process. Laboratory testing and actual implementation in home environments were
conducted during the test process to measure parameters like detection efficacy, response time, and
usability.

During every stage, iterative improvements were made based on performance observed. For instance, if
the system had a high false alarm rate during early testing, the sensitivity of the PIR sensor and the
parameters of the verification algorithm were tweaked. Through the repeated cycle in a systematic manner,
the end system was a stable, robust solution that met the goals of the study.

Communication Protocols

Based on the user's network and desire, the system may either use Bluetooth or Wi-Fi for communication
between the mobile app and the system. For a Bluetooth setup, the HC-05 module connects with the
smartphone, allowing for an inter-data transfer directly without internet access. It is particularly useful in
confined areas or where internet access is not stable. Nevertheless, the user needs to stay within the
Bluetooth radius to get real-time notifications.

For Wi-Fi-based communication, the device is connected to a local router so that the user can access alerts
anywhere internet access is available. This setup can also allow for the incorporation of cloud services,
enabling support for push notifications and remote logging [22]. Although more adaptable, it relies on the
internet connection being consistent, a key factor in areas with spotty service.

Security and Privacy Measures

Security and privacy were built into the system's design. The below steps were implemented:

o Data Encryption (Optional): When Wi-Fi is utilized, the system can utilize HTTPS or MQTT over
TLS for secure transmission of data.

o User Authentication: The mobile app can prompt for a username and password to avoid
unauthorized use.

. Local Data Storage: Logs of intrusions can be stored locally on an SD card to eliminate risks due
to cloud-based breaches.

Further, the system will not require audio or video recording, thus excluding possible invasion of privacy.
Still, any such future integration should involve cameras if explicit user permissions and compliance with
local surveillance codes are made inevitable [23].

Ethical and Regulatory Considerations

While the system targets motion detection more than recording sound or images, compliance with laws is
important. In some locales, there should be conspicuous display of notice stating that security is being
monitored. Also, ongoing false alarms generating unnecessary calls to emergency services would have
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legal as well as ethical consequences. Thus, calibration so that there is less false activation and proper
training of users for proper use become essential parts of this approach.

4. Implementation
Hardware Setup

The hardware arrangement typically involves mounting the Arduino UNO (or Node MCU) on a
breadboard or within an enclosure for protection. The PIR sensor is placed at an appropriate height—
usually around 2 to 2.5 meters—where it can detect human motion effectively. Wiring the PIR sensor
involves connecting its VCC to 5V (or 3.3V if specified), GND to the common ground, and the signal
pin to one of the Arduino’s digital inputs [24].

For users opting for Bluetooth, the HC-05 module’s TX pin connects to the Arduino’s RX pin, and the
module’s RX pin connects to the Arduino’s TX pin. Proper voltage considerations must be observed,
given that the HC-05 often operates at 3.3V logic levels. If the user chooses Wi-Fi, a Node MCU or an
external ESP8266/ESP32 module is integrated, eliminating the need for the HC-05. The GSM module (if
used) also communicates with the Arduino through a software or hardware serial interface, receiving AT
commands to initiate calls.

Firmware Development

The firmware is developed in the Arduino Integrated Development Environment (IDE). In the setup()
function, the code initializes the serial communication, sets pin modes, and prints diagnostic messages.
The loop() function continually checks the PIR sensor output, applies the verification algorithm, and calls
the triggerAlert() function if an intrusion is confirmed.

An illustrative snippet for the alert function could appear as follows:
cpp
CopyEdit
void triggerAlert() {
// Optional local alarm
digital Write(BUZZER PIN, HIGH);
delay(1000);
digitalWrite(BUZZER_PIN, LOW);

// Print debug message

Serial.println("Motion verified. Initiating alert sequence.");

// GSM-based call
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GSMSerial.println("ATD+1234567890;"); // Dial the user’s number
delay(20000); // Wait for 20 seconds
GSMSerial.printin("ATH"); // Hang up the call

// Bluetooth/Wi-F1i notification

sendAlertToApp();
}

In this example, sendAlertToApp() represents a function that communicates with the mobile application,
providing supplementary information about the event (e.g., timestamp, sensor location). The combination
of local alarms, phone calls, and app notifications creates a multi-layered alert mechanism that
significantly increases the probability of timely user intervention.

Automatic Phone Calling Options
The system supports two primary methods for placing phone calls:

1. GSM Module: By sending AT commands (e.g., “ATD<number>;’) to the module, the
microcontroller can dial any preconfigured number. This approach is relatively independent of internet
connectivity, relying solely on cellular signals. It is therefore suitable for remote areas with limited
broadband coverage.

2. VoIP Services: If the system uses Wi-Fi, it can invoke APIs provided by services like Twilio or
similar platforms. A simple HTTP request carrying the recipient’s number and an authentication token can
trigger a call. While more flexible, this method depends on stable internet access and often involves usage
fees or monthly subscriptions [26].

Each approach carries its own advantages. GSM-based calls may be more reliable in certain regions but
require a functional SIM card with sufficient credit. VoIP-based solutions can be cost-effective for users
with broadband subscriptions but become inoperative during network outages. The system’s architecture,
however, allows users to switch between these methods as needed.

Deployment and Calibration

After assembling the hardware and uploading the firmware, the system should be calibrated to minimize
false alarms. This involves adjusting the PIR sensor’s onboard potentiometers—one for sensitivity and
one for delay—and tuning the verification algorithm’s parameters in the firmware. Conducting multiple
test runs with both typical household movements and potential intruder simulations can help refine the
threshold settings.

For multi-sensor setups, each sensor’s field of view must be mapped to ensure comprehensive coverage
of entry points. Additional microcontrollers or sensor hubs can be deployed if the property is large. During
calibration, it is advisable to maintain a log of false alarms and their probable causes, such as pets, swaying
curtains, or sudden temperature shifts, enabling systematic optimization of the system.

IJSAT25024955 Volume 16, Issue 2, April-June 2025 9



https://www.ijsat.org/

International Journal on Science and Technology (IJSAT)

3 E-ISSN: 2229-7677 e Website: www.ijsat.org e Email: editor@ijsat.org

5. Experimental Results
Testing Environments

In order to properly evaluate the suggested system, experiments were conducted in two environments. A
controlled lab environment was first used so that there was a high level of precision in detecting accuracy
and response time. The sensor and microcontroller were in a room that had minimal external interference.
Motion events were simulated at different speeds and orientations, allowing the research team to record
the system's response times with high accuracy.

Second, the system was also tested in a residential setting for a period of one week. In this scenario, real-
world factors like random movement of occupants, pets, variations in ambient temperature, and
fluctuations in network conditions were introduced. These tests allowed for the identification of false
alarms, testing system resilience, and measuring user acceptance of the phone calling and mobile
notification functionality.

Key Experimental Observations

In the laboratory setting, the system achieved a detection accuracy of approximately 98%, successfully
identifying 98 out of 100 staged intrusions. The missed detections were attributed to the volunteer moving
at the extreme edge of the sensor’s range, suggesting that sensor placement or the addition of multiple
sensors could further improve coverage.

The false positive rate in the controlled environment was notably low, registering at around 2%. The few
false positives observed were linked to abrupt temperature fluctuations caused by air conditioning. When
the verification algorithm parameters were fine-tuned, these instances diminished significantly.

Response time measurements indicated that the system, on average, placed a phone call within 4 to 5
seconds of motion verification. This figure comprised sensor detection (<1 second), the verification loop
(~1 second), and the time required to dial the number via GSM or send an API request for VoIP (~2-3
seconds).

In the residential context, the detection accuracy remained high, although the false positive rate increased
to 5%, largely due to unpredictable environmental variables like pets. The response time showed slight
variability, extending to 6 or 7 seconds in cases where the GSM signal was weak or the Wi-Fi connection
experienced brief latency. Despite these variations, user feedback indicated that the phone call feature
effectively drew immediate attention to potential intrusions.

Comparative Analysis

A comparison with standard CCTV-based systems highlighted the proactive nature of the proposed
solution. While CCTV cameras capture evidence, they do not necessarily facilitate rapid intervention
unless monitored around the clock. The automatic phone calling mechanism in this system ensures that
users receive an urgent alert, thereby reducing the risk of delayed responses [27].

Also, traditional alarm systems tend to use sirens or text messages, which may be easily neglected or
ignored. The call element introduces an added sense of urgency, and it is a more trustworthy channel for
important notifications. Furthermore, the open-source characteristic of this system offers a degree of
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personalization that is often not found in commercial solutions, allowing end-users to adapt functionalities
to suit specific needs.

Limitations Identified During Testing

In addition to successful results, some limitations emerged during testing. False alarms, although not
common, did happen in the presence of pets or large temperature fluctuations. This limitation highlights
the need for precise placement of and calibration for sensors. Also, the use of cellular or internet
connectivity implies that power loss or network outages might hinder the system's capacity to initiate calls
or send alerts. These limitations point to areas that can be supported by backup power solutions and
alternative communication channels, like a backup GSM module or offline logging capabilities.

6. Discussion
Advantages of the Proposed System

The Smart Home Security System proposed in this paper has several advantages over traditional
configurations. Incorporating automatic call outs, the solution guarantees that notifications get the instant
attention they deserve. Utilizing open-source hardware such as Arduino and Node MCU greatly reduces
the entry point, making advanced security features available to a wider consumer base [28]. The system is
modular, allowing for new sensors or communications modules to be added as user requirements change.

From the technical perspective, the use of a verification loop for motion detection actually minimizes false
alarms, a common issue in most sensor-based systems. The loop validates continuous motion before
initiating a phone call, avoiding short, temporary signals to induce unnecessary alarms. Users can still
fine-tune this loop for their own individual environments, therefore personalizing the trade-off between
detection sensitivity and reliability.

Limitations and Future Challenges

Although the system operates well in restricted and domestic areas, there are still some constraints. The
pets, for example, can always cause unnecessary alerts, which might need mechanical restrictions or
sophisticated algorithms that distinguish human movement from other small animals. Another constraint
comes with the need for network coverage. A decent GSM signal or internet connection must be available
to enable the use of the phone call and notification via the application features. In regions with weak
signals, the system’s performance may degrade, necessitating fallback mechanisms or alternative
communication channels.

Furthermore, the present implementation does not utilize sophisticated data analytics or artificial
intelligence. Although the verification loop deals with simple environmental noise, more sophisticated
algorithms might be able to recognize patterns or anomalies that point towards suspicious activity. Future
development could include machine learning algorithms executing on the microcontroller or on a cloud
service, allowing the system to learn from experience and dynamically tune its sensitivity.

Ethical and Legal Considerations

Any security system that involves monitoring human activity must align with local regulations and ethical
standards. Although this system primarily detects motion rather than recording personal data, privacy

IJSAT25024955 Volume 16, Issue 2, April-June 2025 11



https://www.ijsat.org/

International Journal on Science and Technology (IJSAT)

3 E-ISSN: 2229-7677 e Website: www.ijsat.org e Email: editor@ijsat.org

concerns can arise if additional sensors, such as cameras or microphones, are integrated. Clear signage
indicating that security monitoring is in place can help comply with local laws. Moreover, repeated false
alarms that prompt phone calls to emergency services could cause community distress or lead to penalties.
Users should calibrate their systems responsibly and, where possible, avoid directly contacting emergency
numbers unless an intrusion is confirmed [29].

Potential for Expansion

The modularity of the proposed system offers abundant opportunities for future enhancements. Users with
advanced requirements may integrate facial recognition, fingerprint scanners, or magnetic door
sensors for a more comprehensive security setup. Cloud-based data logging can also be incorporated,
allowing users to analyze historical trends, identify peak intrusion times, or even share data with
community watch programs. As IoT technologies progress, additional protocols like LoRaWAN or
Zigbee could be explored to extend the system’s range and reduce power consumption.

7. Conclusion and Future Work

This article has outlined the design and verification of a Smart Home Security System based on Arduino-
based microcontrollers, PIR motion detectors, and wireless modules for intrusion detection and automatic
dialing of phone calls. The design of the system focuses on cost-effectiveness, scalability, and real-time
response, and hence it is a viable solution for homes and small enterprises that require effective yet low-
cost security solutions. Experimental results, in turn obtained through laboratory simulations and home
deployments, highlight the system's capability to correctly sense movement, minimize false alerts in the
process of a verification loop, and quickly notify users through phone calls and mobile app notifications.

In responding to the gaps identified in conventional security solutions, this system highlights the promise
of IoT-based solutions in providing more proactive and user-focused monitoring. However, some
limitations remain, such as pet sensitivity and reliance on consistent network coverage. Future studies can
explore advanced analytics and machine learning algorithms to further improve the detection process. The
potential to merge alternative communication technologies, including LoRaWAN or Zigbee, is also a
promising area of exploration, particularly where there is limited GSM or Wi-Fi infrastructure.

Ultimately, this research contributes to the evolving discourse on smart security by demonstrating how
open-source platforms can foster innovation, accessibility, and customization. As [oT continues to reshape
the landscape of home and commercial automation, systems that seamlessly merge detection, verification,
and immediate user engagement will likely become integral components of modern security paradigms.
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