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Abstract 

Blockchain technology (BT) has significantly expanded its applications across diverse sectors, leveraging 

its key attributes of anonymity, decentralization, and resistance to tampering within peer-to-peer (P2P) 

networks. It has made inroads into smart manufacturing and intelligent Medicare systems, along with the 

development of smart cities, showcasing its potential to revolutionize traditional industry practices by 

enhancing data security and efficiency. Additionally, it finds its application in digital identity 

management, secure voting systems, and supply chain tracking. The future holds promise as blockchain 

continues to disrupt various sectors with its innovative capabilities. While traditional blockchain 

technology has grappled with scalability issues, limiting its use in high-throughput and low-latency 

environments, efforts are underway to overcome these limitations. Sharding, a method that involves 

partitioning the network to reduce duplication of computations, storage, and communication overhead, is 

a key enabler of horizontal scalability as the network expands. A consensus technique is employed to 

attach the freshly generated block to the end of the current chain. 
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1 Introduction 

Blockchain technology (BT) has become widely accepted since the 2008 debut of Bitcoin, a popular peer-

to-peer payment system [1]. BT is widely acknowledged for promoting decentralization, transparency, 

and tamper resistance. The benefits have led to the extensive implementation of BT across nearly all 

sectors, particularly in artificial intelligence, IoT, supply chain management, social welfare, and 

administrative functions [2-4]. Blockchain, which consists of seven layers in its technological architecture, 

as depicted in Figure 1, is being regarded as a disruptive technology following cloud computing, IoT, and 

Big Data. Governments, financial institutions, and tech businesses worldwide are deeply concerned about 

this issue, given the disruptive nature of blockchain technology. 

However, the main concern of industry has always been the scalability of blockchain, raising questions 

about whether widespread commercial use of technology will actually occur. To be more specific, Bitcoin 

[1] can only process 7 transactions in a second, whereas Ethereum [5] can process 15 transactions in a 

second. In contrast, EOS [6] can process hundreds of transactions per second. Number of transactions that 

can be handled quickly, or throughput, is much less than the real requirements for transaction processing. 

Enhancing transaction throughput poses considerable risk to embrace BT. However, with the development 

of solutions like sharding and off-chain scaling, the scalability issue is being addressed. "Visa's impressive 

capability to handle 1,700 transactions per second emphasizes the critical necessity of addressing the 

scalability issue in BT. Subsequently it demands immediate attention to unleash the limitless potential of 

blockchain. 

Prior research has often overlooked a clear exposition of scalability. Buterin, a co-founder of Ethereum, 

who initially articulated what is now renowned as the scalability trilemma [7]. He posited that a trade-off 

among the three fundamental attributes of BT, decentralization, security, and scalability—is inescapable. 
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The fundamental and inherent characteristic of BT is its decentralization; moreover, security represents a 

necessary feature. Concurrently, the primary challenge it faces is scalability. Only one of the following 

factors can be present at a time: scalability, security, or decentralization. Trade-offs are practically 

inevitable. 

Enhancing scalability within a blockchain-based framework presents a significant challenge without 

undermining the principles of security and decentralization. Academic literature has presented various 

concepts to tackle the issue of scalability. In our analysis, we categorize these solutions into three groups 

based on the blockchain technical logic architecture: Layer 0 solutions (such as BDN [8] and bloXroute 

[9]), Layer 1 solutions (such as Segregated Witness [10], DAG [11–13], sharding [14–17], and consensus 

[18–20]), and Layer 2 solutions (such as state channels [21], side chains [22], cross chains [23], and off-

chain computation [24]. Layer 0 solutions aim to enhance scalability through modifications in the 

blockchain's fundamental data transmission protocol. These adjustments aim towards improvement of 

underlying framework of blockchain network, thus allowing for more efficient processing and handling 

of transactions. Layer 1 solutions focus on increasing scalability through modifications to the foundational 

aspects of the blockchain protocol. These modifications include adjustments to block data structures, 

consensus mechanisms, and incentive models. Layer 2 findings strive to enhance scalability within 

application layer through implementation of off-chain techniques. 

However, these suggested fixes are unable to significantly improve performance without compromising 

security, decentralization, or both. A particularly notable solution to the issue of scalability without 

compromising decentralization and security is sharding. Sharding involves division of network into 

numerous groups, known as shards, each of which is responsible for processing transactions concurrently. 

This method significantly enhances network's capacity to process transactions efficiently and securely 

[25]. This study focuses on sharding, acknowledged as a very valid technique for addressing scalability 

challenges in BT. 

In recent studies [10, 25–28], sharding strategies based on blockchain have been presented for security. 

Blockchain sharding has been increasingly recognized in academic studies on scalability issues of 

blockchain [29–34], which previously concentrated solely on vertical scaling and minimizing overhead. 

However, none of them can systematically outline the limitations and features of the sharding systems 

currently in use, as well as the challenges and emerging trends. 

 

2 OUR CONTRIBUTION 

Our approach to introducing sharding mechanisms is more systematic and thorough compared to previous 

surveys and studies. Below, we highlight our key contributions. 

1. This research provides the first comprehensive examination of blockchain scaling methods, 

encompassing a wide range of scalability solutions and technical logic architectures. Among these 

methods, sharding is identified as a scalable approach that preserves both security and decentralization. 

2. Various investigations have been done on shard-based blockchain methodologies, delivering 

comprehensive analysis and providing insights into the inherent characteristics and constraints of these 

frameworks. Among the aspects and limitations discussed are the security vulnerabilities associated with 

intra-shard consensus mechanisms and the complications arising from ensuring atomicity in cross-shard 

transactions. 

3. In conclusion, we identify the limitations present in existing sharding methods and offer 

recommendations for the future development of robust and dependable sharding systems. 

 

3 Related Work  

 

As part of our research, we have rigorously examined and assessed previous studies on the scalability of 

blockchain technology [30, 33, 35–37]. Prior research has primarily focused on enhancing scalability 

issues of blockchain and expanding the blockchain network efficiently. Additionally, various academics 
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are introducing new concepts to enhance the scalability of blockchains. Several of these solutions 

encompass multichain architecture, scalable consensus mechanisms, Directed Acyclic Graphs (DAG), 

block expansion, and Segregated Witness.                                                                                                                                                                                                                                                                                                                                                      

 The exploration of scalability in BT has been a critical area of study. Numerous publications, as 

referenced [31-38], have substantially contributed to understanding various methodologies to address this 

issue. Despite the comprehensive insights provided by these studies into potential remedies for scalability 

concerns, they collectively overlook the concept of sharding. Sharding has recently emerged as a 

prominent approach for improving the scalability of blockchain systems. This gap in literature signifies 

the need for further exploration into sharding as an effective and feasible approach to achieving a scalable 

blockchain architecture. Before the development of BT, it was already being used in traditional databases, 

mainly for optimizing large-scale commercial databases. The concept entails fragmenting the database 

data into several smaller units, which are subsequently allocated across different servers for storage 

purposes. This strategy enhances data management and accessibility. Sharding is regarded as the most 

efficient technique for horizontally scaling blockchain systems. Thus, numerous scholars have proposed 

their own sharding mechanisms.  The evaluation and introduction of sharding are unclear, with each study 

only examining and assessing one or two sharding processes. Bez et al. [40] emphasize isolating data and 

reaching consensus as vital for increasing horizontal scalability in their proposed three-dimensional 

architecture. The consensus layer in [3] is separated from the ledger topology layer, which is improper in 

a sharding system due to the significance of intra-consensus. This provides only a vague introduction to 

Ethereum 2.0. 

 Reference [43] proposes a Nakamoto-based sharding approach (Monoxide), which is now considered 

outdated. Nakamoto-based and BFT-based sharding mechanisms are not comprehensively compared in 

Ref. [15, 44].  

To our knowledge, our contribution exceeds all existing surveys by thoroughly examining the fundamental 

concept of diverse sharding systems and providing a thorough comparison for users based on our views. 

 

4 Preliminaries  

SHARDING APPROACH  

Sharding is a widely used technique in distributed databases and cloud infrastructures that was first 

introduced in [45]. Sharding technology has been successfully integrated with both permissioned and 

permissionless blockchains, following pioneering suggestions [14, 46], and implementing sharding 

technology in blockchain involves dividing the network into several subnetworks. This approach enhances 

the system's efficiency and scalability. 

The idea behind sharding technology originates from traditional centralized databases. In this approach, a 

database is systematically partitioned into distinct, individual shards to manage data more efficiently. In 

BT, sharding signifies the method of dividing the network into multiple segments, each referred to as a 

shard. This approach is adopted to enhance the scalability and efficiency of the blockchain by distributing 

the computational and storage workload across different shards. As illustrated in Figure 1, the framework 

includes primary layers of sharding techniques. 

1. State Sharding: State sharding in BT involves dividing a network's global state into multiple 

portions or shards. State sharding significantly reduces storage requirements in blockchain networks since 

each node maintains only a segment of the full ledger, as opposed to transaction sharding. This approach 

allows for more scalability and efficiency in data management.  

2. Network Sharding: The most essential technique for sharding is known as network sharding. 

Within a blockchain network, nodes are distributed across multiple shards in a random manner. Node 

allocation methods typically incorporate both functional and non-functional approaches to distribution.  

3. Transaction Sharding: In transaction sharding, transactions are segmented into multiple shards, 

with each shard maintaining a full copy of blockchain. This allows for concurrent processing of 
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transactions on each node, thereby enhancing the system's efficiency by distributing the workload. Cross-

chain communication must be enhanced to guarantee the accurate synchronization of transactions using 

the same inputs but distributed across different shards.  

 

5 Systematic Survey on Sharding 

In this Part, we analyze the latest sharding strategies and their role in improving blockchain scalability. 

Our discussion encompasses various dimensions of sharding and scaling methodologies within the 

blockchain technology framework. 

The introduction of sharding presents new challenges, most notably in the security of intra-shard 

consensus protocol, ensuring the atomicity of cross-shard transactions, and overall enhancements needed 

for reconfiguration, latency, and storage management. 

 
 

Figure 1. Sharding Schemes 

 

6 Sharding Evaluation Criteria 

Evaluation criteria are essential for comparing and identifying the pros and cons of various blockchain 

sharding techniques. By conducting a comprehensive and rigorous examination of various sharding 

techniques according to specific evaluation criteria, we can confidently identify outstanding issues and 

future research directions. In this section, we focus on addressing research issues mentioned in Section 5 

and present a set of evaluation criteria, such as scalability, applicability, and reliability, to assess the 

effectiveness of the sharding techniques discussed in Section 6. Figure 2 illustrates the taxonomy of the 

evaluation criteria. 

                                   
 

Figure 2 : Sharding Evaluation Criteria 

A. Scalability: A scalable sharding technique implies that it maintains its efficiency and functionality 

even with an increasing workload. Characterized by a high volume of transactions, a scalable blockchain 
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system is capable of maintaining its operations as usual or even enhancing its performance. Three primary 

criteria are essential for assessing the scalability of a sharding scheme in academic contexts- 

communication overhead, latency, and throughput. 

 

1. Latency: The duration elapsed from the moment a transaction is submitted to the blockchain to 

the point when a block containing that transaction is validated is referred to as the transaction's latency. In 

real-time applications, minimizing latency is imperative due to its direct influence on processing speed 

and response time, which are critical factors for performance.  

2. Throughput: When evaluating the scalability of a sharding scheme, throughput stands as a crucial 

measure of effectiveness. The capacity of a blockchain network to efficiently process a substantial volume 

of transactions is contingent upon its throughput. This capability, in turn, diminishes the total operational 

expenditures associated with the network's management.  

3. Communication Overhead: The communication overhead of a sharding method is essential, as 

it entails the transfer of data between shards to authenticate both intra-shard and cross-shard transactions. 

It has a direct impact on the efficiency of blockchain consensus mechanisms and consequently influences 

the system's throughput.  

B. Applicability: An effective sharding method is one that is versatile and applicable across various 

contexts. We suggest employing the following standards to evaluate whether a sharding strategy is 

appropriate. 

1. TEE Dependency: Sharding schemes that rely on Trusted Execution Environments (TEEs) are 

referred to as TEE-dependent [49, 50]. This limitation on the versatility of a sharding method stems from 

its reliance on Trusted Execution Environments (TEEs), which in turn makes it dependent on the 

underlying hardware and software platforms [51]. Secure computations, access control enforcement, and 

data encryption are just a few of the features that TEEs offer [52]. The utilization of TEEs might constrain 

the overall flexibility and portability of the sharding technique, even though they enhance security and 

contribute to flexibility. 

2. Contract-Oriented: When employing a contract-oriented sharding strategy, it signifies that the 

strategy is designed to be compatible with smart contracts. It facilitates the appropriate execution, in line 

with prior agreements, of a series of conditional digital commitments [53, 54].  Smart contracts can be 

utilized to enforce various regulations, including transaction fees, transaction size limitations, and data 

privacy standards. Additionally, they can automatically verify transactions [55]. 

3. Intelligence: To adapt to a variety of application scenarios, a sharding system requires extensive 

reconfiguration of its settings. The intelligence of a sharding scheme is characterized by its ability to 

autonomously optimize settings through a learning mechanism, such as machine learning [56-58].  

4. Privacy Preservation: Due to the inherent transparency of blockchain technology, it is possible 

for the general public to access user identities and the data stored within. Preserving privacy is essential 

to prevent the disclosure of confidential user information [59, 60]. In a sharding scheme, it is imperative 

to employ effective techniques to thwart the aggregation of adversarial nodes across shards, thereby 

safeguarding user data and identity privacy. 

6.1 Permissioned blockchains using Sharding 

 This section explores the current permissioned blockchain sharding schemes. 

 

A. Network sharding schemes 
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Blockchain architecture that is scalable and uses spontaneous sharding to transfer value: Value-

transfer ledgers (VTL) constitute the foundational element of Ren et al.'s [47] sharding technology for 

value transfer, ensuring both decentralization and reliability within an asynchronous network 

configuration.  The system has the ability to accept 33% Byzantine nodes due to the use of PBFT within 

each shard for consensus.  Furthermore, as the number of network nodes expands, both throughput and 

cross-shard communication overhead show a linear increase. The PBFT consensus mechanism is 

exclusively applicable to blockchains that operate within a permissionless framework.  

 

B.  Transaction sharding scheme and Network sharding scheme: In a permissioned blockchain 

network, the implemented strategies leverage both transaction and network sharding. 

RSCoin: The RSCoin dual-layered cryptocurrency system was developed by Danezis and Meiklejohn 

[48] to assist banks in managing the trading of digital currency within an asynchronous network. After 

several time intervals have passed, the central bank releases an updated global report. When a specific 

shard size is maintained, overhead associated with intra-shard communication exhibits a quadratic growth. 

However, latency remains unaffected, and system throughput sees a linear enhancement in response to an 

increase in total number of nodes.  

C. Network sharding, transaction sharding, and state sharding: These strategies leverage the 

comprehensive capabilities of the permissioned blockchain network, including network sharding, 

transaction sharding, and state sharding, to improve efficiency and security. 

1. RChain: Tree-based sharding architecture, as presented by Greg et al. [49] in RChain, utilizes 

account-based transactions in an asynchronous network. The CasperCBC consensus mechanism, which 

belongs to the "Correct-by-Construction" set of protocols, guarantees system consistency and can accept 

33% Byzantine nodes. In a distributed ledger environment, the overhead associated with cross-shard 

communication escalates quadratically as the number of shards expands. Concurrently, throughput of 

system enhances linearly with an increase in the count of nodes. 

2. Chainspace: A cryptocurrency system capable of efficiently managing account-based transactions 

in an asynchronous environment was introduced by Mustafa et al. [50]. Chainspace introduces the Sharded 

Byzantine Atomic Commit (S-BAC), a distributed consistency protocol designed to shard generic smart 

contract transactions across a broad array of Byzantine nodes, thereby ensuring their synchronized 

operation to enhance security. This method aims to achieve consensus among participating nodes, 

enhancing the system's overall integrity and reliability in processing transactions. It maintains a consistent 

latency and demonstrates linear scalability in throughput as the number of shards increases while being 

capable tolerating up to 33% of faulty nodes. Communication overhead inside the shard experiences a 

quadratic increase as the shard size increases. Conversely, the communication overhead among different 

shards is determined by a formula that is proportional to the square of both the number of shards and the 

size of each shard. Manage Contracts allows users to create smart contracts that prioritize their privacy.  

3. Channels: The state-sharding approach, which features low computational overhead within a 

synchronous system employing UTXO-based transactions, was proposed by Androulaki et al. [51]. This 

approach is called "Channel”. The method utilizes a Single-Channel Transaction Protocol (SCTP) to 

authenticate transactions within shards, in conjunction with Atomic Cross-Channel (ACC) consensus to 

ensure a uniform global state. The overhead associated with cross-shard communication directly 

proportional to the square of both the shard size and the number of shards, whereas the overhead for intra-

shard communication exhibits a quadratic increase as a function of the shard size.  
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4. SharPer: In asynchronous network environments featuring crash-only fault-tolerant (CFT) nodes, 

Amiri et al. [52] introduced an effective sharding strategy [53]. The system has the potential to accept 

50% Byzantine nodes, leveraging PBFT and MultiPaxos consensus mechanisms for validation of account-

based transactions. As the quantity of nodes within a network augments, there is a linear escalation in both 

latency and throughput observed. The complexity of both intra-shard and cross-shard communications 

escalates at a quadratic rate in relation to the number of shards and is directly proportional to size of per 

shard.  

5. Meepo: Zheng et al. [54] introduced Meepo, A system has been designed to enhance the efficiency 

of cross-shard account-based transactions. This innovation combines an effective cross-shard validation 

protocol with a sophisticated method for aggregating and sending data. Proof of Authority (PoA) is 

validation selection protocol utilized by Meepo. As the number of nodes in a network increases, the 

proportional rise in both its throughput and latency.  

 

6.2  Sharding schemes in permissionless blockchains 

In permissionless BT, paper initiates its discourse by presenting a comprehensive summary and analysis 

of the prevailing sharding strategies. This analysis includes a comprehensive review of systems that 

integrate multiple sharding approaches to optimize scalability and performance.  

The permissionless blockchain network utilizes the following methods to implement both transaction and 

network sharding. 

1. ELASTICO: Sharding technology was originally introduced by Luu et al. [55] within the context 

of a partially synchronous network architecture for permissionless blockchains. All of the validators in 

ELASTICO have comparable computational and network capabilities. Utilizing a proof-of-work solution 

(PoW) [56] alongside an identity-establishment mechanism (PoW-ID), this approach initially employs 

network sharding to segment nodes into multiple committees, known as shards, for enhanced efficiency 

and security. Each committee, which maintains a Failure to Respond (FTR) rate of 33%, is required to 

achieve consensus on a chunk that includes UTXO transactions. This process is guided by the principles 

of intra-shard BFT consensus [57]. To create final chunk and achieve persistent global state, a directory 

committee convenes to collect chunks from every individual committee and confirm their impression.  

2. Zilliqa: The innovative cryptocurrency platform Zilliqa[58] facilitates asynchronous, 

permissionless blockchains by employing a scalable collaborative signature technique known as CoSi. 

The PBFT consensus mechanism, designed to accept 33% of the network's Byzantine nodes, represents 

practical approach to Byzantine fault tolerance based on EC-Schnorr signatures and is utilized to 

authenticate account-based transactions [59,60,61]. The throughput of the system increases in a linear 

manner as the total amount of shards increases. As the shape of the shard expands, its communication 

overhead escalates quadratically. Zilliqa utilizes formally verifiable Scilla language to facilitate contract-

oriented programming. It supports sharding, enabling the execution of complex and large-scale arithmetic 

operations in parallel. One such mechanism is employed by Zilliqa, which introduces a two-phase method 

for node allocation. This methodology distinguishes itself through an innovative strategy, merging 

address-based solutions with the classical PoW mechanism to efficiently allocate nodes across its network.  

3. Poster: The blockchain protocol proposed by Lee et al. [62] is a dynamic shard management 

system based on PoS. It operates in an asynchronous network. This approach effectively solves the 

problem of unequal allocation of nodes and transactions within sharding, resulting in a significant 

improvement in the distribution mechanism. A poster represents a flexible and dependable protocol that 
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operates on the basis of account transactions. To accommodate up to a 33% tolerance for Byzantine nodes, 

the approval process for the shard block implements the Byzantine Fault Tolerance (BFT) intra-shard 

consensus mechanism. As the size of a shard increases, the cost associated with intra-shard communication 

increases quadratically. This concept is applicable to other sharding schemes as well, providing support 

for universality.  

4. Optchain: Hguyen et al. [63] presented an approach named optchain aimed at reducing the 

overhead associated with cross-shard transactions. This method is both lightweight and capable of real-

time transaction allocation, leveraging the UTXO model for efficiency in partially synchronous networks. 

As the total amount of shards increases, the latency of system exhibits log-linear increase, whereas the 

throughput demonstrates a logarithmic increase. The purpose of the Transactions as Nodes (TaN) network 

is to reduce the overhead associated with cross-shard transactions. It achieves this by conceptualizing both 

nodes and transactions within the framework of an online DAG.  

5. Repchain: Huang et al. proposed the first double-chain system that incorporates incentives 

through sharding, which they named Repchain [64,65]. In RepChain, each node is randomly allocated to 

an individual shard, as depicted in Figure 7. Subsequently, at the commencement of every shard's 

operation, a leader for that shard is selected. In the realm of distributed ledger technology, the Intra-shard 

Collective Signing Byzantine Fault Tolerance (CSBFT) consensus, along with the Atomix consensus 

mechanism [66,67], plays a pivotal role. Specifically, each shard employs a reputation chain, which is 

constructed on the basis of transaction records. This design aims to provide resilience against up to 33% 

Byzantine nodes, thereby enhancing the system's reliability and integrity. Subsequently, the construction 

of a transaction chain is facilitated through the implementation of the Raft consensus protocol [68,69], 

further solidifying the network's consensus mechanism. Each shard then finalizes the reputation and 

transaction chains within a state block. Repchain can perform state synchronization and updates at the end 

of every epoch, ensuring a consistent global state through the use of state blocks produced by shards. The 

size of a shard directly influences its latency and throughput. While the cross-shard communication 

overhead rises linearly with the number of shards, the intra-shard communication overhead is connected 

with the square of the shard size.  

A. Network sharding, transaction sharding and state sharding 

              Sharding in Open Blockchains with Smart Contracts 

1. RapidChain: Based on the Cuckoo rule [70], Zamani et al. [66] introduced RapidChain, a 

blockchain architecture that features sharding and is resilient to slowly adaptive Byzantine adversaries. 

The system utilized a 33% Fault Tolerant Rapid Shard Consensus (RSC) mechanism to validate 

transactions within a shard. Integrating RapidChain effectively reduced the constant time complexity that 

escalates as the network size increases. This improvement was particularly notable in a synchronous 

network environment that employs Unspent Transaction Outputs (UTXO)-based transactions. As the total 

number of nodes increases, the throughput exhibits a linear growth pattern. As the network size expands, 

the overhead associated with intra-shard communication increases quadratically. Simultaneously, the 

complexity of the overhead for cross-shard communication adheres to O (m^2 + m log n). In RapidChain, 

every shard executes a Distributed Random Generation (DRG) protocol internally. This protocol generates 

an unbiased random value, which is then used to construct a reference committee.  

2. Monoxide: To address the challenge of substantial cross-shard communication overhead within 

asynchronous networks, Wang et al. developed Monoxide, a concurrent multichain system [71]. Network 

nodes and transactions are initially allocated among numerous asynchronous consensus zones, commonly 

https://www.ijsat.org/


 

International Journal on Science and Technology (IJSAT) 

E-ISSN: 2229-7677   ●   Website: www.ijsat.org   ●   Email: editor@ijsat.org 

 

IJSAT25025773 Volume 16, Issue 2, April-June 2025 9 

 

referred to as shards, as depicted in Figure 8. To validate transactions within a single shard, the system 

employed a Proof of Work (PoW) consensus mechanism, which featured a 50% Fault Tolerance Rate 

(FTR). In the context of cross-shard communication, the Eventual Atomicity consensus algorithm plays a 

crucial role. It verifies operations and validates transactions on an account-by-account basis across 

different zones, thereby ensuring atomicity. This mechanism is critical in maintaining consistency and 

integrity within distributed ledger environments. Moreover, they proposed "Chu-ko nu Mining," a novel 

network sharding strategy enabling miners to validate several blocks across various zones simultaneously. 

The latency in Monoxide exhibits a logarithmic increase, whereas the throughput demonstrates a linear 

growth as the number of shards escalates. While its cross-shard communication exhibits a complexity of 

O(m+n), the overhead for intra-shard communication directly correlates with the quantity of shards 

involved.  

3. SSChain: In a sharding architecture, the reconfiguration process effectively mitigates the threat 

posed by slowly adaptive adversaries. Nevertheless, this protective measure incurs substantial costs in 

terms of both bandwidth and time. In this blockchain architecture designed for UTXO transactions, nodes 

have the capability to join one or more shards by leveraging the Proof of Work (PoW) Identification 

method, ensuring resilience against Byzantine failures. In the SSChain architecture, there exists a direct 

correlation between the size of a shard and the system's throughput, as well as between the number of 

shards and the system's latency. The intra-shard communication overhead, however, escalates 

quadratically with the increase in shard size. For the purpose of validating intra-shard transactions and 

maintaining the integrity of the global state, even in the presence of up to 50% byzantine nodes, the system 

employs a Proof-of-Work consensus mechanism 

4. Ethereum 2.0: Buterin's proposal, Ethereum 2.0, builds upon Ethereum 1.0 and introduces 64 

shard chains in addition to a Beacon Chain, to enhance scalability and security. Each shard within the 

Beacon Chain is overseen by a dedicated validator committee, responsible for supervising the activities of 

all validators within that shard. For intra-shard consensus, each shard employs a hybrid Proof of Stake 

(PoS) consensus mechanism known as Casper the Friendly Finality Gadget (Casper FFG). This method is 

designed to be robust against up to 33% Byzantine nodes. Given that Ethereum 2.0 adheres to the RD 

criteria, its protocol mandates that committees are rotated and chosen through a multi-stage random 

number generation (RNG) process [72], enhanced by the verifiable delay function known as RANDAO 

[73]. In terms of communication overhead within distributed systems, there correlation between the 

number of shards and the overhead associated with intra-shard communication. However, it is observed 

that the overhead related to cross-shard communication distinctly correlates with the square of the size of 

the shards. Ethereum 2.0, in its current form, is limited to facilitating account-based transactions within 

individual shards.  

5. Pyramid: The Pyramid blockchain system, enabling overlapping shards and allowing nodes to 

reside in multiple shards, represents the inaugural stacked sharding system equipped with a layered 

sharding consensus, as introduced by Hong et al. [70]. Pyramid incorporates a unique hierarchical sharding 

consensus that allows partial shards to store the overall state of the blockchain. It validates and commits 

cross-shard transactions in a single round. Pyramid utilizes a unique hierarchical sharding consensus 

allowing partial shards to store the overall blockchain state and validating and committing cross-shard 

transactions in a single round. Cross-shard communication exhibits a computational complexity of O(m^2 

+ n^2). Nevertheless, it is observed that both the latency and the throughput of the network improve 

linearly as the number of nodes within the network expands.  
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6. Free2Shard: A reputation-based dynamic self-allocation policy for synchronous networks called 

Free2Shard was first presented in scholarly work by Rana et al. [74]. The structured architecture permits 

the employment of diverse consensus mechanisms across different shards. In the network, while the 

throughput escalates logarithmically and the cross-shard communication overhead grows linearly as the 

number of nodes increases, the latency consistently remains unchanged. The dynamic self-allocation 

(DSA) mechanism implemented by Free2Shard randomly assigns nodes.  

 

6.3 Sharding schemes in permissionless blockchains and permissioned blockchains 

In this section, we critically review current sharding schemes implemented within both permissionless and 

permissioned blockchain environments. 

A. Network sharding, transaction sharding and state sharding 

The following schemes utilize network sharding, transaction sharding, and state sharding in both 

permissionless and permissioned blockchain networks. 

1. Space-aware Representations using State Sharding: Mizrahi and Rottenstreich [75] introduced 

a traffic-aware sharding system, which significantly mitigates cross-shard communication overhead. This 

innovative approach is underpinned by the utilization of a memory-efficient mapping technique, ensuring 

that system components are regularly monitored and effectively combined to optimize performance. This 

method represents a notable advancement in reducing the bottlenecks typically associated with cross-shard 

communication. The technology is versatile as it can be used with both permissioned and permissionless 

blockchain systems without being tied to a specific consensus mechanism. 

2. Ostraka: In the context of the non-democratic environment of Ostraka, Manuskin et al. [76] 

proposed a scaling node architecture that facilitates the participation of a single node in multiple shards 

simultaneously. As number of shards increases, system's latency grows logarithmically, while its 

throughput increases linearly. In systems characterized by the unequal distribution of voting power, this 

mechanism can be effectively integrated with additional consensus methodologies.  

3. OmniLedger: The OmniLedger, a scale-out distributed ledger technology, was introduced by 

Kokoris Kogias et al. [77], drawing upon the foundational concepts of ELASTICO [79]. OmniLedger, 

composed of various shard chains along with an identity chain, enhances security and efficiency while 

simultaneously maintaining the global state. OmniLedger is deployed using a partially synchronous 

network, which facilitates the validation of UTXO-based transactions through Atomix intra-shard 

consensus and ByzCoinX. The network tolerates the presence of Byzantine nodes, allowing for up to 25% 

of the nodes to behave in a Byzantine manner. The latency is directly proportional to the number of nodes. 

As the number of shards increases, both its throughput and cross-shard communication cost increase in a 

linear manner. Additionally, it is observed that with the enlargement in shard size, the internal 

communication overhead within a shard exhibits a logarithmic increment. By integrating RandHound [80] 

with a Verifiable Random Function (VRF)-based leader election algorithm [81].  

 

B. Network sharding and transaction sharding 

The aforementioned strategies utilize network sharding and transaction sharding within both 

permissionless and permissioned blockchain networks, catering to various academic and practical 

applications. 
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1. DQNSB: In their study, Yun et al. [82] presented a sharding technique known as DQNSB, which 

leverages the deep Q-learning algorithm to dynamically optimize sharding configurations. In this provided 

strategy, intra-shard transactions are validated through the application of the 33% Fault Tolerance Ratio 

(FTR) PBFT consensus mechanism. In scenarios involving fewer than 1000 nodes, throughput 

experiences a linear increase. Conversely, in situations with more than 1000 nodes, the throughput 

stabilizes and maintains a constant level. Moreover, the latency remains unaffected, however, as size of 

the shard expands, intra-shard communication overhead experiences a quadratic increase. DQNSB 

generates the optimal throughput configuration for large-scale IoT blockchain systems [83], employing a 

deep reinforcement learning (DRL) approach alongside analytical latency equations [84].  

2. Fleetchain: Liu et al. [85] suggested the implementation of Fleetchain to decrease the overhead 

associated with cross-shard communication. The framework introduces a Responsive Sharding 

Transaction Processing (RSTP) for cross-shard consensus, alongside a Fast Byzantine Fault Tolerance 

(FBFT) mechanism for intra-shard consensus. These are built upon a reliable (t, u)-multi-signature 

protocol and a Two-Phase Commitment (2PC) protocol, enhancing the system's security and efficiency 

[86]. It is capable of processing UTXO-based transactions within a partially synchronous network and can 

tolerate up to 33% Byzantine nodes. The complexity of cross-shard communication overhead is precisely 

represented by O(n^2 + m), while the communication overhead within a shard is definitively proportional 

to the square of the shard size.  

3. Polyshard: Polyshard [87] employs a Lagrangian-encoded computing framework within its 

polynomial coding sharding system. Noisy polynomial interpolation techniques, including Reed-Solomon 

decoding, are employed by Polyshard to inhibit malicious nodes from producing erroneous results [88]. 

This perspective significantly enhances storage performance, as latency of Polyshard displays a linear 

increase correlated with running time, shard size, and  number of shards. The throughput capacity of the 

network is linearly influenced by the total number of nodes within it. This approach allows for the 

computation and storage of encoded transactions, aiming to minimize the use of storage space.  

 

7 Open Issues in Blockchain Sharding 

In this part, we considered several open issues, including communication overhead, synchronization, 

automation, universality, intelligence, and privacy protection. These issues are identified based on the 

detailed research and analysis previously presented. 

1. Lack of automatic sharding: The outcomes of the present research fail to provide adequate 

support for the efficient and secure implementation of automatic sharding. The foundational premise of 

smart contracts was to obviate the necessity for intermediary parties. Accordingly, an agreement can be 

executed autonomously via smart contracts, thereby negating the need for any intermediaries and 

eliminating associated delays. This facilitates the accurate implementation of sophisticated digital 

contracts in accordance with the stipulations of prior agreements. Nevertheless, current frameworks 

merely employ smart contracts for the purpose of executing transactions; they fail to autonomously 

allocate nodes or manage transactions with efficiency, stability, and security throughout the sharding 

process. 

2. Security deficiency: Every sharding method has inherent drawbacks. Specifically, network 

sharding introduces security concerns due to its practice of randomly partitioning nodes, failing to account 

for their heterogeneity, such as differences in trustworthiness [89]. Moreover, there is a notable 

discrepancy in the computational power of nodes within individual shards, attributed to the lack of 
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consideration for the unique capabilities of each node. This discrepancy may adversely affect the overall 

efficiency of the blockchain system, particularly if leads to a disproportionate allocation of workloads 

among shards during the processing of transactions. To address the double-spending problem, 

implementing cross-shard validation in transaction sharding leads to increased communication overhead. 

Moreover, because different shards process transactions in varying sequences, this approach can lead to 

conflicts and inconsistencies within the blockchain system. It is essential to ensure that nodes do not 

collude in order to manipulate the blockchain. State sharding increases the need for more storage space as 

it requires maintaining a comprehensive backup of the blockchain's global state. Moreover, a centralized 

backup solution creates a single point of failure, introducing vulnerability that elevates the risk of security 

breaches. Attackers could exploit specific shards to execute attacks such as double-spending or other 

malicious activities.  

3.  Low Communication Overhead: Cross-shard transactions often lead to a significant decrease in 

throughput during the consensus process, mainly due to the high communication overhead involved. When 

a transaction involves multiple shards, such as transferring assets between users on different shards, it 

requires inter-shard communication to reach consensus. Communication between different shards can 

greatly slow down the process, creating a major bottleneck. Traditional blockchain consensus 

mechanisms, such as PoW and certain PoS variants, tend to become inefficient when implemented across 

multiple shards. This inefficiency primarily appears as increased latency and reduced throughput, creating 

challenges in achieving consensus across shards. 

4. Ignorance of Sharding Synchronization: The current research rarely addresses sharding 

synchronization, especially in the context of asynchronous networks. While current sharding strategies 

increase blockchain network capacity by processing transactions concurrently, not all of them consider 

that a blockchain system typically operates in an unsynchronized network. In an asynchronous network, 

nodes with varying perspectives of the network's overall state may struggle to develop an efficient sharding 

technique. This significantly impacts the efficiency of reaching a consensus and makes achieving 

atomicity challenging. 

5. Limited Cross-Shard Functionality: Current sharding schemes have not achieved sufficient 

ubiquity. These methods are preferred because of their capacity for various applications, suggesting strong 

applicability and low maintenance costs. Nonetheless, the development of sharding demands capacities 

beyond what existing sharding systems currently deliver. One disadvantage of majority of recent research 

is that it is scenario-specific, which restricts its generalizability.  

6. Limited Adaptability: Current sharding techniques often lack the ability to adapt to changing 

network conditions or transaction patterns, requiring manual intervention to optimize performance or 

prevent bottlenecks. After reviewing and analyzing the data, it's clear that the way transactions and nodes 

are assigned has a big impact on sharding efficiency. Unfortunately, most research relies on predetermined 

configurations to initiate sharding in various scenarios, which means that adaptive sharding performance 

cannot be effectively guaranteed. The current optimization methods for assigning nodes and transactions 

have limitations. They focus only on local optimization and overlook global optimization. Therefore, 

creating a sharding solution that can adapt to various scenarios and ensure optimal performance remains 

a challenging and unsolved issue [90]. 

7. Lack of privacy protection: Currently, there is minimal research on effective methods for 

preserving privacy within sharding frameworks. The details of transactions recorded on the blockchain, 

including user IDs, are easily accessible to the public. Moreover, the identity of an individual initiating a 
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smart contract can be exposed during the process of its invocation. Many modern sharding systems often 

overlook the importance of privacy protection. Neither approach is considered suitable for widespread 

adoption due to their inherent limitations and implementation challenges. Therefore, more comprehensive 

research on privacy-preserving sharding in literature is needed. 

 

8 Future directions in sharding 

 

1. Smart contracts for sharding automation: Sharding systems with smart contract capabilities 

improve automation and security. However, enhancing efficiency remains a significant challenge that 

requires further scholarly inquiry. The implementation of smart contracts, which facilitate automation and 

obviate the requirement for an authorized intermediary, underscores the importance of integrating smart 

contract support within sharding systems. Pertaining to cross-shard communication, further research is 

necessary to optimize the use of smart contracts and reduce unnecessary communication overhead. 

2. High-performance sharding with minimal communication overhead: In the future, research 

should focus on developing effective sharding techniques that minimize communication overhead. The 

performance of blockchain systems is significantly compromised by cross-shard transactions with existing 

consensus mechanisms, primarily due to the substantial communication costs incurred during the 

consensus determination process. To efficiently minimize cross-shard communication overhead while still 

upholding other quality attributes, it is essential to explore new consensus methodologies. Additionally, it 

is crucial to explore a consensus mechanism that is efficient in communication to reduce the cost of block 

consensus communications. To minimize data transmission within and between shards, it is recommended 

to explore advanced encoding and compression techniques. 

3. Investigation of the universal sharding system: There is widespread anticipation in the academic 

community that upcoming research will concentrate on developing universal sharding systems suitable for 

deployment in a wide range of conditions. The appeal of such systems lies in their broad applicability and 

low maintenance demands, making them easy to adopt in practical applications. A significant challenge 

for scholars is to ensure that a sharded blockchain system maintains high transactional throughput. 

Achieving high performance remains a crucial factor for the adoption of any universal sharding solution. 

4. Maximizing security and trust by intelligently using sharding: Sharding in blockchain 

technology should be dynamic, considering the changing network topology and transaction volume. There 

is a need for adaptive sharding mechanisms capable of intelligently adjusting to ensure optimal blockchain 

performance across various applications and contexts. Integration of security and trust evaluation 

processes within the sharding infrastructure is essential to optimize shard trustworthiness and security 

effectively. Consequently, a significant research question arises: How can blockchain performance be 

improved in various scenarios by implementing intelligent sharding solutions, while also addressing 

security and trust considerations in a nuanced manner? 

5. Effective maintenance of privacy: Research on privacy protection in sharded blockchain systems 

is crucial, as few existing methods successfully accomplish this objective. Crafting a lightweight strategy 

that doesn't negatively impact the system's performance poses a significant challenge. It is crucial that the 

implementation of privacy measures does not significantly degrade the throughput and latency of a 

sharded blockchain system. 

6. Ongoing investigation of various sharding techniques: The objectives of enhancing sharding 

technology research ought to concentrate on mitigating the shortcomings of current approaches. It is 
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imperative for researchers to delve into advanced algorithms for network sharding that segregate nodes by 

their heterogeneity—namely, their performance capabilities and reliability. This strategy guarantees that 

every shard is composed of reliable nodes possessing adequate capacity, and it strives to optimize 

workload distribution to the highest degree practicable. Efficiently designed cross-shard communication 

protocols can significantly enhance transaction-sharding efforts by averting the risk of double spending. 

This enhancement significantly reduces the overhead associated with processing transactions across 

various shards, thereby minimizing the occurrence of inconsistencies and conflicts within the blockchain 

infrastructure [91]. Furthermore, to bolster the security of sharding techniques and thwart node collusion, 

further investigation is imperative [92]. Research on state sharding should prioritize decreasing storage 

expenses and devising innovative security strategies to protect against targeted shard attacks and double-

spending scenarios. It is essential to explore secure backup techniques that require low storage load or are 

lightweight. Overall, additional research should concentrate on enhancing the efficiency, security, and 

scalability of sharding approaches in order for them to be effectively implemented in both established and 

developing blockchain systems. 

 

9 Conclusion 

The study elucidates the logical architecture of BT and examines the associated trilemma. It articulates 

the concept of sharding, emphasizing its critical role in achieving scalable blockchain design. Furthermore, 

it categorizes the current state-of-the-art sharding mechanisms, encompassing intra-shard consensus 

protocols, cross-shard transaction atomicity, and a range of general enhancements. We provide a detailed 

analysis that includes precise calculations and unique insights into the characteristics and limitations of 

the examined sharding processes. This study evaluates these processes from multiple dimensions, offering 

a comprehensive comparison and assessment. 
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