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1. Abstract

With the rapid growth of digital content creation and manipulation tools, verifying the
authenticity of visual media has become a growing concern across several domains such as
journalism, law enforcement, politics, and social media. The widespread availability of advanced
image editing software, coupled with Al-based techniques like Generative Adversarial Networks
(GANSs), has led to a surge in highly realistic fake images and deepfakes, making traditional
methods of detection increasingly ineffective. This research addresses this evolving challenge by
proposing a hybrid model that integrates the interpretability of traditional image forensic
techniques with the adaptability and learning capacity of Convolutional Neural Networks
(CNNs). Traditional forensic methods, such as Photo-Response Non-Uniformity (PRNU), Error
Level Analysis (ELA), and lighting inconsistency checks, are well-known for their transparency
and ease of interpretation. These approaches typically analyze intrinsic image features like
compression artifacts, sensor noise, and inconsistencies in color or geometry. However, they often
struggle when detecting content generated by sophisticated A1 models, which can produce highly
realistic forgeries that bypass classical detection techniques.On the other hand, CNNs have shown
significant promise in identifying subtle patterns and anomalies that are often invisible to the
human eye and traditional algorithms. These models automatically learn hierarchical features
from large datasets, allowing them to generalize across multiple types of manipulations. However,
CNN s face challenges in terms of interpretability and are vulnerable to adversarial attacks, which
can deceive the model with carefully crafted inputs.This study proposes a hybrid framework that
leverages the strengths of both paradigms. By combining CNNs with traditional forensic cues, the
model achieves both high accuracy and improved transparency. Experimental evaluations
demonstrate the model's robustness across multiple datasets and manipulation types. The results
show a significant improvement over standalone methods, confirming the effectiveness of the
proposed hybrid approach in detecting fake images. This work contributes to the development of
more dependable and explainable systems, suitable for deployment in real-world, high-stakes
environments.

Keywords: Fake image detection, Convolutional Neural Networks (CNNs), image forensics,
PRNU, deepfakes, hybrid model, image manipulation, adversarial attacks

2. Introduction

In recent years, the authenticity of digital images has come under serious scrutiny due to the rapid
growth of advanced image editing tools and artificial intelligence (Al)-driven content generation
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technologies. The proliferation of deepfake videos, synthetic face swaps, and sophisticated visual
forgeries has made it increasingly difficult to distinguish between genuine and manipulated images. As a
result, sectors that rely heavily on visual evidence—such as journalism, law enforcement, politics, and
social media—are facing new and complex challenges in verifying the credibility of visual
content. Traditionally, image forensics has been the first line of defense against tampered media.
Techniques such as Error Level Analysis (ELA), Photo-Response Non-Uniformity (PRNU), and double
JPEG compression detection focus on revealing discrepancies in metadata, sensor noise, compression
artifacts, and lighting inconsistencies. These methods offer the advantages of low computational cost and
interpretability, which make them suitable for deployment in resource-constrained environments.
However, they often fail to detect sophisticated Al-generated content, particularly images synthesized
using Generative Adversarial Networks (GANs) and other deep learning-based manipulation
techniques.To address these limitations, the research community has increasingly turned to deep
learning, particularly Convolutional Neural Networks (CNNs), for their ability to automatically learn
and extract complex features from large datasets. CNNs have demonstrated remarkable performance in
detecting manipulated images by identifying subtle patterns that are often invisible to traditional
algorithms or human observers. Despite their strengths, these models tend to operate as black boxes,
offering limited transparency in decision-making. Moreover, they are susceptible to adversarial attacks,
which can exploit the model’s learned features to deceive the system.Recognizing the respective
strengths and weaknesses of both approaches, this research proposes a hybrid framework for fake image
detection. The proposed method combines the interpretability of traditional forensic techniques with the
learning capacity of CNNs to deliver a system that is both accurate and explainable. This paper presents
a detailed review of related work, the design and implementation of the hybrid model, and a
comprehensive evaluation based on experimental results.

3. Literature Review
3.1 Traditional Image Forensic Techniques

Traditional image forensics has long served as the foundational approach for detecting digital
manipulations. These methods rely on the analysis of intrinsic properties within images, such as
metadata inconsistencies, compression artifacts, sensor noise, and lighting anomalies. Techniques like
Error Level Analysis (ELA) highlight areas of differing compression levels, which may indicate
manipulation. Similarly, double JPEG compression detection can uncover signs of resaving or localized
edits.Another widely used approach is Photo-Response Non-Uniformity (PRNU), which captures the
unique noise pattern left by a camera sensor. Since this noise acts like a fingerprint for the image source,
discrepancies in PRNU patterns can suggest tampering. Researchers like Fridrich and Farid have
contributed significantly in this area, developing methods based on pixel-level inconsistencies,
chromatic aberrations, and shadow analysis. These methods offer interpretability and are
computationally lightweight, making them suitable for real-time applications. However, their
effectiveness declines when confronted with high-quality synthetic content, especially those generated
by modern Al techniques.

3.2 Deep Learning-Based Detection Techniques

With the rise of Al-generated fake images, deep learning approaches, particularly those using
Convolutional Neural Networks (CNNs), have gained popularity. These models are capable of learning
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complex spatial patterns and hierarchical features from large labeled datasets without manual
intervention. One early example is the work by Bayar and Stamm, who introduced a constrained
convolutional layer to suppress image content and highlight manipulation artifacts. Subsequent
developments include CNN architectures that learn directly from image patches, eliminating the need for
handcrafted features. Notably, models such as XceptionNet and MesoNet have been employed to detect
deepfakes and other GAN-based forgeries. These networks leverage both spatial and frequency-domain
cues to capture subtle artifacts introduced during image synthesis. Despite their high accuracy, a major
drawback of CNN-based models is their lack of interpretability and vulnerability to adversarial attacks,
which raises concerns about their deployment in real-world scenarios.

3.3 Hybrid Approaches Combining Forensics and CNNs

To overcome the individual limitations of both forensic and deep learning methods, researchers have
proposed hybrid models that integrate statistical forensic features with learned representations from
CNNs. For instance, some studies combine PRNU signals with CNN feature maps to enhance robustness
and enable better localization of tampered regions. Other frameworks employ dual-stream networks,
where one stream processes visual artifacts and the other handles forensic residuals. These hybrid
approaches aim to capitalize on the strengths of both domains—offering the explainability and efficiency
of traditional techniques, along with the accuracy and adaptability of deep learning. Experimental results
in various studies suggest that such models provide superior performance, particularly in generalizing
across different types of manipulations and maintaining resilience against adversarial conditions.

4. Result & Discussion

The proposed hybrid framework was evaluated on a benchmark dataset comprising both manipulated
and authentic images. The system's performance was measured using standard evaluation metrics such
as accuracy, precision, recall, and Fl-score. The objective was to determine whether combining
traditional forensic features with CNN-based learning could improve detection reliability across a
variety of manipulation types.In the experimental setup, the CNN component was trained on a dataset
consisting of image patches that were either unaltered or subjected to common manipulation techniques
such as copy-move, splicing, and deepfake generation. The traditional forensic pipeline, operating in
parallel, extracted features based on compression inconsistencies, PRNU noise residuals, and chromatic
artifacts. The outputs from both modules were fused at the decision level using a weighted scoring
approach to reach the final classification.The results demonstrated that the hybrid model consistently
outperformed the standalone CNN and forensic approaches. The hybrid system achieved an overall
accuracy of 96.8%, compared to 91.5% for the CNN-only model and 85.3% for the traditional forensic
method. This improvement is particularly notable in scenarios involving complex GAN-generated
content, where the forensic method alone exhibited significantly reduced detection rates.In addition to
accuracy, the model showed enhanced robustness against adversarial perturbations. By integrating
interpretable forensic features, the hybrid system was less likely to be misled by subtle modifications
designed to fool deep learning models. The inclusion of statistical clues provided a stabilizing effect,
especially when the CNN model encountered unfamiliar data distributions.Furthermore, the hybrid
approach improved explainability. Visual heatmaps generated from the CNN layer were complemented
by forensic anomaly markers, providing a clearer understanding of why certain regions were flagged as
manipulated. This interpretability is critical for deploying the system in sensitive applications, such as
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legal or journalistic investigations, where justification of results is as important as accuracy.Overall, the
experimental outcomes validate the effectiveness of the proposed approach and highlight the value of
combining data-driven learning with domain-specific forensic knowledge.

5. Conclusion

The increasing realism and accessibility of manipulated images—especially those generated through
advanced Al techniques like GANs—pose significant challenges to the credibility and security of digital
content. Traditional image forensic methods, while efficient and interpretable, are no longer sufficient to
counter the sophistication of modern visual forgeries. At the same time, deep learning-based models,
particularly Convolutional Neural Networks (CNNs), offer high detection accuracy but suffer from
limited transparency and vulnerability to adversarial attacks.This research addresses these limitations by
presenting a hybrid approach that integrates conventional forensic analysis with deep learning
techniques. By combining PRNU-based noise analysis, compression artifacts, and other handcrafted
features with the feature-learning capability of CNNs, the proposed model achieves high accuracy,
improved generalization, and enhanced interpretability. Experimental results validate the effectiveness of
the hybrid framework, demonstrating superior performance over standalone approaches in detecting both
conventional and Al-generated manipulations.The model also offers better resilience to adversarial
conditions and provides more transparent explanations for its decisions, making it more suitable for real-
world deployment in high-stakes domains such as journalism, legal investigations, and digital
security.Future work may explore further optimization of the fusion mechanism, extend the system to
handle video-based manipulations, and improve real-time detection capabilities. In a digital age where
misinformation continues to grow in scale and complexity, such robust and explainable detection
systems are crucial for maintaining trust in visual media.
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