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Abstract:

The increasing prevalence of sophisticated and elusive malware presents a persistent and significant
challenge to contemporary cybersecurity. This project addresses this critical issue by developing an
intelligent malware detection system that employs machine learning to enhance the efficacy of
malware identification. The system focuses on the static analysis of key structural information
within executable files (PE files), specifically the PE header, enabling rapid initial assessment and
mitigating the risks associated with executing potentially harmful code. Our system has a layered
architecture, comprising a user-friendly web interface (React), a processing engine (Flask API), and
a data storage component (MongoDB). The React interface streamlines file uploads and provides a
clear presentation of scan results. The Flask API manages file processing, orchestrates the
extraction of relevant data, and utilizes a pre- trained Random Forest model to classify files as either
benign or malicious. MongoDB provides robust storage for scan results and historical data,
facilitating efficient data management and analysis. At the core of this system is the Random Forest
algorithm, a powerful ensemble learning technique that excels at discerning complex patterns in
data. By training this model on a diverse dataset of benign and malicious PE files, the system learns
to recognize subtle structural features indicative of malicious intent. This enables the system to
potentially identify novel malware variants exhibiting similar characteristics to known threats,
offering a proactive defense that complements traditional signature-based methods. By focusing on
PE header analysis, the system achieves accelerated initial scans compared to more in-depth
dynamic analysis methods, which is crucial for minimizing potential damage. The system also
provides a confidence score, offering users a quantitative measure of the model's certainty in its
prediction and aiding in risk assessment. The system's modular design allows for future expansion
and the integration of more advanced analysis techniques.

1.INTRODUCTION

The world is witnessing an exponential increase in digital interactions, leading to growing concerns over
cybersecurity. Malicious software, commonly known as malware, represents a significant threat to
individuals, enterprises, and even national infrastructure. Malware includes various forms such as viruses,
Trojans, Ransomware, worms, spyware, and rootkits. These programs are designed to exploit systems,
steal sensitive data, disrupt operations, or demand ransoms. According to cybersecurity reports, malware
attacks have increased year over year, both in sophistication and frequency.
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Traditional antivirus software relies heavily on signature-based techniques. These methods involve
identifying specific byte sequences or file signatures previously associated with known malware.
However, cybercriminals have developed techniques such as code obfuscation, polymorphism, and
encryption to circumvent these detection mechanisms. This renders signature-based systems largely
ineffective against new or modified malware samples.

To address these challenges, the cybersecurity industry is gradually transitioning towards artificial
intelligence (AI) and machine learning (ML). Machine learning provides systems with the ability to learn
from historical data and generalize to new inputs. This means even previously unseen malware can be
detected based on learned patterns, without requiring explicit rules or updates. This is particularly
important for detecting zero-day threats, which exploit unknown vulnerabilities.

The growing reliance on digital tools across industries, coupled with increasing remote work and global
connectivity, has significantly broadened the attack surface for threat actors. Malware can now spread
faster and target more systems simultaneously, including critical infrastructure, cloud platforms, and IoT
devices. Hence, the need for a smart, adaptive, and proactive solution for malware detection is more urgent
than ever. This project presents such a solution by integrating machine learning, automation, and modern
web development.

The proposed system aligns with real-world expectations of cybersecurity tools by providing instant
detection and rich contextual information about the threats. It enhances user understanding by explaining
why a file is considered malicious, which improves trust and operational decisions. Furthermore, the
solution is scalable and can be expanded in the future to include dynamic analysis, integration with
firewalls, or deployment in enterprise security suites. Its modularity and code reusability make it suitable
for academic demonstration, proof of concept, or production deployment.

Moreover, traditional malware detection systems often suffer from delays in database updates, lack of
behavioural context, and inflexible rule sets. Machine learning-based detection can overcome these
limitations by learning decision boundaries from data and adjusting to new malware patterns dynamically.
In contrast to static rule-based models, ML models continuously evolve, making them effective in
identifying obfuscated or novel malware types.

Additionally, explainability in ML systems has become an essential consideration in cybersecurity. Users
must understand not just the prediction but the rationale behind it. Our system addresses this by reporting
not only the final classification but also related metadata such as threat type, prediction confidence, and
notable characteristics (like unusual section sizes or high DLL counts). These features assist in audit trails
and decision-making processes in enterprise settings.

From an architectural standpoint, the system is designed with modularity and scalability in mind. The use
of Flask ensures API-driven interaction for backend services, while React.js provides a responsive and
intuitive frontend for user engagement. MongoDB enables persistent storage, allowing previous scan
histories to be reviewed, aiding trend analysis or future retraining of the model. The separation of
components ensures maintainability and easier upgrades.
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This work is a step forward in bridging data-driven intelligence with usable security applications. It not
only aims to detect malware with high accuracy but also focuses on system usability, user education, and
operational insights. By combining static analysis with intelligent classification, the solution enhances
malware detection in environments ranging from individual users to enterprise networks.

1.2 PROBLEM DEFINITION

There is a critical need for a malware detection system that can adapt to rapidly evolving threats and
provide real-time, accurate, and explainable results. The problem lies in identifying malicious behaviour
within executable files before they are executed or cause harm. Static analysis allows inspection of a file’s
structure without running it, which is a safe and efficient alternative to dynamic analysis. The challenge
is to build a system that can extract meaningful features, learn from data, and provide accurate predictions.

1.3 PROBLEM STATEMENT

“To develop an intelligent and user-accessible malware detection system that utilizes machine learning
algorithms on statically extracted features from executable files, delivering real-time predictions through
a web-based interface while ensuring accuracy, speed, and explainability.”

This problem involves the challenge of creating a secure, accurate, and scalable malware detection system
that operates without executing potentially harmful code. It must leverage machine learning to detect
sophisticated malware patterns that traditional methods overlook. Additionally, it must deliver explainable
results that enhance user trust, with a real- time response accessible via a user-friendly web interface.

2. LITERATURE SURVEY
1. Hybrid Deep Approach for Malware Detection, Author: Vadduri Uday Kiran (2023)

This paper proposes a hybrid approach combining deep learning with static and dynamic feature extraction
for detecting malware. The authors emphasize the importance of deep neural networks to classify malware
based on complex patterns that go beyond traditional features. The study presents the use of convolutional
neural networks (CNNs) on API call sequences and static signatures. It highlights how hybrid architectures
improve detection accuracy and reduce false positives. The results suggest that fusing static and dynamic
inputs offers significant robustness against evasion techniques.

2. Malware Detection Based on Machine Learning and Deep Learning: A Comparative Review
Authors: S. Sihwail, A. H. Abdullah, A. A. Al-Dubai, K. M. Almustafa (2022)

This review paper analyzes and compares various ML and DL algorithms for malware detection. It
highlights techniques including Random Forest, SVM, ANN, and LSTM, examining their performance
on static and dynamic datasets. The paper finds that Random Forest and gradient boosting perform better
for static data, while deep learning excels in dynamic behavioural analysis. It concludes that ensemble
methods like Random Forest are suitable for real-time systems due to their balance of accuracy and speed
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3. A Survey of Machine Learning Techniques for Malware Detection, Authors: F. A. Ghaleb, A. M.
Al-Ameri, and B. A. Mohammed (2021)

This comprehensive survey categorizes a wide range of machine learning methods applied to malware
detection problems. It covers feature engineering strategies, benchmark datasets, and challenges such as
feature imbalance and real-time deployment. The study supports using ensemble models and static
analysis for accurate and scalable systems, validating the methodology we followed in our project.

4. EMBER: An Open Dataset for Training Static PE Malware Machine Learning Models,
Authors: H. S. Anderson and P. Roth (2018)

This study presents the EMBER dataset, a large corpus of PE files with pre-extracted features for training
machine learning models. It introduces a benchmark evaluation using LightGBM and outlines the
importance of engineered features like entropy, section size, and imports. The dataset’s architecture
influences our project’s feature selection and pre-processing pipeline.

5. Malware Detection Using Opcode n-Gram and API Call Sequences, Authors: S. Vinayakumar, K.
P. Soman, and P. Poornachandran (2017)

This paper highlights the effectiveness of opcode n-grams and API call sequences for feature extraction
in malware classification tasks. It proposes a hybrid feature engineering technique and trains deep learning
models to detect unknown malware. The work justifies the importance of combining syntactic and
behavioral signals, supporting the multi-feature concept we adopt using PE file headers and metadata.

6. Deep Neural Network-Based Malware Detection Using Two-Dimensional Binary Program
Features, Authors: B. Saxe and H. Berlin (2015)

The authors convert binary executables into grayscale images and train CNNs to detect malicious patterns
visually. The method provides high accuracy but is resource-intensive. While our system does not use
image-based models, this paper inspires the exploration of novel static features for future enhancements.

7. Detecting Unknown Malicious Code by Applying Classification Techniques on Opcode Patterns,
Authors: A. Shabtai et al. (2009)

This research analyzes opcode frequency and sequencing in executables to detect malware. It employs
Naive Bayes and SVM classifiers and shows high efficacy in identifying zero-day threats. Its focus on
opcode-level features aligns with our emphasis on low-level static characteristics for robust detection.

8. Learning to Detect and Classify Malicious Executable in the Wild, Authors: J. Z. Kolter and M.
A. Maloof (2006)

This foundational work explores n-gram analysis of executable to train classification models like decision
trees and SVMs. It emphasizes the use of wild, real-world samples over synthetic test sets, offering
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insights into model generalization. It validates our approach of using authentic static features and training
on diverse malware data.

3. PROPOSED SYSTEM

Our proposed malware detection system employs a multi-tiered architecture designed for efficient and
intelligent analysis of executable files. At its core, the system leverages static analysis of Portable
Executable (PE) headers, extracting a defined set of features that encapsulate structural and metadata
characteristics of the file. These extracted features serve as input for a trained Random Forest classifier,
an ensemble machine learning algorithm known for its robustness and ability to discern complex patterns
in tabular data. The system comprises a user-friendly React-based frontend for seamless file submission
and visualization of scan results, a Flask-based backend API responsible for handling file uploads, feature
extraction, model prediction, and data management, and a MongoDB database for persistent storage of
scan records and analysis outcomes.

The operational flow begins with the user uploading a PE file through the web interface. This file is then
transmitted to the Flask backend, where the PE header is parsed, and the predefined set of static features
is extracted using appropriate libraries. These features are subsequently fed into the pre-trained Random
Forest model to obtain a prediction regarding the file's likelihood of being malicious, along with an
associated confidence score. The backend then stores the scan results, including the filename, scan
timestamp, predicted status (benign or malicious), confidence score, and extracted features, into the
MongoDB database. Finally, the results are presented to the user through the React frontend, providing a
clear and concise assessment of the scanned file.

This approach prioritizes rapid initial analysis through static feature extraction, minimizing the risks
associated with executing potentially malicious code. The integration of the Random Forest classifier
enables the system to learn complex relationships within the PE header features, allowing for the potential
detection of novel malware exhibiting structural similarities to known threats. The centralized storage of
scan data in MongoDB facilitates efficient tracking and potential future analysis of historical trends. The
user-friendly web interface ensures ease of interaction for users of varying technical expertise.

3.1.1 IMPORTANT FEATURES OF THE PROPOSED PROJECT:

« Static PE Header Analysis: Focuses on quickly extractable and relatively safe-to- obtainfeatures
from the PE file  header. Raw Features:

{

"AddressOfEntryPoint": 1879712,

"BaseOfCode": 4096,

"BaseOfData": 0,

* "Characteristics": 290, ¢ "CheckSum": 10749797,
"DIllCharacteristics": 49472,

"ExportNb": 1,
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"FileAlignment": 512,
"ImageBase": 4194304,
"ImportsNb": 397,
"ImportsNbDLL": 15,
"ImportsNbOrdinal": 18,
"LoadConfigurationSize": 0,
"LoaderFlags": 0,

"Machine": 332,
"MajorImageVersion": 0,
"MajorLinkerVersion": 14,
"MajorOperatingSystemVersion": 10,
"MajorSubsystemVersion": 10,
"MinorlmageVersion": 0,
"MinorLinkerVersion": 0,
"MinorOperatingSystemVersion": 0,
"MinorSubsystemVersion": 0,
"NumberOfRvaAndSizes": 16,
"ResourcesMaxEntropy": 0,
"ResourcesMaxSize": 0,
"ResourcesMeanEntropy": 0,
"ResourcesMeanSize": 0,
"ResourcesMinEntropy": 0,
"ResourcesMinSize": 0,
"ResourcesNb": 0,
"SectionAlignment": 4096,
"SectionsMaxEntropy": 0,
"SectionsMaxRawsize": 6333440,
"SectionsMax Virtualsize": 6333424,
"SectionsMeanEntropy": 0,
"SectionsMeanRawsize": 1334656,
* "SectionsMeanVirtualsize": 1346920.75, « "SectionsMinEntropy": 0,
"SectionsMinRawsize": 512,
"SectionsMinVirtualsize": 40,
"SectionsNb": 8,

"SizeOfCode": 3537408,
"SizeOfHeaders": 1024,
"SizeOfHeapCommit": 4096,
"SizeOfHeapReserve": 1048576,
"SizeOflmage": 10801152,
"SizeOflInitializedData": 7139328,
"SizeOfOptionalHeader": 224,
"SizeOfStackCommit": 4096,
"SizeOfStackReserve": 1048576,
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"SizeOfUninitializedData": 0,
"Subsystem": 2,
"VersionlnformationSize": 0

}

* Random Forest Classification: Employs a robust and relatively interpretable machine learning algorithm
for accurate malware prediction.

* User-Friendly Web Interface: Provides an intuitive platform for file submission and result viewing.

« RESTful API Backend (Flask): Offers a scalable and modular architecture for handling requests and
processing files.

* Centralized Data Storage (MongoDB): Enables efficient management and retrieval of scan history and
results.

* Confidence Scoring: Provides a measure of the model's certainty in its prediction.

* Detailed Scan Reports: Presents comprehensive information about the scan, including the prediction,
confidence score, and relevant features.

* Scan History Tracking: Allows users to review past scan results for trend analysis and auditing.

Scalable Architecture:

The modular design with a separate frontend, backend API, and database allows for potential scaling of
individual components as needed.

J/'-
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—
-
Detoction Rowponse

Figure 1 Architecture

3.1.2 ALGORITHM USED: RANDOM FOREST CLASSIFIER

The Random Forest algorithm is a supervised machine learning technique employed for classification
tasks. It is an ensemble learning method that operates by constructing a multitude of decision trees at
training time and outputting the class that is the mode of the classes (classification) of the individual trees.
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3.1.2.1 INTRODUCTION TO RANDOM FOREST

Random Forest is a powerful and versatile algorithm known for its robustness, ability to handle high-
dimensional data, and relative ease of use. It is particularly well-suited for malware detection due to its
ability to identify complex patterns in PE file headers and its resilience to overfitting.

3.1.2.2. DETAILED EXPLANATION OF THE RANDOM FOREST ALGORITHM

The Random Forest algorithm combines the concepts of bagging and random subspace.
1.Bagging (Bootstrap Aggregating):

a.Random Forest creates multiple subsets of the original training data through a process called
bootstrapping.

b.Bootstrapping involves randomly sampling data points from the original dataset with replacement. This

means that some data points may appear multiple times in a single subset, while others may not appear at
all.
c.Each of these bootstrapped subsets is used to train a separate decision tree.

2.Random Subspace (Feature Randomization):

a.When building each decision tree, Random Forest does not consider all features at each node split.
Instead, it randomly selects a subset of features.

b.This random subset of features is used to determine the best split at that node. The size of this subset is
a key parameter, often set to the square root of the total number of features for classification problems.

c.This introduces further diversity among the trees, reducing correlation and improving the overall
performance of the forest.

3.Decision Tree Construction:

a.Each decision tree in the Random Forest is constructed using a modified version of the CART
(Classification and Regression Trees) algorithm.

b.The tree-building process involves recursively splitting the data into smaller subsets based on the values
of the selected features.

c.The splitting criterion aims to maximize the homogeneity (or purity) of the resulting subsets with respect
to the target variable (i.e., malicious or benign). Common splitting criteria include Gini impurity and
entropy.

d.The tree continues to grow until a stopping criterion is met, such as reaching a maximum depth or when
a node contains only data points from a single class.

e.Unlike some decision tree algorithms, Random Forest trees are typically grown to their maximum depth
without pruning.

4 .Prediction:

a.To classify a new, unseen PE file, the Random Forest algorithm passes the file's feature vector through
each of the decision trees in the forest.
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b.Each tree provides its own classification prediction (malicious or benign).

c.For classification, the Random Forest combines the predictions of all the individual trees using majority
voting. The class that receives the most votes is the final prediction of the forest.
3.1.3.MATHEMATICAL FORMULATION

Let:

e (X) be the input feature vector representing a PE file.

e (Y) be the class label (0 for benign, 1 for malicious).
e (N) be the number of trees in the Random Forest.
e (T_i(X)) be the prediction of the (i)-th tree for input (X).

e (I(condition)) be an indicator function that returns 1 if the condition is true, and O otherwise.

GINI IMPURITY:

The Gini impurity (G(D)) of a dataset (D) is a measure of how often a randomly chosen element from the
set would be incorrectly labeled if it was randomly labeled according to the distribution of labels in the
subset. It is calculated as:

G(D)=1-1=1)cpi2

Where:
e (c) is the number of classes (in our case, 2: benign and malicious).

e (p_1) is the proportion of data points in (D) that belong to class (i).

Information Gain (Entropy):
Entropy (H(D)) measures the impurity or disorder of a dataset (D). Information gain (IG(D, A))
measures the reduction in entropy achieved by splitting the dataset (D) on attribute (A).

H(D)=—i=1} cpilog2(pi)Il G(D,A)=H(D)-v€Values(A)Y ID||DvIH(Dv)
Where:
e (Values(A)) is the set of all possible values for attribute (A).

e (D _v) is the subset of (D) for which attribute (A) has value (v).

« (/D)) is the number of elements in D.
Majority Voting:

The final prediction (Y_{RF}) of the Random Forest is determined by majority voting:
YRF(X)=argmaxi=1NI(Ti(X)=y)
The class (y) (0 or 1) that maximizes the sum of indicator functions (i.e., the class that receives the most

votes from the individual trees) is chosen as the final prediction.
3.1.4 ADVANTAGES OF RANDOM FOREST IN MALWARE DETECTION
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o Robustness to Overfitting: Random Forest's ensemble nature and random feature selection make it less
prone to overfitting than individual decision trees, leading to better generalization performance on unseen
malware samples.

e High Accuracy: Random Forest can achieve high accuracy in malware detection by effectively capturing
complex relationships between PE header features and malicious behaviour.

e Feature Importance: Random Forest provides a measure of feature importance, indicating which PE
header features are most influential in the classification process. This information can be valuable for
understanding malware behaviour and improving detection strategies.

o Handles High-Dimensional Data: PE file headers can contain a large number of features. Random Forest
can efficiently handle high-dimensional data without requiring extensive feature selection.

« Scalability: Random Forest can be parallelized, making it suitable for handling large datasets and real-
time malware detection.

e Versatility: Random Forest can be used for both binary classification (benign/malicious) and multi-class
classification (different malware families).

4. IMPLEMENTATION

This chapter describes the implementation of the Malware Detection System, a web-based application for
analyzing executable files for malware using machine learning and static analysis. The implementation
leverages Python, Flask, MongoDB, and scikit-learn to realize the system design outlined . The following
sections detail the key components, their interactions, and the technologies used to build the system,
focusing on the Flask API, file processing, machine learning model, and data storage.

4.1 TECHNOLOGY STACK

The system is built using the following technologies:

e Python 3.8+: Core programming language for the application logic.

e Flask: Lightweight web framework for the RESTful API.

e Flask-CORS: Enables Cross-Origin Resource Sharing for client-side requests.

« pefile: Library for parsing Portable Executable (PE) files to extract features.

« pandas: Data manipulation library for handling the dataset and feature processing.
o scikit-learn: Machine learning library for training and using the Random Forest Classifier.
e pymongo: MongoDB driver for storing and retrieving scan results.

e python-dotenv: Loads environment variables from a .env file.

e MongoDB: NoSQL database for persistent storage of scan results.

e Logging: Python's built-in logging module for system monitoring and debugging.

4.2 SYSTEM COMPONENTS

The Malware Detection System comprises several interconnected components, each implemented to
fulfill specific functionalities as described in the system design.

4.2.1 FLASK API

The Flask application serves as the system's entry point, providing RESTful endpoints for file scanning
and result retrieval:

e Root Endpoint (GET /): Returns a confirmation message to verify server status.
« Scan Endpoint (POST /scan): Handles file uploads, processes files for malware analysis, and returns
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scan results.

e Results Endpoint (GET /results): Retrieves historical scan results from MongoDB.

e Implementation Details:

o The Flask app is initialized with CORS to support cross-origin requests from web clients.

o Environment variables (e.g., PORT, MONGO_URI) are loaded using python- dotenv for configuration
flexibility.

o Logging is configured to track requests, errors, and system events, with logs written at the INFO and
ERROR levels.

4.2.2 FILE HANDLING

The system securely handles uploaded executable files:

e Uploads Directory: A dedicated directory (UPLOADS_DIR) is created at startup to store temporary
files. The directory's existence and write permissions are verified during initialization.

e File Processing:

o Files are uploaded via the /scan endpoint using multipart form-data.

o Filenames are sanitized using regex to prevent path traversal attacks.

o Files are saved in chunks (8KB) to handle large files efficiently.

o After processing, files are deleted to minimize storage usage and security risks.

e Error Handling: The system checks for missing files, empty filenames, and invalid file streams,
returning appropriate HTTP error responses (400, 500).

4.2.3 FEATURE EXTRACTION

The extract features function processes PE files to extract features for malware analysis:
e Library: Uses pefile to parse PE file headers and sections.

o Features Extracted:

o File Header: Machine, SizeOfOptionalHeader, Characteristics.

o Optional Header: MajorLinkerVersion, SizeOfCode, ImageBase, etc.

o Sections: Number of sections, mean/min/max raw and virtual sizes.

o Imports/Exports: Number of DLL imports, total imports, and exports.

o Implementation Details:

o The function dynamically extracts features based on the dataset's feature columns, ensuring
compatibility with the trained model.

o Validates the PE file's DOS header (MZ) to ensure it is a valid executable.
o Handles exceptions (e.g., invalid PE files) and logs errors for debugging.

4.2.4 MACHINE LEARNING MODEL

The Random Forest Classifier is used to classify files as legitimate or malicious:

e Training:

o The model is trained on a dataset (malware dataset.csv) containing PE file features and a legitimate
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column.

o Features are selected by excluding non-feature columns (e.g., Name, md5).

o The model is initialized with a fixed random state for reproducibility.

e Prediction:

o Extracted features are converted to a pandas DataFrame and aligned with the dataset's feature columns.
o Missing features are filled with zeros to ensure compatibility.

o The model predicts the file's legitimacy and provides a probability score for malware.

e Threat Classification:

o A mock determine threat type function maps confidence scores to statuses (Safe, Suspicious,
Malicious) and threat names (e.g., Ransom.Locky).

o A mock threat database provides threat types and descriptions.

4.2.5 MONGODB INTEGRATION

MongoDB stores scan results for persistence and retrieval:

o Connection: Established using pymongo with a configurable MONGO_URI.

« Database and Collection: Results are stored in the malware detection database, scan_results collection.
« Data Stored:

o Filename, status, scan time, threat score, legitimacy, confidence, threat details, malicious features,
behavior analysis, and extracted features.

e Operations:

o The /scan endpoint inserts scan results into MongoDB.

o The /results endpoint retrieves all results, sorted by scan time (newest first), with MongoDB _id fields
converted to strings for JSON compatibility.

 Error Handling: Exceptions during database operations are logged and return HTTP 500 errors.

4.2.6 BEHAVIOR AND FEATURE ANALYSIS

Additional analysis enhances scan results:

» Malicious Features:

o The identify malicious_features function checks for suspicious attributes, such as high import counts
or lack of ASLR (Address Space Layout Randomization).

o Returns a list of detected issues or a default message if none are found.

e Behavior Analysis:

o The analyze behavior function identifies potential anomalies, such as excessive DLL imports
indicating network activity.

o Returns a list of anomalies or a default message if none are detected.

o Implementation Details: These functions use mock logic but can be extended with more sophisticated
heuristics or dynamic analysis.
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4.3 BACKEND IMPLEMENTATION
The backend is implemented in a Python script (app.py), which orchestrates the Flask API, file processing,
feature extraction, model prediction, and database operations.

4.4 FRONTEND FUNCTIONALITY

The frontend provides a user-friendly interface for interacting with the backend:
e File Upload (FileUpload.js):

o Renders a form with a file input and a "Scan File" button.

o Uses axios to send the file to the /scan endpoint as multipart/form-data.

o Displays loading states with a Bootstrap Spinner and error messages with Alert.
o Passes scan results to the parent component via a callback.

e Scan Results (ScanResults.js):

o Fetches historical results from the /results endpoint on mount using useEffect.

o Updates the results list when a new scan result is received.

o Displays results in a responsive Bootstrap Table with columns for filename, status, threat score, threat
name, and scan time.

e Main Application (App.js):

o Combines FileUpload and ScanResults components in a Bootstrap Container.

o Manages state for new scan results using useState.

o Styling: Uses Bootstrap for responsive design and consistent styling across components.

4.5 COMPONENT INTERACTIONS

The backend and frontend interact as follows:

1.User Interaction: The user selects a file in the frontend’s FileUpload component and submits it.
2.API Request: The frontend sends a POST request to the backend’s /scan endpoint with the file.
3.Backend Processing: The backend saves the file, extracts features, predicts malware, analyzes threats,
stores results in MongoDB, and returns a JSON response.

4.Frontend Update: The frontend receives the response, updates the ScanResults component with the
new result, and clears the file input.

5.Historical Results: On page load or user request, the frontend fetches historical results from the /results
endpoint and displays them in a table.

6.Data Flow: The interaction aligns with the Dataflow Diagram (Section 4.8), where the User (external
entity) sends files to the File Upload process, which triggers backend processes (Feature Extraction,
Prediction, Result Storage) and updates the frontend via Result Retrieval.

4.6 ERROR HANDLING AND LOGGING

e Backend:

o Validates file uploads and PE file headers, returning HTTP 400/500 errors.
o Logs events (e.g., file uploads, errors) at INFO and ERROR levels.

o Ensures file cleanup post-processing.

e Frontend:
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o Displays error messages for failed uploads or API errors using Bootstrap Alert.
o Shows loading states during API requests to prevent multiple submissions.
o Clears file input after successful or failed scans to avoid duplicate uploads.

4.7 SECURITY CONSIDERATIONS

» Backend:

o Sanitizes filenames to prevent path traversal.

o Deletes temporary files after processing.

o Uses environment variables for sensitive configurations.

o Configures CORS to allow frontend access (e.g., http://localhost:3000).

e Frontend:

o Validates file selection before submission to avoid empty requests.

o Uses HTTPS in production (assumed) to secure API communication.

o Relies on backend validation for file safety, avoiding client-side execution of uploaded files.

4.8 SCALABILITY AND PERFORMANCE

» Backend:

o Supports production deployment with Gunicorn and MongoDB sharding.

o Optimizes file processing with chunked I/O and pre-trained model.

e Frontend:

o Built with React’s efficient rendering and state management.

o Uses lazy loading for large result sets (future enhancement).

o Leverages Bootstrap for responsive design, reducing CSS overhead.

e Full Stack:

o Separates concerns between backend (API, processing) and frontend (UI), enabling independent
scaling.

o Caches /results responses in the frontend (future enhancement) to reduce backend load.

4.9 DEPLOYMENT NOTES

» Backend: Run python app.py for development or deploy with gunicorn --workers 4 app:app for
production on a server (e.g., AWS EC2).

e Frontend: Build with npm run build and serve the build directory using a web server (e.g., Nginx) or
deploy to a static hosting service (e.g., Netlify, Vercel).

. CORS Configuration: Update the backend’s CORS policy to allow the frontend’s production URL
o API URL: Update the frontend’s Axios base URL (http://localhost:5000) to the backend’s production
URL.

4.10 BACKEND OUTPUT
INFO: main :Uploads directory already exists: C:\Users\mpara\Projects\Pro\New folder\test\Malware-
detection\uploads

INFO: main :Write permission verified for uploads directory: C:\Users\mpara\Projects\Pro\New
folder\test\Malware-detection\uploads INFO: main :Connected to MongoDB successfully
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INFO: main :Available feature columns: ['Machine', 'SizeOfOptionalHeader', 'Characteristics',
'MajorLinkerVersion', 'MinorLinkerVersion', 'SizeOfCode', 'SizeOflnitializedData',
'SizeOfUninitializedData', 'AddressOfEntryPoint', 'BaseOfCode', 'BaseOfData’, 'ImageBase’,
'SectionAlignment', 'FileAlignment', 'MajorOperatingSystemVersion'INFO: main :Write permission
verified for uploads diINFO: main :Write permission verified for uploads directory:
C:\Users\mpara\Projects\Pro\New folder\test\Malware-detection\uploads

INFO: main :Connected to MongoDB successfully

INFO: main :Available feature columns: ['Machine', 'SizeOfOptionalHeader', 'Characteristics',
'MajorLinkerVersion', 'MinorLinkerVersion', 'SizeOfCode', 'SizeOflnitializedData',
'SizeOfUninitializedData', 'AddressOfEntryPoint', 'BaseOfCode', 'BaseOfData’, 'ImageBase’,
'SectionAlignment', 'FileAlignment', 'MajorOperatingSystemVersion', 'MinorOperatingSystemVersion',
'MajorlmageVersion', 'MinorImageVersion', "MajorSubsystemVersion', '"MinorSubsystemVersion',
'SizeOflmage', 'SizeOfHeaders', 'CheckSum', 'Subsystem', 'DllCharacteristics', 'SizeOfStackReserve',
'SizeOfStackCommit', 'SizeOfHeapReserve', 'SizeOfHeapCommit', 'LoaderFlags',
'NumberOfRvaAndSizes', 'SectionsNb', 'SectionsMeanEntropy', 'SectionsMinEntropy",
'SectionsMaxEntropy', 'SectionsMeanRawsize', 'SectionsMinRawsize', 'SectionMaxRawsize',
'SectionsMeanVirtualsize', 'SectionsMinVirtualsize', 'SectionMax Virtualsize', 'TmportsNbDLL',
"TmportsNb', 'ImportsNbOrdinal', 'ExportNb', 'ResourcesNb', 'ResourcesMeanEntropy’,
'ResourcesMinEntropy', 'ResourcesMaxEntropy', 'ResourcesMeanSize', 'ResourcesMinSize',
'ResourcesMaxSize', 'LoadConfigurationSize', 'VersionInformationSize']

INFO: main :Model loaded and trained successfully WARNING:werkzeug: * Debugger is active!
INFO:werkzeug: * Debugger PIN: 714-199-573 INFO: main :Received scan request

INFO: main :Request files: ImmutableMultiDict([('file', <FileStorage: 'ChromeSetup.exe'

o Image: Sample JSON Response
e Description: A JSON response from the /scan endpoint, captured from a browser or API testing tool.

 Reference: Chapter 5
4.11. FRONTEND SCREENSHOTS

Image: Welcome Interface
Malware Detector Home Scan History About  Role: [CHuCIRVEEEN

Welcome to Malware Detector

Protect stem by scanning Windows executable files for potential malware. Our tool uses advanced machine learning to identify threats and provide

Navigate to the Scan page to upload a file, view your History, or learn more on the About page

e Description: Screenshot of the React.js Home.js

IJSAT25026747 Volume 16, Issue 2, April-June 2025 15



https://www.ijsat.org/

‘6" ) International Journal on Science and Technology (IJSAT)

— E-ISSN: 2229-7677 e Website: www.ijsat.org e Email: editor@ijsat.org

e Reference: Chapter 5 Image: File Upload Interface

Malware Detector Home Scan History About  Role

Scan a File

Please upload a valid Windows executable (.exe) file

File: ChromeSetup.exe x
Description: Screenshot of the React.js file upload form during a scan operation.

e Reference: Chapter 3
Image: Scan Results Table

Show Detailed Report

Actions & Recommendations
Recommended Action: Quarantine and manually review

Quarantine rife. Downlosd Report

o Path: images/frontend_results.png

« Description: Screenshot of the React.js scan results table displaying historical scans. Image: Scan
History Interface
o Path: images/frontend results.png

 Description: Screenshot of the React.js scan results table displaying historical scans. Image: Scan
History Interface
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Malware Detector Home Scan History About  Role: [RTd v

Scan History

Filter by Status:  All V.

File Name Status Threat Score Scan Time Threat Name Actions

ChromeSetup.exe 32/100 4/27/2025, 12:03:25 AM Trojan.Win32.Generic -
ChromeSetup.exe 32/100 4/22/2025,12:21:55 PM TrojanWin32 Generic | View Details |
AMMonitoringProvider.dil Malicious 88/100 4/21/2025, 11:14:06 AM Ransom.Locky | View Detaits |
AMMornitoringProvider.dil Malicious 88/100 4/21/2025, 10:35:29 AM Ransom Locky | View Detaits |
git-bash.exe Safe 9/100 4/21/2025, 10:34:52 AM N/A | View Details|
2exe Safe 22/100 4/21/2025, 10:32:58 AM N/A | View Details|
git-cmd.exe Safe 9/100 4/20/2025, 10:19:13 AM N/A | View Details|
unins000.exe Safe 16/100 4/20/2025, 10:18:59 AM N/A | View Details |
git-bash.exe Safe 9/100 4/20/2025, 10:18:46 AM N/A | View Detaits |

e Description: Screenshot of the React.js scan history from database

e Reference: Chapter 3
Image: About Interface

Malware Detector Home Scan History About Role: [SERGD

About Malware Detector

Malware Detector is a web-based application designed to scan Windows executable files (.exe) for potential malware using machine learning techniques. Our tool extracts features from
Portable Executable (PE) files and uses a RandomForest classifier to determine if a file is safe, suspicious, or malicious.

Features

e File scanning with detailed threat reports

® Scan history with filtering by status

* PDF report generation for scan results

* Role-based access for normal users and admins

Technology Stack

The application is built with a Flask backend, React frontend, MongoDB for data storage, and Bootstrap for styling. It leverages scikit-learn for machine learning and pefile for PE file
analysis.

This is a prototype application intended for educational and research purposes. For production use, additional security and scalability enhancements are recommended.

« Description: Screenshot of the React.js about page

e Reference: Chapter 3

5.CONCLUSION

This work concludes the documentation of the Malware Detection System, a web-based application
designed to analyze executable files for potential malware using machine learning and static analysis. The
system integrates a Flask-based RESTful API, MongoDB for persistent storage, and a Random Forest
Classifier for malware detection, as detailed in the preceding chapters. Below, we summarize the project's
objectives, key achievements, challenges encountered, and potential future enhancements.
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