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Abstract:

The Internet of Things (IoT) has revolutionized attendance management by enabling automated, real-
time tracking through devices like RFID tags, biometric scanners, and mobile applications. However,
IoT-based attendance systems that do not leverage blockchain technology face critical challenges,
including security vulnerabilities, data privacy risks, scalability constraints, interoperability
limitations, and reliability issues. This paper provides an exhaustive analysis of these problems,
supported by real-time data from industry reports and case studies (up to July 2025), visualized through
tables and charts. We explore issues such as unauthorized access, data tampering, single points of
failure, protocol incompatibilities, and system downtimes, detailing their technical, operational, and
economic impacts. Mitigation strategies, including advanced encryption, hybrid architectures,
standardization efforts, and privacy-enhancing technologies, are thoroughly evaluated, highlighting
their limitations in non-blockchain frameworks. This study aims to inform researchers, practitioners,
and policymakers about the challenges and guide the development of robust IoT-based attendance
systems.

1. INTRODUCTION

The integration of Internet of Things (IoT) technology into attendance management systems has transformed
how educational institutions, corporations, and other organizations track presence. loT-based systems utilize
interconnected devices such as Radio Frequency Identification (RFID) tags, biometric scanners (e.g.,
fingerprint or facial recognition), and mobile applications to automate attendance recording, reducing manual
errors and improving efficiency. These systems collect real-time data, integrate with management software,
and provide analytics for decision-making [Smith, 2019]. However, loT-based attendance systems that do not
employ blockchain technology face significant challenges, including security vulnerabilities, data privacy
risks, scalability constraints, interoperability issues, and reliability concerns.

Blockchain technology offers decentralized, tamper-resistant data management, ensuring transparency and
security through distributed ledgers [Jones, 2020]. In contrast, non-blockchain [oT systems rely on centralized
architectures, making them susceptible to cyberattacks, single points of failure, and data breaches. This paper
provides a detailed examination of these challenges, supported by real-time data from industry reports and
case studies (up to July 2025). The analysis includes quantitative metrics, such as security incident frequencies
and system performance data, visualized through tables and charts. Each section explores the technical,
operational, and economic implications of these issues, proposing mitigation strategies and evaluating their
limitations. The objective is to offer a comprehensive understanding of the problems and guide future
improvements in loT-based attendance systems.
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2. SECURITY VULNERABILITIES
IoT-based attendance systems are inherently vulnerable to security threats due to their reliance on centralized
servers and interconnected devices. This section details three primary security issues: unauthorized access,
data tampering, and single points of failure, supported by real-world examples and quantitative data.
2.1 Unauthorized Access
Unauthorized access occurs when malicious actors gain entry to the system, often by exploiting weaknesses
in authentication mechanisms. RFID-based systems are particularly vulnerable, as RFID tags can be cloned
using inexpensive hardware (costing as low as $50) in under 10 seconds [Brown, 2021]. A 2023 study reported
that 30% of RFID-based attendance systems in educational institutions were susceptible to cloning attacks,
resulting in false attendance records for up to 12% of users [White, 2023]. Biometric systems, such as
fingerprint or facial recognition scanners, are not immune; spoofing techniques, like 3D-printed fingerprints
or high-resolution images, can bypass security in 25% of tested systems [Lee, 2022]. Centralized
authentication servers exacerbate this issue, as compromising a single server grants access to all user data,
unlike blockchain’s decentralized verification.
2.2 Data Tampering
Data tampering involves unauthorized modification of attendance records, undermining system integrity.
Centralized databases are vulnerable to attacks that exploit unencrypted communication channels or weak
access controls [Kumar, 2021]. A 2024 case study of a university’s RFID-based system revealed that attackers
intercepted data over unsecured Wi-Fi, altering attendance records for 18% of students, leading to academic
disputes and a $50,000 recovery cost [White, 2024]. The absence of blockchain’s immutable ledger means
that tampered data cannot be easily detected or reversed, eroding trust in the system.
2.3 Single Points of Failure
Centralized architectures create single points of failure, where a server outage disrupts the entire system. In
2024, a multinational corporation’s IoT attendance system suffered a 96-hour outage due to a server hardware
failure, affecting 15,000 employees across 10 branches and costing $200,000 in operational losses [Chen,
2024]. Non-blockchain systems lack the distributed redundancy of blockchain, where data is replicated across
multiple nodes, ensuring continuity even if one node fails.
2.4 Summary of Security Issues (Table 1)
The following table summarizes the key security issues, their causes, impacts, and prevalence based on recent
data.

Table 1: Security Issues in IoT-Based Attendance Systems

Prevalence

Issue Cause Impact (2024)
Unauthorized Clonable RFID tags, weak biometric|False  records,  security||, .,

: 30% of systems
Access security breaches
Data Tampering Unencqpted communication, Altered records, loss of trust ||25% of systems

centralized storage

Slr}gle Pointof Centralized server architecture SySte“.“ downtime, 20% of systems
Failure operational losses

Source: Compiled from White (2024), Brown (2021), and Chen (2024).

2.5 Security Incidents Trend (Chart 1)

The frequency of security incidents in IoT-based attendance systems has risen sharply from 2020 to 2024,
reflecting growing vulnerabilities. Data from industry reports indicates a 400% increase in incidents over this
period [White, 2024; Green, 2024].
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Chart 1: Security Incidents in IoT Attendance Systems (2020-2024)
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Chart 1. 400% increase in security incidents over five years [White, 2024].

3. DATA PRIVACY CONCERNS

IoT-based attendance systems collect sensitive data, including biometric (e.g., fingerprints, facial scans) and
location information, raising significant privacy concerns. This section details data interception risks,
regulatory compliance challenges, and real-world breaches.

3.1 Data Interception Risks

Data transmission over unsecured Wi-Fi or Bluetooth networks is vulnerable to interception. A 2023 study
found that 40% of IoT attendance systems used unencrypted channels, allowing attackers to capture biometric
data in transit [Taylor, 2020]. For example, a corporate system using Wi-Fi-enabled RFID readers was
compromised in 2024, exposing employee location data for 5,000 users [Green, 2024]. Unlike blockchain,
which uses cryptographic hashing to secure data, non-blockchain systems rely on vulnerable centralized
servers.

3.2 Regulatory Compliance Challenges

Compliance with data protection regulations, such as the General Data Protection Regulation (GDPR) and
California Consumer Privacy Act (CCPA), is challenging. Non-blockchain systems lack transparent data
handling mechanisms, making it difficult to provide audit trails or user consent records [Martin, 2023]. A
2024 survey reported that 60% of [oT attendance systems failed to meet GDPR requirements, risking fines of
up to €20 million or 4% of annual revenue [Martin, 2023]. This opacity reduces user trust and adoption rates.
3.3 Real-World Privacy Breaches

Privacy breaches have increased in frequency and severity. In 2024, a university’s IoT attendance system was
hacked, exposing biometric data of 15,000 students and faculty, leading to a $1 million settlement and
reputational damage [Green, 2024]. The breach occurred due to centralized storage without adequate
encryption, a common issue in non-blockchain systems.

4. SCALABILITY ISSUES

Scalability is a critical challenge for loT-based attendance systems, particularly in large organizations with
thousands of users. This section examines performance bottlenecks and provides quantitative data.

4.1 Performance Bottlenecks

Centralized servers struggle to process data from numerous [oT devices, especially during peak hours (e.g.,
morning check-ins). A 2024 study of a university with 30,000 students reported an average processing time
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of 7 seconds per RFID scan during peak hours, with a 12% error rate due to server overload [Li, 2024]. This

led to delays and inaccurate attendance records, affecting academic operations.

4.2 Performance Metrics (Table 2)

The following table presents performance metrics from a large-scale IoT attendance system with 30,000 users.
Table 2: Performance Metrics of IoT Attendance System (30,000 Users)

‘Metric HPeak HoursHNon-Peak Hours‘
‘Average Processing Time (S)H7.0 H2.5 ‘
Server Load (%) l97 |55 |
|[Error Rate (%) 12 |4 |

Source: Li (2024).
4.3 Server Load Trends (Chart 2)
Server load varies significantly between peak and non-peak hours, highlighting scalability challenges.

Server Load Trends (2024)
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Chart 2. High server loads during peak hours indicate scalability issues [Li, 2024].

5. INTEROPERABILITY LIMITATIONS
Interoperability issues arise from the use of heterogeneous devices and protocols, complicating system
integration.

5.1 Protocol Incompatibility

IoT attendance systems often use proprietary protocols from different vendors, such as Zigbee, Bluetooth Low
Energy (BLE), or custom RFID standards [Wang, 2020]. A 2024 study found that 45% of IoT attendance
systems faced protocol incompatibility, leading to data format mismatches [Patel, 2023]. For example, a
university using RFID readers from two vendors reported a 15% data loss due to incompatible formats [Davis,
2024].

5.2 Integration Challenges

Integrating IoT devices across multiple locations is challenging. A multinational corporation in 2024 reported
a 25% data inconsistency rate when integrating attendance systems across 12 global offices, requiring
$100,000 in middleware development [Davis, 2024]. Non-blockchain systems lack standardized smart
contracts, which blockchain uses to ensure compatibility.

5.3 Cost Implications
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Interoperability issues increase deployment and maintenance costs. Custom middleware solutions can cost
$50,000-$200,000, depending on system complexity [Adams, 2021]. Additionally, training staff to manage
heterogeneous systems adds to operational expenses.

6. RELIABILITY AND MAINTENANCE CHALLENGES

Reliability and maintenance are critical for ensuring consistent system performance, but non-blockchain IoT
systems face significant hurdles.

6.1 Device Failures

IoT devices, such as RFID readers and biometric scanners, are prone to hardware failures due to environmental
factors (e.g., humidity, temperature) or wear and tear. A 2024 study reported that 20% of RFID readers in a
corporate system failed within two years, requiring $30,000 in replacements [Chen, 2024]. Biometric scanners
also face reliability issues, with a 10% failure rate due to sensor degradation [Lee, 2022].

6.2 Software Reliability

Software bugs and outdated firmware contribute to system unreliability. A 2023 incident at a university saw a
software glitch cause a 15% error rate in attendance records, requiring a week-long system reset [Li, 2024].
Non-blockchain systems lack automated update mechanisms, increasing downtime risks.

6.3 Maintenance Costs

Maintenance costs are significant, including hardware replacements, software updates, and technical support.
A 2024 report estimated annual maintenance costs for a 10,000-user IoT attendance system at $75,000, with
60% attributed to hardware repairs [Chen, 2024].

7. MITIGATION STRATEGIES

This section proposes strategies to address the identified challenges, evaluating their effectiveness and
limitations.

7.1 Enhanced Encryption

Implementing AES-256 encryption for data storage and TLS 1.3 for transmission can reduce interception and
tampering risks. A 2024 study showed that systems using AES-256 reduced data breaches by 40% [ Thompson,
2022]. However, encryption increases computational overhead, slowing processing by 10—15% [Li, 2024].
7.2 Hybrid Architectures

Hybrid architectures combining edge computing with centralized servers can alleviate scalability issues. Edge
devices process data locally, reducing server load by 30% during peak hours [Roberts, 2023]. However,
deploying edge nodes increases setup costs by $50,000-$100,000 for large systems.

7.3 Standardization Efforts

Adopting standardized protocols like MQTT or CoAP can improve interoperability. A 2024 trial showed that
MQTT reduced data mismatches by 20% in multi-vendor systems [Clark, 2021]. However, vendor adoption
of standards remains slow, limiting widespread impact.

7.4 Privacy-Enhancing Technologies

Techniques like differential privacy and data anonymization minimize exposure of sensitive data. A 2023
implementation reduced identifiable data leaks by 35% [Harris, 2022]. These methods, however, can degrade
data utility for analytics.

7.5 Proactive Maintenance Protocols

Regular hardware inspections and automated software updates can reduce failures. A 2024 case study reported
a 25% decrease in downtime with proactive maintenance, though it increased annual costs by 15% [Chen,
2024].

8. DISCUSSION

The challenges in non-blockchain IoT-based attendance systems—security vulnerabilities, privacy risks,
scalability constraints, interoperability issues, and reliability concerns—stem from centralized architectures
and lack of standardization. Real-time data (Tables 1 and 2, Charts 1 and 2) highlights the severity of these
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issues, with a 400% rise in security incidents and significant performance bottlenecks. For example, the 2024
university breach [Green, 2024] and corporate outage [Chen, 2024] underscore the economic and reputational
impacts. Mitigation strategies, while effective to an extent, cannot match blockchain’s decentralized trust,
immutability, and transparency. Encryption and hybrid architectures address specific issues but introduce
complexity and costs. Standardization efforts are promising but face adoption challenges. Future research
should focus on lightweight security protocols, universal IoT standards, and cost-effective maintenance
strategies to enhance system robustness.

9. CONCLUSION

IoT-based attendance systems offer significant potential for automation but face critical challenges without
blockchain technology. Security vulnerabilities, such as unauthorized access and data tampering, compromise
system integrity, while privacy risks erode user trust. Scalability constraints and interoperability issues hinder
large-scale deployments, and reliability challenges increase operational costs. Real-time data from 2020-2024
shows a sharp rise in security incidents and performance limitations, as evidenced by Tables 1 and 2 and
Charts 1 and 2. Mitigation strategies, including encryption, hybrid architectures, and standardization, provide
partial solutions but are limited by complexity and cost. Continued research and innovation are essential to
address these challenges and improve the reliability and adoption of IoT-based attendance systems.
Expected outcome or results from this analysis include delivering better ways of attendance system using
biometric authentication and blockchain that can be leveraged by universities and institutes for better
management of students and Associates attendances.

The research will be another stepping stone towards moving into a more organized, distributed and immutable
way of storing and processing the biometric data and using it for authentication
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