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Highlights 

 Achieved low authentication latency (42 ms) and high transaction throughput (980 TPS normal, 865 

TPS under attack) with stable resource utilization below 75%. 

 Delivered 98.6% anomaly detection accuracy and 97.4% DDoS traffic mitigation efficiency with a 

rapid recovery time of 2.5 seconds. 

 Demonstrated scalability, transparency, and resilience, making BLOX-Trust suitable for next-

generation IIoT environments. 

Abstract 

The rapid expansion of Industrial Internet of Things (IIoT) systems has heightened concerns over data 

privacy, security, and trust in highly interconnected industrial environments. This paper proposes BLOX-

Trust ((Blockchain-Optimized Zero-Trust), a novel blockchain-enhanced zero-trust framework that 

integrates decentralized identity management, smart contracts, and adaptive access control to ensure robust 

privacy and security in IIoT networks. By leveraging permissioned blockchain for immutable audit trails 

and incorporating zero-trust principles for continuous verification of devices and users, BLOX-Trust 

enables fine-grained, dynamic policy enforcement while mitigating risks such as unauthorized access, data 

tampering, and advanced cyberattacks. Edge computing is integrated to reduce latency and optimize real-

time operations, while AI-driven anomaly detection supports proactive threat identification. Experimental 

evaluations in simulated IIoT environments demonstrate BLOX-Trust’s effectiveness, achieving secure, 

low-latency transactions with scalable performance. The results highlight its potential to enhance resilience, 

transparency, and operational efficiency in modern industrial ecosystems. 

Keywords: Industrial IoT, blockchain, zero trust, privacy preservation, decentralized identity, edge 

computing, anomaly detection, smart contracts 

1. Introduction 
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The Industrial Internet of Things (IIoT) has emerged as a cornerstone of modern industrial transformation, 

driving automation, predictive analytics, and real-time decision-making across manufacturing, energy, 

logistics, and critical infrastructure domains [1–5]. By interconnecting heterogeneous devices, sensors, and 

actuators, IIoT systems enable efficient data acquisition, process optimization, and advanced analytics, 

forming the foundation of smart factories and digital industrial ecosystems [6]. Despite these advancements, 

the hyper-connectivity of IIoT environments has introduced significant challenges, particularly in terms of 

security, privacy, and trust management [7]. A growing number of cyber threats—including malware, 

ransomware, man-in-the-middle attacks, and Distributed Denial-of-Service (DDoS) campaigns—pose 

substantial risks to operational integrity and data confidentiality, often resulting in severe financial and 

operational disruptions [8–10]. 

Traditional centralized security mechanisms often fail to meet the complex demands of IIoT due to single 

points of failure, scalability issues, and the inability to provide continuous authentication and authorization 

in dynamic environments [11, 12]. This shortfall has driven interest in blockchain technology, recognized 

for its decentralized, transparent, and tamper-resistant ledger capabilities [13, 14]. By integrating blockchain 

into IIoT systems, industries can achieve enhanced data integrity, secure access control, and immutable 

logging, which collectively strengthen resilience against internal and external threats [15–17]. In parallel, 

the adoption of Zero-Trust Architecture (ZTA) has gained traction, with its principle of “never trust, always 

verify” enabling dynamic access policies and rigorous identity management for devices and users in 

complex IIoT ecosystems [18, 19]. 

Recent studies have explored the convergence of blockchain and zero-trust models to address critical gaps 

in IIoT security frameworks [20]. However, most existing approaches are limited by high computational 

overhead, latency, and scalability challenges, particularly in resource-constrained industrial environments.  

This paper addresses these limitations by proposing a novel Blockchain-Optimized Zero-Trust (BLOX-

Trust) framework, which combines the immutable auditability of blockchain with the adaptive, risk-based 

controls of zero trust. Through integration with edge computing for real-time processing and AI-driven 

anomaly detection for proactive threat response, the proposed framework establishes a scalable, privacy-

preserving, and resilient security model for IIoT systems. 

1.1 Contributions 

The novel contributions of this study are: 

1. The design of BLOX-Trust, a blockchain-optimized zero-trust framework that integrates 

decentralized identity management, smart contracts, and adaptive access control to enhance security and 

privacy in IIoT networks. 

2. Implementation of permissioned blockchain for immutable auditability combined with continuous 

verification mechanisms, enabling fine-grained, dynamic, and risk-based policy enforcement in complex 

industrial environments. 
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3. Integration of edge computing and AI-driven anomaly detection to achieve low-latency operations, 

real-time threat identification, and scalable performance across resource-constrained IIoT ecosystems. 

4. Comprehensive experimental validation in simulated IIoT environments, demonstrating improved 

transaction security, operational transparency, and resilience compared to traditional centralized security 

models. 

2. Literature Review 

The integration of blockchain and artificial intelligence (AI) into industrial systems has been widely 

explored to address critical challenges of security, privacy, and scalability in Industrial Internet of Things 

(IIoT) networks. Recent studies highlight how the synergy between blockchain and AI provides a 

foundation for implementing zero-trust architectures (ZTA) that enforce continuous verification and 

dynamic access control in complex, high-traffic environments. Table 1 shows summary of research gaps. 

Chang et al. (2025) [21] investigated the symbiotic relationship between AI and blockchain in enhancing 

zero-trust cybersecurity. Their findings show that blockchain enables secure data sharing, traceability, 

decentralized storage, and immutable records, while AI contributes behavioral profiling, anomaly detection, 

adaptive consensus development, and parameter optimization to strengthen blockchain systems. This dual 

enhancement establishes a foundation for risk-based and adaptive trust management frameworks suitable for 

IIoT environments. 

In healthcare systems, Ahmed et al. (2025) [22] introduced a human-centric framework that combines 

ciphertext-policy attribute-based encryption (CP-ABE), Ethereum smart contracts, and decentralized IPFS 

storage. Their approach integrates post-quantum cryptography and energy-efficient Proof-of-Stake (PoS) 

mechanisms, achieving a 98% reduction in energy consumption and high resistance to attacks. These results 

emphasize the potential of lightweight and sustainable blockchain models for latency-sensitive and mission-

critical applications, a requirement often mirrored in industrial contexts. 

Blockchain applications are also expanding into logistics and operational domains. Sari and Butun (2025) 

[23] developed a blockchain-enhanced warehouse management system that integrates IoT tracking, smart 

contracts, and AI-driven anomaly detection to ensure tamper-proof recordkeeping and fraud prevention. 

Their real-world deployment, processing over 10 million transactions across five years, demonstrated 

significant improvements in data integrity, operational transparency, and fraud mitigation, offering 

transferable insights for industrial supply chains. 

The integration of blockchain with zero-trust principles has also been explored in advanced communication 

networks. El-Hajj (2025) [24] proposed a federated learning (FL) framework combined with ZTA to secure 

Open Radio Access Networks (O-RAN). By implementing continuous authentication, micro-segmentation, 

and differential privacy, the framework achieved 32% energy savings with minimal latency impact, even 

under adversarial conditions. This highlights the feasibility of deploying blockchain-enhanced ZTA in 

dynamic and latency-sensitive industrial networks. 
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Dwivedi et al. (2025) [25] proposed a blockchain-enabled encrypted neural network framework to secure 

IIoT systems through trust-aware key management and node authentication. By integrating graph 

convolutional networks (GCNs) with blockchain-based smart contracts, their system achieved 98.9% 

authentication accuracy on the X-IIoTID dataset while maintaining low response times, effectively 

mitigating Sybil and replay attacks. Similarly, Patel et al. (2025) [26] applied autoencoder-deep belief 

networks (AE-DBN) for medical image classification, secured through blockchain transmission, 

demonstrating that decentralized trust mechanisms can safeguard sensitive data while maintaining system 

efficiency. 

Further studies emphasize the versatility of blockchain for endpoint and hardware security. Kshetri et al. 

(2025) [27] explored endpoint protection in the metaverse, noting that blockchain, when combined with 

edge computing, strengthens device-level security and operational resilience. Whig et al. (2025) [28] 

investigated blockchain applications in hardware trust management, detailing how cryptographic 

innovations and smart contracts enhance transparency and protection in hardware systems, which is crucial 

for IIoT devices with embedded components. 

Khan et al. (2025) [29] proposed BEFF-SIGS, a blockchain-enhanced fog framework for IoT data integrity 

and sustainable operations. Their approach integrates token-based authentication and authorization with 

offloading computational processes to the fog layer, resulting in better latency performance, distributed 

processing power, and energy efficiency, aligning with the sustainability goals of Industry 5.0. Similarly, Xi 

et al. (2025) [30] provided a comprehensive STRIDE-based analysis of cybersecurity in unmanned aerial 

systems (UAS), emphasizing layered defense strategies and recommending blockchain for data 

immutability and resilient transaction security. 

Across these studies, a recurring theme is the potential of blockchain-enhanced zero-trust frameworks to 

mitigate security vulnerabilities, ensure tamper-proof operations, and enable dynamic, scalable security 

enforcement. However, gaps remain in addressing real-time performance, interoperability, and integration 

with resource-constrained IIoT devices. These gaps provide a strong rationale for the development of 

BLOX-Trust, a novel framework that integrates permissioned blockchain, AI-driven anomaly detection, and 

edge computing to deliver privacy, scalability, and operational efficiency in industrial ecosystems. 

Table 1: Summary of Research Gaps in Existing Studies 

Author(s) & 

Year 
Focus Area Key Contributions Identified Research Gaps 

Chang et al. 

(2025) [21] 

AI–Blockchain 

integration for Zero-

Trust Cybersecurity 

Explored synergy between AI and 

blockchain for secure data sharing, 

anomaly detection, and adaptive 

Lack of real-time scalability 

and integration with edge 

computing for IIoT. 
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Author(s) & 

Year 
Focus Area Key Contributions Identified Research Gaps 

consensus. 

Ahmed et al. 

(2025) [22] 

Blockchain for 

Healthcare Data 

Privacy and Integrity 

Proposed CP-ABE with post-

quantum cryptography and energy-

efficient PoS for secure healthcare 

data. 

Limited applicability to 

industrial operations and 

latency-sensitive IIoT tasks. 

Sari and 

Butun (2025) 

[23] 

Blockchain-enhanced 

Warehouse 

Management 

Integrated IoT tracking, smart 

contracts, and AI-driven anomaly 

detection for fraud prevention and 

transparency. 

Not optimized for large-scale, 

heterogeneous IIoT 

environments. 

El-Hajj 

(2025) [24] 

Blockchain with 

Federated Learning and 

ZTA for O-RAN 

Implemented continuous 

authentication, micro-segmentation, 

and differential privacy with 

reduced energy usage. 

Requires optimization for 

broader industrial use and 

high-volume IIoT systems. 

Dwivedi et al. 

(2025) [25] 

Blockchain-Enabled 

Neural Network 

Framework for IIoT 

Developed trust-aware key 

management achieving 98.9% 

authentication accuracy with low 

response times. 

High computational demand 

and limited support for real-

time, low-power IIoT nodes. 

Patel et al. 

(2025) [26] 

AI with Blockchain for 

Secure Data 

Transmission 

Applied AE-DBN with blockchain 

for privacy-preserving medical 

image classification. 

Limited validation in dynamic 

industrial settings with diverse 

devices. 

Kshetri et al. 

(2025) [27] 

Blockchain for 

Endpoint Security in 

Metaverse 

Enhanced device-level security 

using blockchain and edge 

computing. 

Absence of industrial-focused 

testing and lack of integration 

with zero-trust frameworks. 

Whig et al. 

(2025) [28] 

Blockchain for 

Hardware Security and 

Trust 

Highlighted blockchain-driven 

protocols for hardware integrity and 

transparency. 

Does not address dynamic 

IIoT environments with 

heterogeneous hardware 

nodes. 

Khan et al. 

(2025) [29] 

Blockchain-Enhanced 

Fog Framework for IoT 
Developed scalable authentication-

authorization and offloaded 

Needs integration with 

adaptive risk-based zero-trust 
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Author(s) & 

Year 
Focus Area Key Contributions Identified Research Gaps 

processing to fog nodes for 

efficiency. 

policies for advanced IIoT 

security. 

Xi et al. 

(2025) [30] 

STRIDE-Based 

Cybersecurity for UAS 

Proposed layered defense strategies 

incorporating blockchain for 

transaction immutability. 

Limited testing for industrial 

automation networks and 

resource-constrained systems. 

2.1 Research gaps 

Current research on blockchain and artificial intelligence integration in Industrial Internet of Things (IIoT) 

systems demonstrates significant progress in areas such as secure data sharing, anomaly detection, adaptive 

consensus mechanisms, and privacy preservation. However, notable gaps remain that limit the practical 

deployment of these solutions in real-world industrial environments. Many existing frameworks lack 

scalability and efficient real-time performance when applied to high-traffic IIoT networks. Resource 

constraints in industrial devices often make current models computationally heavy, leading to latency issues 

that hinder time-sensitive operations. Additionally, limited integration of adaptive, risk-based zero-trust 

policies with edge computing restricts dynamic access control and seamless interoperability across 

heterogeneous IIoT infrastructures. Furthermore, most implementations have been tested in controlled 

environments rather than large-scale, dynamic industrial ecosystems, creating a gap between theoretical 

advancements and operational feasibility. These challenges highlight the need for a lightweight, scalable, 

and adaptive framework that ensures robust privacy, security, and trust while maintaining optimal 

performance in complex industrial scenarios. 

2.2 Problem Statement 

The rapid proliferation of Industrial Internet of Things (IIoT) systems has transformed industrial operations, 

enabling automation, real-time analytics, and improved decision-making across various sectors. However, 

this interconnected environment has also introduced significant challenges related to data privacy, security, 

and trust. Traditional centralized security models often fail to address these challenges effectively due to 

their vulnerability to single points of failure, limited scalability, and inability to provide continuous 

authentication and authorization in dynamic IIoT networks. Additionally, the increasing sophistication of 

cyberattacks, such as data tampering, identity spoofing, and ransomware, exacerbates the risks associated 

with industrial operations. Despite advancements in blockchain and zero-trust frameworks, existing 

approaches struggle with high computational overhead, latency issues, and lack of adaptability in resource-

constrained environments. This creates a pressing need for a robust, scalable, and efficient security 

framework that can ensure privacy, trust, and operational integrity while supporting the real-time and high-

performance requirements of modern industrial ecosystems. 
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3. Objectives 

The novel objectives of this study are: 

1. To develop a scalable blockchain-optimized zero-trust framework for securing IIoT environments. 

2. To integrate decentralized identity management, smart contracts, and adaptive access control for 

dynamic policy enforcement. 

3. To leverage edge computing and AI-driven anomaly detection for real-time, low-latency threat 

detection and response. 

4. To evaluate the performance, security, and scalability of the proposed framework through 

experimental simulations in IIoT scenarios. 

4. Proposed Methodology 

4.1 Theoretical Framework  

The proposed BLOX-Trust framework builds upon the principles of zero-trust architecture (ZTA), 

blockchain-enabled immutability, and edge-cloud collaborative processing for real-time IIoT environments. 

The theoretical foundation integrates continuous verification, least-privilege access control, and 

decentralized consensus to ensure robust privacy and security in high-traffic industrial networks. By 

leveraging permissioned blockchain networks, every device transaction and communication is recorded 

immutably, while AI-driven anomaly detection enhances real-time threat detection. The combination of 

these mechanisms ensures resilience, scalability, and dynamic trust evaluation across heterogeneous IIoT 

ecosystems. 

 

Fig 1: Theoretical framework of the BLOX-Trust model for IIoT environments 
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The theoretical framework of the BLOX-Trust model, illustrated in Figure 1, emphasizes the seamless 

collaboration between edge, fog, and cloud layers to ensure secure and efficient operations in IIoT 

environments. The edge layer handles device-level authentication and initial anomaly detection, ensuring 

low-latency processing. The fog layer aggregates and analyzes local data, implements zero-trust 

verification, and facilitates secure communication with the cloud layer. The cloud layer maintains the 

permissioned blockchain ledger and performs advanced AI-driven analytics for continuous threat detection 

and policy optimization. This layered architecture supports dynamic trust evaluation, decentralized 

decision-making, and scalable performance, making it highly suitable for complex and resource-constrained 

industrial environments. 

4.2 Architecture and System Design 

The BLOX-Trust architecture comprises three layers: Edge Layer, Fog Layer, Cloud Layer. 

4.2.1 Edge Layer 

The edge layer is responsible for managing device-level operations, lightweight authentication, and real-

time anomaly detection. It operates closest to the IIoT devices, including sensors, actuators, and gateways, 

ensuring that critical security checks are performed locally before data is transmitted. By handling 

authentication and basic verification processes at the device level, this layer significantly reduces latency 

and prevents unauthorized devices from participating in the network. Additionally, the edge layer 

incorporates lightweight anomaly detection mechanisms to identify irregular traffic patterns or abnormal 

device behaviors early, reducing the risk of security breaches and enhancing the responsiveness of the 

overall framework. 

4.2.2 Fog Layer 

The fog layer acts as the intermediate processing and decision-making hub between the edge and cloud 

layers. It aggregates data from multiple edge devices, performs collaborative security analytics, and updates 

local security policies in response to detected anomalies or evolving threats. By processing data closer to the 

source, the fog layer minimizes the volume of traffic sent to the cloud, optimizing bandwidth utilization and 

reducing network congestion. It also enables faster policy updates and localized decision-making, ensuring 

that security measures remain adaptive and responsive to changing network conditions. Furthermore, the 

fog layer facilitates secure communication with blockchain nodes to log verified transactions and 

synchronize security policies across the ecosystem. 

4.2.3 Cloud Layer 

The cloud layer serves as the backbone of the BLOX-Trust framework, providing global oversight and 

management of the IIoT environment. It maintains the permissioned blockchain ledger, ensuring the 

immutability and traceability of all transactions and interactions within the network. In addition to ledger 
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management, the cloud layer coordinates identity and policy updates across all connected nodes, enforcing 

consistent security standards across the system. Advanced analytics powered by AI models are performed at 

this layer to detect complex or large-scale threats that may not be evident at the edge or fog levels. This 

centralized intelligence, combined with distributed verification, supports scalable, reliable, and real-time 

threat mitigation while maintaining secure communication across the entire IIoT architecture. 

4.3 System Entities and Interactions 

The BLOX-Trust framework consists of several key entities, each playing a critical role in ensuring secure, 

efficient, and scalable operations within the IIoT ecosystem. Their seamless interactions establish a 

continuous verification loop that ensures all communications are authenticated, immutably logged, and 

constantly monitored for anomalies to enable proactive threat mitigation. 

4.3.1 IIoT Devices 

IIoT devices including sensors, actuators, and edge computing units, act as the primary data generators in 

the network. These devices collect operational data from industrial processes and transmit it for further 

analysis and validation. Equipped with lightweight authentication mechanisms, they support secure 

communication while ensuring minimal latency in data exchange and command execution. 

4.3.2 Identity Management Module 

The identity management module is responsible for issuing decentralized identities to devices and users 

within the network. Using blockchain-backed identity protocols, it ensures secure onboarding, unique 

identity verification, and continuous validation of entities. This module forms the foundation for enforcing 

zero-trust principles, reducing the risk of impersonation or unauthorized access. 

4.3.3 Blockchain Nodes 

Blockchain nodes serve as the core ledger managers in the BLOX-Trust framework. They record, verify, 

and store every transaction, creating an immutable audit trail that enhances traceability and accountability 

across the system. Validator nodes participate in consensus mechanisms, ensuring integrity and 

synchronization of the distributed ledger in real time. 

4.3.4 Policy Enforcement Points (PEPs) 

Policy Enforcement Points dynamically enforce access control policies across the IIoT network. Operating 

at both edge and fog levels, these points evaluate real-time risk scores and adapt permissions based on the 

context of the request. This dynamic and risk-aware enforcement mechanism ensures that access privileges 

are continuously aligned with evolving security requirements. 
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4.3.5 Anomaly Detection Engine 

The anomaly detection engine integrates AI-driven analytics to continuously monitor traffic patterns and 

device behaviors. By identifying deviations from baseline patterns, it provides early detection of potential 

intrusions, malicious activities, or network anomalies. Alerts generated by this engine enable rapid incident 

response, minimizing security risks before they escalate. 

4.3.6 Interaction Flow 

All entities operate within a continuous verification loop that governs the interaction flow in the BLOX-

Trust framework. Communications from IIoT devices are authenticated by the identity management 

module, recorded by blockchain nodes, and analyzed by the anomaly detection engine. Simultaneously, 

policy enforcement points apply dynamic access controls based on real-time risk assessments, ensuring an 

adaptive and resilient security posture throughout the network. 

4.4 System Controller and Modules 

The BLOX-Trust framework employs a centralized system controller that coordinates multiple core 

modules to ensure seamless security management and operational efficiency across IIoT environments. 

Each module is designed to perform specialized functions while maintaining integration with the overall 

architecture for synchronized, high-performance operations. 

4.4.1 Authentication Controller 

The authentication controller is responsible for managing decentralized identities and performing multi-

factor device verification. By leveraging blockchain-based identity protocols, it ensures that only 

authenticated and trusted devices and users can access the IIoT network. This module also supports periodic 

re-authentication and context-aware verification, reducing risks associated with device impersonation and 

unauthorized access. 

4.4.2 Blockchain Consensus Engine 

The blockchain consensus engine validates transactions using lightweight consensus algorithms optimized 

for IIoT networks. These algorithms, such as Proof-of-Authority (PoA) or Practical Byzantine Fault 

Tolerance (PBFT), are chosen to minimize latency and computational overhead, ensuring fast and energy-

efficient ledger updates. This enables the framework to support high transaction volumes without 

compromising integrity or performance. 
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4.4.3 Policy Control Module 

The policy control module dynamically adjusts access permissions based on real-time risk assessments. It 

continuously evaluates operational data, user behavior, and system alerts to enforce adaptive, context-driven 

policies across all devices and nodes. This ensures that access levels are precisely aligned with security 

needs, enhancing resilience against evolving cyber threats. 

4.4.4 Threat Intelligence Module 

The threat intelligence module integrates AI-driven analytics to provide proactive detection of anomalies 

and intrusion attempts. Using advanced machine learning algorithms, it analyzes traffic patterns and device 

activities to identify unusual behaviors or early indicators of attacks. Insights from this module enable rapid 

incident response and ongoing optimization of the network’s security posture. 

Collectively, these modules work in unison under the orchestration of the system controller, maintaining 

robust security integrity while optimizing resource utilization for efficient and scalable performance in 

resource-constrained IIoT environments. 

4.5 Authentication and Blockchain Nodes 

The BLOX-Trust framework employs a permissioned blockchain architecture to ensure secure, scalable, 

and efficient communication within IIoT environments. This design allows controlled access to the 

blockchain network while maintaining transparency, immutability, and high performance. The nodes within 

this framework are categorized based on their roles and responsibilities to achieve a balanced and 

collaborative operational structure. 

4.5.1 Validator Nodes 

Validator nodes are the core components of the blockchain network, responsible for executing consensus 

operations to validate and confirm transactions. They maintain the integrity of the distributed ledger by 

ensuring that every transaction recorded on the blockchain is authentic and untampered. By utilizing 

lightweight consensus mechanisms such as Practical Byzantine Fault Tolerance (PBFT) or Proof-of-

Authority (PoA), validator nodes minimize latency and energy consumption, making them suitable for real-

time industrial applications. 

4.5.2 Edge Nodes 

Edge nodes perform lightweight blockchain operations close to the data source. These nodes authenticate 

IIoT devices at the edge layer and relay verified transaction data to validator nodes for inclusion in the 

global ledger. Their proximity to IIoT devices enables faster transaction processing and reduced 
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communication delays, ensuring seamless integration between field operations and the blockchain 

infrastructure. 

4.5.3 Monitoring Nodes 

Monitoring nodes focus on network surveillance and security analytics. They continuously analyze traffic 

patterns, detect anomalies, and identify malicious activities such as distributed denial-of-service (DDoS) 

attacks, spoofing attempts, or unusual access patterns. The insights generated by these nodes support the 

dynamic adaptation of security policies and enhance the network’s overall resilience against sophisticated 

cyber threats. 

Algorithm 1: Pseudocode for BLOX-Trust Blockchain-Enabled IIoT Operations 

 

Input: Device_ID, Access_Request, Data_Payload 

Output: Authenticated_Transaction_Record 

 

1: Initialize Blockchain_Network() 

},.....,{ 321 nNNNNNetwork 
 

2: Receive Access_Request from Device_ID 

)_,Re_,(Re PayloadDataquestAccessIDDevicequest   

3: if Verify_Identity(Device_ID) == True then 

4:     Generate_Transaction = Create_Transaction(Device_ID, Data_Payload) 

)_( TimestampPayloadDataIDDeviceHnTransactio   

5:     Sign_Transaction(Private_Key) 

),( nTransactioSKSignSignature  

6:     Broadcast_Transaction_to_Validators() 

7:     if Consensus_Achieved() then 

ThresholdVoteConsensus
n

i

i 
1

 

8:         Append_Transaction_to_Block() 

)_Pr_(_ HasheviousDataBlockHHashBlock   

9:         Update_Distributed_Ledger() 

nTransactioLedgerLedger oldnew   

10:    Grant_Access(Device_ID) 

11: else 

12:    Deny_Access(Device_ID) 

13: Log_Event() 

)_( TimestampStatusIDDeviceHLog   

 

https://www.ijsat.org/


 

International Journal on Science and Technology (IJSAT) 

E-ISSN: 2229-7677   ●   Website: www.ijsat.org   ●   Email: editor@ijsat.org 

 

IJSAT25038033 Volume 16, Issue 3, July-September 2025 13 

 

Algorithm 1 explains the step-by-step process of how the BLOX-Trust framework handles a device’s access 

request in an IIoT environment. First, the blockchain network initializes and receives the access request 

from the device. The system verifies the device’s identity using its registered credentials. If the identity is 

valid, a transaction is created with the device details and data payload, then signed with the device’s private 

key for authenticity. This transaction is broadcast to validator nodes, where a consensus mechanism 

validates it. Once consensus is reached, the transaction is added to a new block, and the distributed ledger is 

updated. The device is then granted access to the network. If the verification or consensus fails at any stage, 

access is denied. Finally, the system logs every event, whether successful or denied, ensuring traceability 

and auditability of all device interactions. 

4.6 Block Data Structure 

In the BLOX-Trust framework, every block in the permissioned blockchain is designed to securely store 

both transactional and system-related metadata, ensuring integrity, traceability, and auditability across the 

IIoT environment. Each block maintains cryptographic links with its predecessor, forming a tamper-proof 

chain that validates every device operation within the system. 

This structure supports real-time verification, enables forensic analysis of historical events, and ensures 

that any unauthorized changes can be immediately detected. Table 2 shows example of block data structure. 

Table 2: Example of Block Data Structure 

Field Description Example 

Block Index Sequence number of the block 0 

Previous 

Hash 

Hash of the previous block in the 

chain 
00000000... 

Merkle Root 
Root hash summarizing all 

transactions 
9d89ed10... 

Edge Root 
Hash of all edge device activities in 

block 
7f19b63e... 

Timestamp Time of block creation 1743053969.0619528 

Block Hash Hash generated for the current block 000026d2118c4a35be647d1f3040839bef66fead80965... 
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The block data structure includes multiple cryptographic layers: Block Header, Merkle Root, Edge Root, 

Payload Section. 

4.6.1 Block Header 

The block header serves as the core identifier of each block within the BLOX-Trust blockchain. It contains 

the Block Index, Previous Hash, Timestamp, and the Block Hash, forming a secure and immutable 

reference to the block. By linking each block to the hash of its predecessor, the header ensures the 

continuity of the blockchain and protects against unauthorized tampering. This cryptographic chaining 

provides strong security and establishes a reliable history of transactions across the IIoT environment. 

4.6.2 Merkle Root 

The Merkle root represents the root of the Merkle tree created from all transaction hashes within the block. 

This structure allows for quick and efficient verification of any transaction without the need to process the 

entire block, significantly improving performance during audits and validations. It ensures that even the 

smallest change in transaction data alters the root hash, guaranteeing integrity and immutability of the data 

stored in the blockchain. 

4.6.3 Edge Root 

The edge root acts as a summarized cryptographic hash of all device-level activities recorded within the 

edge layer for that block. By maintaining this aggregated hash, the system can perform real-time auditing 

of IIoT device operations, enabling rapid detection of anomalies or unauthorized activities. This feature 

supports enhanced monitoring and facilitates trust evaluation between edge and higher network layers. 

4.6.4 Payload Section 

The payload section stores the transaction data, enforced security policies, and event logs generated during 

device interactions. This layer ensures that every data exchange is recorded in a traceable and auditable 

format, supporting compliance with operational and regulatory requirements. By maintaining detailed 

payload data, the framework enables in-depth analysis, improves transparency, and ensures reliable 

evidence for forensic investigations while maintaining high throughput in industrial environments. 

4.7 Collaborative DDoS Mitigation 

To enhance resilience against distributed denial-of-service (DDoS) attacks, the framework integrates a 

collaborative mitigation algorithm leveraging both fog and cloud layers. 

Algorithm 2: Pseudocode for Collaborative DDoS Detection and Mitigation 

Input: Network_Traffic, Threshold_Limits 
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Output: Mitigated_Network_State 

 

1: Collect Network_Traffic at Edge_Nodes 

2: Analyze_Traffic_Patterns using AI_Models 

3: if Abnormal_Traffic > Threshold_Limits then 

4:     Alert_Fog_Controller() 

5:     Update_Blockchain_Record("Suspicious_Device") 

6:     Apply_Rate_Limiting(Device_ID) 

7:     if Attack_Persists then 

8:         Route_Traffic_to_Cloud_Filter() 

9:         Initiate Blacklisting(Device_ID) 

10:    Update_Global_Ledger() 

11: else 

12:    Maintain_Normal_Operations() 

Algorithm 2 outlines the collaborative approach of the BLOX-Trust framework for detecting and mitigating 

distributed denial-of-service (DDoS) attacks in IIoT networks. First, network traffic is continuously 

collected at the edge nodes, where AI models analyze traffic patterns to detect anomalies. If abnormal traffic 

exceeds predefined threshold limits, an alert is sent to the fog controller, and the blockchain ledger is 

updated to record the suspicious device for traceability. The system then applies rate limiting to control the 

traffic from the affected device. If the attack persists despite these measures, the traffic is routed through the 

cloud-level filtering system, and the device is blacklisted to prevent further malicious activity. Finally, the 

global ledger is updated to synchronize the mitigation actions across the network. If no abnormal traffic is 

detected, normal operations are maintained, ensuring minimal disruption and optimal system performance. 

5. Experiment and Results 

The experiment and results section presents the evaluation of the proposed BLOX-Trust framework in a 

simulated Industrial Internet of Things (IIoT) environment. The experimental setup integrates edge, fog, and 

cloud layers to replicate real-world industrial operations and validate system performance under varying 

workloads and attack scenarios. Data collection and blockchain integration were implemented to ensure 

seamless, secure transaction recording and real-time verification across all nodes. The analysis demonstrates 

efficient handling of normal operational data and accurate anomaly detection using AI-driven models. 

During simulated distributed denial-of-service (DDoS) attacks, the collaborative detection and mitigation 

process effectively minimized downtime and secured network resources. Performance and scalability tests 

confirmed low-latency authentication, high transaction throughput, and minimal overhead in resource-

constrained environments. Comparative analysis against traditional IIoT architectures highlights the 

superior resilience, transparency, and adaptability of the blockchain-integrated system. These findings 

collectively validate BLOX-Trust as a robust and scalable security solution for modern industrial 

ecosystems. 
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5.1 Experiment Setup 

The experimental setup for evaluating the BLOX-Trust framework was designed to simulate a realistic 

Industrial Internet of Things (IIoT) environment, integrating edge, fog, and cloud layers to test security, 

performance, and scalability. The setup included resource-constrained IIoT devices, fog controllers for mid-

layer processing, and cloud servers for blockchain ledger management and advanced analytics. AI-driven 

models for anomaly detection and traffic monitoring were deployed to validate the effectiveness of the 

framework under normal operations and DDoS attack scenarios. 

Table 3: Experimental Setup Specifications 

Component Description Specifications 

IIoT Devices 
Sensors, actuators, and gateways for 

data generation 

Raspberry Pi 4 (4 GB RAM), ARM Cortex-

A72, Raspbian OS 

Fog Nodes 
Local processing and traffic 

aggregation 

Intel Core i7-9700, 16 GB RAM, Ubuntu 

20.04 

Cloud Server Blockchain ledger and AI analytics 
Intel Xeon Gold 6230, 64 GB RAM, Docker + 

Kubernetes 

Blockchain 

Framework 

Permissioned blockchain for secure 

transactions 
Hyperledger Fabric v2.5 

Consensus Protocol 
Lightweight consensus for low-latency 

operations 
Practical Byzantine Fault Tolerance (PBFT) 

AI Engine 
Anomaly detection and traffic 

classification 
Python 3.10, TensorFlow, Scikit-learn 

Network Emulator 
Simulated IIoT network and DDoS 

traffic 
Mininet 2.3, Scapy Toolkit 

Connectivity Network communication layer 5G/Edge network with 1 Gbps bandwidth 
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Figure 3: Experimental Setup of BLOX-Trust Framework 

Figure 3 illustrates the experimental environment for testing the BLOX-Trust framework. The edge layer 

includes IIoT devices generating data, which is processed locally and then relayed to the fog layer for 

intermediate analysis and policy enforcement. The cloud layer maintains the blockchain ledger, executes 

advanced AI-driven anomaly detection, and distributes security updates across the network. This multi-layer 

design replicates real-world industrial operations to evaluate performance during standard operations and 

under simulated attack conditions. 

5.2 Data Collection and Blockchain Integration 

The data collection and blockchain integration process in the BLOX-Trust framework is designed to ensure 

secure, transparent, and traceable data flow across the edge, fog, and cloud layers. Industrial IoT (IIoT) 

devices at the edge continuously generate operational data, including sensor readings, equipment 

performance logs, and network traffic patterns. This data is first validated and pre-processed at the edge to 

minimize redundancy and noise before being transmitted to the fog nodes. The fog layer performs 

intermediate analytics and tags data with security metadata, which is then securely packaged and submitted 

to the blockchain network. The cloud layer finalizes data validation, records it in the permissioned 

blockchain ledger, and updates the system with immutable entries that enhance traceability and auditability. 

This integration ensures that every transaction — from data collection to storage — maintains integrity and 

supports real-time monitoring, efficient auditing, and streamlined analytics in industrial environments. 
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Table 4: Data Collection and Integration Process 

Layer Function Data Operations Security Features 

Edge 

Layer 

Data generation and 

preprocessing 

Collect sensor data, filter redundant 

entries, compress logs 

Lightweight encryption, 

device-level authentication 

Fog 

Layer 

Aggregation and 

tagging 

Aggregate data from multiple devices, 

annotate with contextual metadata 

Local blockchain validation, 

anomaly tagging 

Cloud 

Layer 

Final validation and 

storage 

Verify, store, and synchronize 

transactions across nodes 

Permissioned ledger, AI-based 

anomaly detection 

Figure 4 illustrates the secure flow of data through the BLOX-Trust architecture. At the edge layer, IIoT 

devices generate and pre-process operational data. The fog layer aggregates and enriches the data, adding 

security tags for validation and anomaly detection. Finally, the cloud layer records the validated data into 

the blockchain ledger, ensuring immutability and full traceability of every interaction across the IIoT 

network. This layered integration enables real-time, scalable, and tamper-proof data management within the 

industrial environment. 

 

Figure 4: Data Flow and Blockchain Integration in BLOX-Trust 

5.3 Data Analysis and Insights 

The data collected and processed through the BLOX-Trust framework was analyzed to assess security 

performance, operational efficiency, and system adaptability under both normal and attack conditions. AI-
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driven anomaly detection models were applied to evaluate traffic patterns, device behaviors, and latency 

performance across the edge, fog, and cloud layers. Insights derived from the analysis highlight low latency, 

high throughput, and strong anomaly detection accuracy, validating the robustness of the proposed 

framework. During simulated high-traffic events and DDoS scenarios, the system maintained stable 

performance, demonstrating its ability to adapt dynamically while preserving the integrity and immutability 

of transactions within the blockchain network. 

Figure 5 illustrates the key performance indicators of the BLOX-Trust framework. The figure highlights fast 

authentication, high throughput, and accurate anomaly detection, even during simulated cyberattacks. The 

performance analysis confirms that the integration of blockchain, zero-trust principles, and AI-driven 

analytics ensures scalable, secure, and efficient operations for IIoT environments. 

Table 5: Summary of Data Analysis Metrics 

Metric Description Result 

Authentication Latency Average time to verify device identity 45 ms 

Transaction Throughput Number of validated transactions per second 950 TPS 

Anomaly Detection Accuracy Accuracy of AI-driven detection 98.6% 

Ledger Update Time Time to append transactions to the blockchain 210 ms 

Resource Utilization Average CPU and memory usage 65% CPU, 58% RAM 

DDoS Mitigation Efficiency Percentage of malicious traffic blocked 96.2% 
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Figure 5: Performance Insights from Data Analysis 

5.4 DDoS Attack Mitigation 

The BLOX-Trust framework was rigorously tested under simulated distributed denial-of-service (DDoS) 

attack conditions to evaluate its ability to detect, mitigate, and recover from high-volume malicious traffic 

targeting IIoT devices. The edge layer rapidly identified abnormal traffic patterns using AI-driven anomaly 

detection models, while the fog layer applied rate limiting and traffic filtering to minimize service 

disruption. The blockchain layer logged all mitigation events, ensuring a tamper-proof record of attack data 

for forensic analysis. Results demonstrated that the collaborative edge-fog-cloud mechanism effectively 

reduced network downtime, preserved device communication, and maintained the integrity of industrial 

operations during high-intensity attack scenarios. 

Table 6: DDoS Attack Mitigation Performance 

Metric Description Result 

Detection Latency Time to detect abnormal traffic 38 ms 

Mitigation Response Time Time to apply mitigation rules after detection 120 ms 

Attack Traffic Blocked Percentage of malicious traffic mitigated 97.4% 

Legitimate Traffic Preservation Percentage of normal traffic maintained 95.8% 

Ledger Update Time Time to log attack and mitigation events 225 ms 

Recovery Time Time to restore full network functionality 2.5 seconds 

https://www.ijsat.org/


 

International Journal on Science and Technology (IJSAT) 

E-ISSN: 2229-7677   ●   Website: www.ijsat.org   ●   Email: editor@ijsat.org 

 

IJSAT25038033 Volume 16, Issue 3, July-September 2025 21 

 

 

Figure 6: DDoS Detection and Mitigation Workflow in BLOX-Trust 

Figure 6 illustrates the DDoS detection and mitigation workflow in the BLOX-Trust framework. Suspicious 

traffic is first detected at the edge layer, flagged by AI models, and relayed to the fog layer for advanced 

filtering and rate-limiting processes. The cloud layer supports deeper analysis, updates the blockchain 

ledger with attack details, and issues global policy adjustments. This collaborative approach ensures real-

time detection, rapid response, and resilient protection for IIoT networks during active cyberattacks. 

5.5 Performance and Scalability 

The BLOX-Trust framework was evaluated for performance and scalability to ensure it can handle real-time 

demands of Industrial IoT (IIoT) networks under varying workloads. The framework was tested under 

normal traffic, peak traffic, and simulated attack conditions to assess latency, throughput, resource 

utilization, and fault tolerance. Results indicate that BLOX-Trust maintains low-latency authentication, high 

transaction throughput, and efficient resource usage even under high traffic loads. Its lightweight consensus 

mechanism and optimized edge-fog-cloud coordination allow for horizontal scalability, enabling seamless 

integration of additional nodes and devices without significant performance degradation. 

Table 7: Performance and Scalability Metrics 

Metric Normal Traffic Peak Traffic Under Attack 

Authentication Latency 42 ms 55 ms 60 ms 
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Metric Normal Traffic Peak Traffic Under Attack 

Transaction Throughput 980 TPS 910 TPS 865 TPS 

CPU Utilization 58% 70% 75% 

Memory Utilization 55% 63% 68% 

Ledger Update Time 205 ms 230 ms 250 ms 

Fault Tolerance (Node Failure Recovery) 2.1 sec 2.8 sec 3.3 sec 

 

Figure 7: Performance and Scalability of BLOX-Trust Framework 

Figure 7 illustrates the performance and scalability analysis of the BLOX-Trust framework. The results 

show that even during high-load and attack conditions, the system maintains stable latency and high 
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throughput, while resource utilization remains within optimal limits. This confirms the framework’s 

suitability for large-scale industrial deployments where scalability, reliability, and resilience are critical. 

5.6 Comparative Analysis of Blockchain-Integrated IIoT Systems with Traditional IIoT Architectures 

To demonstrate the effectiveness of the BLOX-Trust framework, a comparative analysis was performed 

between blockchain-integrated IIoT systems and traditional IIoT architectures. Key performance indicators 

such as security, latency, scalability, auditability, and resilience were evaluated. The analysis clearly shows 

that integrating blockchain with zero-trust principles significantly enhances data integrity, threat detection, 

and overall operational transparency, while maintaining competitive performance in terms of latency and 

scalability. 

Table 8: Comparative Analysis of Blockchain-Integrated and Traditional IIoT Systems 

Feature Traditional IIoT Architecture Blockchain-Integrated IIoT (BLOX-Trust) 

Security 
Limited, relies on centralized controls; 

vulnerable to breaches 

Decentralized, immutable ledger with zero-

trust continuous verification 

Latency 
Low under normal loads but vulnerable 

during attacks 

Slightly higher but stable and predictable due 

to optimized consensus 

Scalability 
Limited by centralized server 

bottlenecks 

Highly scalable through distributed edge-fog-

cloud design 

Auditability Minimal logging and weak traceability 
Immutable, auditable transaction records for 

full transparency 

Anomaly 

Detection 
Basic rule-based systems AI-driven, adaptive, and real-time detection 

Fault Tolerance Low; single points of failure common 
High; blockchain redundancy ensures 

continued operations 

Resilience to 

DDoS 
Limited; high downtime during attacks 

High; rapid detection and collaborative 

mitigation mechanisms 

Compliance 

Readiness 
Manual and error-prone 

Automated compliance through immutable, 

traceable data 
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Figure 8: Comparative Performance of BLOX-Trust vs. Traditional IIoT Systems 

Figure 8 illustrates the comparative performance between traditional IIoT architectures and the blockchain-

integrated BLOX-Trust framework. While traditional systems offer lower latency in basic operations, they 

lack advanced security, auditability, and resilience. BLOX-Trust, in contrast, ensures superior security, 

scalability, and reliability, providing a balanced and robust solution suitable for modern industrial 

environments. 

5.7 Discussion 

The experimental findings demonstrate that the proposed BLOX-Trust framework enhances security, 

privacy, and scalability in Industrial IoT (IIoT) environments by integrating blockchain, zero-trust 

principles, and AI-driven anomaly detection. The analysis confirms that the combination of permissioned 

blockchain and continuous verification mechanisms delivers robust performance with low latency, high 

throughput, and strong resilience under both normal and attack scenarios, aligning with the findings of 

Chang et al. (2025) [21], who emphasized the benefits of AI–blockchain synergy in reinforcing zero-trust 

cybersecurity through adaptive consensus and behavioral profiling. 

These results are consistent with Ahmed et al. (2025) [22], who demonstrated the effectiveness of 

blockchain integration for secure data management with reduced computational overhead, and Sari and 

Butun (2025) [23], who showcased the improvement of operational transparency in logistics through 

blockchain and IoT integration. By integrating edge and fog computing layers, BLOX-Trust optimizes data 

flow and reduces latency, addressing the scalability and efficiency gaps highlighted by El-Hajj (2025) [24] 

in federated learning and zero-trust architectures for next-generation networks. 
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The incorporation of adaptive policy enforcement and distributed consensus mechanisms in BLOX-Trust 

builds upon approaches similar to those proposed by Dwivedi et al. (2025) [25], who achieved high 

authentication accuracy using blockchain-enabled neural networks, and Patel et al. (2025) [26], who 

validated blockchain-supported frameworks for secure data handling in sensitive environments. The 

experimental results also validate the efficiency of collaborative DDoS mitigation strategies, reflecting the 

emphasis on resilient and intelligent attack detection systems discussed by Kshetri et al. (2025) [27] and 

Whig et al. (2025) [28], particularly in ensuring device-level security and hardware integrity. 

Performance and scalability testing further confirm that BLOX-Trust supports 980 transactions per second 

under normal conditions and 865 transactions per second under attack scenarios, while maintaining optimal 

resource utilization. This performance advantage aligns with Khan et al. (2025) [29], who demonstrated the 

benefits of fog-enhanced blockchain frameworks for latency reduction and efficient resource use, and Xi et 

al. (2025) [30], who highlighted the importance of blockchain integration for robust and resilient industrial 

operations. 

Overall, the BLOX-Trust framework bridges critical gaps in the literature by delivering a lightweight, 

scalable, and adaptive architecture for IIoT systems. It enhances real-time threat detection and mitigation, 

ensures operational transparency, and provides immutable auditability and compliance capabilities, offering 

a robust, next-generation solution consistent with the advancements and recommendations outlined in recent 

studies. 

6. Conclusion 

The BLOX-Trust framework achieved notable performance in the experimental evaluation, delivering 

authentication latency as low as 42 ms, transaction throughput of 980 TPS under normal loads, and 865 TPS 

during attack scenarios, while maintaining resource utilization below 75%. Its AI-driven anomaly detection 

achieved 98.6% accuracy, and collaborative DDoS mitigation blocked 97.4% of malicious traffic with a 

rapid 2.5-second recovery time, demonstrating its robustness and scalability for IIoT ecosystems. However, 

the current implementation is limited by its dependency on simulated environments and needs further 

validation in large-scale, real-world industrial networks. Future work will focus on integrating advanced 

lightweight consensus protocols and optimizing energy efficiency to enhance performance in resource-

constrained deployments. 
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