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Abstract:

The security of the Internet of Things (IoT) depends not only on strong network protocols but also on the
physical security of endpoint devices. While higher-level systems handle access policies, edge devices
often with less than 10 KB of RAM need specialized cryptographic primitives to safeguard data from
physical extraction and tampering. This paper examines the "Lightweight Cryptography (LWC) Triad":
balancing algorithm size, vulnerability to physical attacks, and the high cost of countermeasures. It
criticizes the industry's focus on raw gate counts, arguing that "mask-ability," the ease of defending a
cipher against side-channel attacks, is a better metric. By comparing the National Institute of Standards
and Technology (NIST) approved ASCON standard with the hardware-optimized GIFT-COFB, the paper
offers strategic guidance for protecting Class 0 and Class 1 devices. It highlights the urgent research gap
in Post-Quantum Lightweight Cryptography (PQLWC) needed to secure long-term infrastructure against
future threats.

Keywords: Lightweight Cryptography (LWC), ASCON, Side-Channel Analysis (SCA), Class 0 Devices,
NIST SP 800-232, Post-Quantum Cryptography (PQC).

I. INTRODUCTION

A. The (Internet Of Things)IoT Resource Landscape

The 10T ecosystem is often mistakenly seen as a uniform network of "smart" devices. In fact, it consists
of layered levels. At the lowest level are "constrained nodes," officially defined by the IETF (RFC 7228),
which have severe resource restrictions. This paper specifically examines Class 0 devices (such as passive
RFID tags and sensor motes with less than 10 KB RAM and 100 KB Flash) and Class 1 devices (around
10 KB RAM, 100 KB Flash). Unlike powerful Electronic Control Units (ECUs) that can run standard 1P
stacks, these devices cannot support traditional security protocols without depleting their energy or
memory. Recent surveys show that, despite the growth of [oT, many edge devices remain at risk due to
the resource-intensive nature of legacy cryptographic standards.

Diagram A: The loT Resource Pyramid (Class 0 vs Class 1)
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B. The "Heavy'" Legacy

For many years, the Advanced Encryption Standard (AES) has been considered the benchmark for
confidentiality. However, the current need for Authenticated Encryption with Associated Data (AEAD)
highlights AES's limitations in constrained environments. The typical mode, AES-GCM (Galois/Counter
Mode), depends on GHASH for authentication, which operates in a binary Galois field. This process
requires a complex, resource-heavy multiplier circuit that is not related to the AES core. Implementing
these doubles the hardware area or cycle time, making AES-GCM too resource-intensive for Class 0
devices, where every transistor's power consumption matters. Recent IETF drafts recognize these issues
and suggest improvements, such as GCM-SST (Galois Counter Mode with Secure Short Tags), to address
tag truncation and enhance security, but hardware overhead issues still hinder the smallest devices.

C. The NIST Standardization Milestone

Recognizing this gap, the National Institute of Standards and Technology (NIST) initiated a multi-year
standardization effort to identify a successor to AES suitable for constrained environments. This effort
culminated in 2023 with the selection of the ASCON family, officially published as NIST SP 800-232 in
August 2025. ASCON signifies a significant shift, transitioning from traditional block ciphers to
permutation-based cryptography that includes native AEAD (Authenticated Encryption with Associated
Data) and hashing functionalities with a small footprint. This standardization establishes a benchmark for
hardware accelerators, promoting compatibility among vendors.

D. Strategic Bridge

While advanced architectures such as Blockchain-managed Attribute-Based Encryption secure data flow
and access policies among stakeholders, the integrity of the device itself depends on lightweight primitives
that can withstand physical extraction. If the physical edge is compromised, the data entering the
blockchain ecosystem is corrupted from the start. This paper focuses on the essential physical layer that
enables secure data ingestion for protocols such as OSCORE.

II. THE CORE PROBLEM: THE " LIGHTWEIGHT CRYPTOGRAPHY (LWC) TRIAD"
Designing for the edge requires solving a triad of interconnected challenges that do not exist in server or
desktop environments.

A. Challenge 1: The Design Tension

The first challenge involves balancing cryptographic security margins with the implementation footprint.
In hardware (ASIC/FPGA), footprint is measured in Gate Equivalents (GE), whereas in software, it is
measured in terms of RAM and ROM usage. Unlike ABE(Aftribute-Based Encryption), which is
inherently computationally intensive for supporting complex policies, Lightweight Cryptography (LWC)
focuses on minimizing circuit area down to fractions of a millimeter to cut costs and power consumption.
The key research difficulty is decreasing the number of logic gates without significantly lowering the
cipher's algebraic degree, which could make it susceptible to linear or differential cryptanalysis.

B. Challenge 2: The Physical Threat Model

The threat model for an edge device is unique: the attacker is assumed to have physical access. This
proximity allows for two devastating classes of attacks:

1)  Side-Channel Analysis (SCA): By observing power usage or electromagnetic (EM) emissions during
cryptographic processes, an attacker can statistically link physical leaks to internal secret states to
determine the key. Recent research has shown that Deep Learning-based SCA attacks can successfully
target unprotected ASCON implementations, recovering keys with fewer than 24,000 traces.

2)  Fault Injection (FA): Active attackers can intentionally cause device errors—through voltage spikes,
clock tampering, or lasers—leading to computational faults. Examining these faulty outputs using a
method known as Differential Fault Analysis can easily uncover the secret key. Additionally, targeted
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attacks such as Statistical Ineffective Fault Analysis (SIFA) have proven effective against LWC candidates
that lack specific hardware protection hardening.

C. Challenge 3: The Cost of Countermeasures

The actual expense of a lightweight cipher isn't its basic implementation but the additional costs for
protection. Masking (or Threshold Implementation) is the primary defense against Side-Channel Analysis
(SCA), which involves splitting sensitive data into multiple random shares. Although linear operations
like XOR are inexpensive to mask, non-linear operations such as S-boxes require significantly more area
and randomness, increasing the overall size. A small, unprotected cipher can become considerably larger
once masked, undermining its "lightweight” advantage.

III. ARCHITECTURAL NIST LWC STANDARDS
A. The "Gate Count Fallacy"
The industry often focuses excessively on raw Gate Equivalents (GE), leading to a "race to the bottom."
Nevertheless, relying solely on this metric can be misleading if the costs linked to physical aspects are not
taken into account security.
1)  AES-GCM Overhead: A compact 8-bit AES encryption core can be built in about 2,400 GE, but
adding the GHASH multiplier for GCM mode often increases the total to over 10,000 GE. Additionally,
masking the AES S-box, which involves inversion in GF(28), is mathematically complex and usually
requires a substantial amount of fresh randomness (entropy) per cycle to ensure security, resulting in
higher power consumption.
2)  Permutation Efficiency: Permutation-based ciphers, such as ASCON, eliminate the need for separate
key-scheduling logic and distinct encryption and decryption circuits. This streamlined method minimizes
control logic, resulting in a smaller overall system than traditional block cipher modes.

B. Emphasizing the ""Mask-ability"" Argument

NIST selected ASCON (NIST SP 800-232) because it provides an ideal balance between baseline
performance and the "cost of protection.”

1)  Implementation Metrics: The unprotected hardware implementation of the ASCON permutation
core requires approximately 4,700 GE. While this is larger than the smallest block ciphers, it offers
comprehensive AEAD and Hashing functionalities in a single module circuiz.

2)  Ease of Protection (Mask-ability): A main feature of ASCON is its "TI-friendly" 5-bit S-box, with
an algebraic degree of 2, allowing for efficient resistance to side-channel attacks. A first-order Threshold
Implementation (TI) of ASCON requires approximately 8,000 GE, which is just 3.1 times the cost of the
unprotected version. Conversely, masking AES generally incurs much higher costs in area and other
resources latency.

3)  Vulnerability Mitigation: Unprotected ASCON is vulnerable to Deep Learning SCA, which can be
recovered in about 24,000 traces, and SIFA, which can be exploited with approximately 280 faults.
However, typical countermeasures, such as the ROCKY implementation, have proven to mitigate these
fault-injection risks with significantly less hardware overhead.

C. Focusing on the Target Environment (Class ()

For Class 0 devices, where even ASCON's 4,700 GE might be too large, GIFT-COFB, a NIST finalist
GIFT-COFB represents the height of hardware minimization.

1)  Extreme Compactness: An unprotected hardware implementation of GIFT-COFB requires only
3,927 GE. This efficiency is made possible by employing the GIFT-128 block cipher, a refined version of
PRESENT, along with the Combined Feedback (COFB) mode.

2)  Trade-offs: GIFT-COFB, though smaller, is strictly an authenticated encryption scheme and does
not inherently support hashing, unlike ASCON does. This limits its flexibility in protocols that need
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signature verification but makes it more suitable for ultra-constrained RFID tags where only basic
encryption is necessary.

TABLE I. HARDWARE FOOTPRINT COMPARISON (UNPROTECTED ASIC 65NM)

ALGORITHM TYPE FUNCTIONALITY AREA (GATE EQUIVALENTS)
AES-GCM BLOCK CIPHER AEAD ~10,000+ GE (witTH GHASH)

ASCON-128 PERMUTATION AEAD + HASH 4,700 GE

GIFT-COFB BLOCK CIPHER AEAD ONLY 3,927 GE

Diagram C: Hardware Footprint Comparison
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IV. STRATEGIC RECOMMENDATIONS FORIMPLEMENTATION
A. The "Mask-ability" Metric
In future hardware designs, engineers should focus on "Mask-ability"—the ability to effectively strengthen
a cipher—more than on raw speed.
. Recommendation: Prioritize algorithms that use low algebraic degree S-boxes (such as ASCON's
degree-2 S-box) in environments with high physical attack risks. Higher-degree S-boxes (for example,
AES's degree-7) need more shares and additional "fresh randomness" to effectively mask the data securely.
o Rationale: Generating random bits for masking consumes a lot of energy. A cipher that needs
fewer random bits to ensure first-order security will reduce the overall system power consumption, helping
to prolong the battery life of Class 1 devices.

B. Standardization for Interoperability

Adopting NIST SP 800-232 is essential for addressing the fragmentation within the IoT ecosystem.

1) Protocol Integration: Standardization enables ASCON to be seamlessly integrated into lightweight
communication protocols. In particular, ASCON is well-suited for the Object Security for Constrained
RESTful Environments (OSCORE) protocol (RFC 8613). OSCORE secures CoAP messages at the
application layer, providing end-to-end security even when passing through untrusted networks gateways.
2)  Key Management. ASCON can be combined with EDHOC (Ephemeral Diffie-Hellman Over
COSE), a lightweight protocol for secure key exchange tailored for constrained devices. Together with
OSCORE, this combined setup (ASCON + OSCORE + EDHOC) provides a comprehensive, standardized
security stack suitable for Class 1 devices, replacing proprietary, often insecure ad hoc solutions.
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Diagram E: The Secure loT Protocol Stack
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V. THE NEXT FRONTIER: POST-QUANTUM LWC
A. The ""Harvest Now, Decrypt Later" Threat
While ASCON protects against current threats, it depends on traditional security assumptions. [oT devices
used in critical infrastructure, such as smart meters and automotive ECUs, often last over 15 years.
Attackers can intercept and store encrypted data now, waiting for a future quantum computer capable of
breaking the encryption to decrypt it. This risk is especially serious for long-lasting devices that are
difficult to update or patch.

B. The Research Gap: RAM Constraints on Class 0 Devices

A significant "Research Gap" exists in Post-Quantum Lightweight Cryptography (PQLWC). The current
NIST Post-Quantum Cryptography (PQC) standards are too resource-intensive for Class 0/1 devices.

1)  Kyber (ML-KEM) Constraints: The NIST-standardized Kyber-512 (ML-KEM-512) needs about 8—
12 KB of RAM solely for storing the polynomial state and executing the Number Theoretic Transform
(NTT) operations. This amount surpasses the total RAM available on a Class 0 device (<10 KB).

2)  Dilithium (ML-DSA) Constraints: The Dilithium signature scheme features large key sizes and
signature data, which pose challenges for the Maximum Transmission Unit (MTU) of low-power radio
protocols such as Zigbee or LORaWAN. Additionally, implementing Dilithium on 8-bit microcontrollers
is extremely slow without specialized hardware acceleration.

C. Future Directions

To bridge this gap, future research must focus on:

1)  Hardware Acceleration: Implementing PQC solely in software on Class 0 devices is impractical.
Hardware accelerators, such as NTT units for polynomial multiplication, are necessary to offload
processing and minimize memory usage.

2)  Hybrid Schemes: Meanwhile, 'Hybrid' modes that merge ASCON (for quick operation) with a PQC
Key Encapsulation Mechanism (for durable key setup) provide a practical transition option, as long as the
PQC part can be performed infrequently or delegated to a gateway.

VI. CONCLUSION

Securing the edge requires a comprehensive engineering perspective that balances the algorithmic
footprint with the practical realities of physical attacks. Although the "gate count fallacy" encourages
designers to opt for the smallest cipher, real security costs are driven by countermeasure overheads like
masking. The NIST standardization of ASCON offers a well-balanced, adaptable, and physically
hardenable trust anchor, with a 3.1x masking overhead that is much lower than the costs associated with
legacy standards. Securing this physical layer with robust Lightweight Wing Control (LWC) provides a
strong foundation for dependable, complex, decentralized access control systems. Nonetheless, the
impending threat of quantum computing calls for immediate research into hardware-accelerated post-
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quantum cryptography (PQC) solutions that can operate within the strict <10 KB RAM constraints of the
most limited IoT devices.
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