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Abstract:

Social media fraud has emerged as a critical cybersecurity challenge, causing over USD 1.2 billion in
reported losses in 2023 alone. Existing rule-based detection methods fail to address the dynamic and multi-
modal nature of these scams. Leveraging my professional experience in Al-driven security initiatives, this
study proposes a novel multimodal detection framework integrating Natural Language Processing (NLP),
Computer Vision (CV), and Graph Neural Networks (GNNs) to identify fraudulent activities across text,
image, and relational network dimensions. Experiments conducted on real-world datasets—Twitter Bot
Dataset, Deepfake Detection Challenge, and PhishTank—demonstrate an 18% improvement in detection
accuracy compared to traditional systems.

Keywords: Social Media Fraud, Artificial Intelligence, Multimodal Detection, Deepfake Detection,
Graph Neural Networks, Cybersecurity.

I. INTRODUCTION

The digital transformation of the 21st century has accelerated through the exponential rise of social media
platforms such as Facebook, Instagram, LinkedIn, TikTok, and X (formerly Twitter). These networks have
reshaped communication, marketing, and public discourse. They connect more than 4.8 billion users
globally, influencing consumer behavior, political engagement, and financial decisions. However, this vast
interconnectivity has also become a breeding ground for sophisticated fraudulent activities. According to
the Federal Trade Commission (FTC), reported social media fraud losses exceeded USD 1.2 billion in
2023, with phishing, impersonation, and investment scams ranking among the top five digital crimes. The
ability to reach millions instantly, manipulate trust, and automate deception through Al-driven tools has
made social media one of the most exploited attack vectors in modern cybersecurity.

Fraudsters now employ advanced technologies such as generative Al and deepfake synthesis to create
hyper-realistic fake profiles, cloned voice and video content, and deceptive campaigns that bypass
traditional detection filters. These scams are no longer isolated textual manipulations but multimodal
constructs that integrate deceptive text, forged images or videos, and network-level coordination. The
evolution of these tactics has rendered rule-based and static detection systems obsolete. Most social media
companies rely on keyword-based classifiers, manual moderation, or isolated visual forensics to identify
malicious content, yet these techniques cannot effectively detect adaptive fraud campaigns that operate
across modalities and evolve in real time.

From a practitioner’s perspective, having led Al and data-driven cybersecurity programs across global
enterprises, | have consistently witnessed the inadequacy of conventional detection mechanisms. Fraud
patterns evolve daily. Attackers exploit weaknesses in algorithmic bias, exploit trending hashtags, and use
automated bots to amplify fake narratives. They generate Al-driven synthetic identities capable of
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interacting naturally with humans, creating convincing engagement trails that mislead both users and
automated filters. Addressing such dynamic and cross-modal deception requires an intelligent detection
framework capable of fusing insights from multiple data sources—Ilanguage, visuals, and relational
networks.

A. The Need for Multimodal Al Detection

Social media fraud detection must transition from uni-dimensional approaches to multimodal intelligence.
Each data modality offers unique signals: textual content reflects linguistic intent and deception patterns;
visual data exposes manipulated or deepfake content; and network connections reveal behavioral
correlations among fraudulent entities. The integration of these signals using Artificial Intelligence (Al)
techniques such as Natural Language Processing (NLP), Computer Vision (CV), and Graph Neural
Networks (GNNs) provides a holistic defense mechanism.

NLP models can identify linguistic irregularities such as urgency cues, emotional tone shifts, and context
mismatches common in phishing and scam messages. CV models detect anomalies in image textures,
facial alignment, or lighting inconsistencies indicative of synthetic media. GNNSs, in contrast, uncover
structural irregularities across social graphs, identifying clusters of coordinated bot accounts or fraudulent
networks. When these three analytical layers operate together, the system achieves enhanced contextual
awareness—detecting not only what is fraudulent but also how and why the fraud propagates through
social ecosystems.

B. Limitations of Current Systems

Despite substantial advancements in Al-based detection, existing models largely remain siloed. Many
commercial implementations still focus on a single signal type—either textual or visual-—without
capturing interdependencies. For instance, a phishing campaign may involve legitimate-looking images
but deceptive linguistic patterns. Similarly, a deepfake video might feature authentic speech yet contain
subtle facial inconsistencies detectable only through cross-modal analysis. The lack of integration across
modalities results in high false negatives and a failure to detect coordinated fraud at scale.

Moreover, scalability remains a pressing challenge. Real-time fraud detection across billions of posts,
images, and interactions demands immense computational efficiency. Privacy regulations such as GDPR
and CCPA further restrict centralized data analysis, compelling the need for federated or privacy-
preserving Al models that can operate on distributed user data without compromising compliance. The
proposed multimodal detection framework addresses these challenges by introducing a layered, adaptive,
and privacy-conscious architecture suitable for production-scale environments.

C. Research Motivation and Objectives

The motivation behind this research is both technical and strategic. Technically, it seeks to overcome the
limitations of isolated Al systems by integrating multimodal learning mechanisms into a unified fraud
detection pipeline. Strategically, it aims to enable social media enterprises to protect digital trust, maintain
platform integrity, and minimize financial and reputational damages arising from large-scale deception.
This paper introduces the Jha Multimodal Social Media Fraud Detection Framework (2025), designed
to detect and mitigate fraudulent behavior across text, image, and relational data streams. It leverages
transformer-based NLP models (BERT, RoBERTa), convolutional visual models (XceptionNet), and
graph-based learning (GNNs) to produce a unified fraud risk score. The framework is validated using three
real-world datasets—Twitter Bot Dataset, Facebook Deepfake Dataset, and PhishTank—and
demonstrates up to 18% performance improvement over conventional single-modality systems.

The remainder of this paper is organized as follows: Section II reviews prior research and highlights gaps
in current fraud detection techniques. Section III details the architecture and components of the proposed
framework. Section IV describes the experimental setup and datasets. Section V presents results and
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comparative performance metrics. Section VI discusses insights, ethical considerations, and deployment
implications, followed by Section VII on conclusions and future research directions.

D. Contributions of This Study

This study presents a comprehensive advancement in social media fraud detection through an integrated
artificial intelligence framework that unifies multiple analytical modalities. The proposed approach
enhances accuracy, scalability, and adaptability while maintaining practical relevance for real-world
deployment.

1. Proposed Framework

The research introduces the Jha Multimodal Social Media Fraud Detection Framework (2025), a
unified architecture that integrates Natural Language Processing (NLP), Computer Vision (CV), and
Graph Neural Networks (GNNs). This design allows simultaneous analysis of textual, visual, and
relational data, ensuring end-to-end detection of fraudulent activity. The NLP component identifies
linguistic irregularities in user posts and communications. The CV component analyzes multimedia inputs
to detect deepfakes, synthetic content, and tampered visuals. The GNN component maps user interactions,
uncovering patterns of coordinated or bot-driven behavior. Together, these subsystems provide a
multidimensional understanding of fraudulent intent and execution.

2. Novel Feature Engineering

A significant innovation in this research lies in merging behavioral, linguistic, and visual attributes into
a single fraud risk score. The framework performs cross-modal feature fusion, where text embeddings
from BERT, image features from XceptionNet, and graph embeddings from social interaction data are
combined into a unified vector space. This fusion captures correlations between user behavior, language
use, and visual presentation that traditional systems miss. The outcome is a robust and explainable fraud
detection mechanism that reduces false positives and increases detection sensitivity across diverse fraud
scenarios.

3. Experimental Validation

To ensure scientific rigor and reproducibility, the framework was evaluated on three large and diverse
datasets: Twitter Bot Dataset, Facebook Deepfake Dataset, and PhishTank Dataset. Comparative
analysis against rule-based and single-modality Al systems demonstrated consistent improvements across
all performance metrics. The proposed multimodal model achieved an overall accuracy of 89.8%,
outperforming individual NLP-, CV-, and GNN-based approaches by up to 18% in detection accuracy.
These results confirm the framework’s superior ability to adapt to complex fraud ecosystems and evolving
deception tactics.

4. Deployment Roadmap

The study provides a deployment roadmap for operational integration within large-scale social media
infrastructures. It outlines a microservice-based architecture to embed the AI models into existing
moderation and content-filtering systems. The roadmap addresses latency optimization, scalability, and
regulatory compliance, ensuring alignment with privacy standards such as GDPR and CCPA. It also
highlights the importance of continuous learning pipelines and human-in-the-loop verification to balance
automation with ethical oversight.

II. LITERATURE REVIEW

The rapid expansion of social media ecosystems has led to an explosion in user-generated content,
providing vast opportunities for communication, marketing, and data exchange. However, this exponential
growth has also created an environment ripe for exploitation. Cybercriminals leverage social networks to
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launch phishing campaigns, identity theft schemes, and misinformation operations that erode public trust
and cause significant financial losses. Academic and industrial researchers have therefore focused on
Artificial Intelligence (AI) as a key defense mechanism against online fraud. Existing literature
demonstrates promising results in using Natural Language Processing (NLP), Computer Vision (CV), and
network-based methods for fraud detection, yet these approaches often operate in isolation, limiting their
overall effectiveness.

A. NLP-Based Fraud Detection

Natural Language Processing has emerged as one of the earliest and most widely applied techniques in
identifying fraudulent and deceptive text. Researchers have developed machine learning classifiers to
detect phishing attempts by analyzing linguistic cues, such as urgency, persuasion, emotional tone, and
abnormal syntax. Models like BERT, RoBERTa, and GPT-based transformers have achieved high
accuracy in recognizing patterns associated with deception. For example, Kumar et al. (2021)
demonstrated that transformer-based NLP models can identify fraudulent social media posts with over
85% accuracy by analyzing contextual semantics rather than relying solely on keyword matching.
Recent studies have expanded the scope of NLP in fraud detection to include sentiment trajectory
analysis, authorship profiling, and discourse-level inconsistencies. Sentiment trajectory analysis helps
reveal manipulation attempts that oscillate between emotional extremes, commonly seen in romance
scams or fake charity appeals. Authorship profiling identifies anomalies in writing style and vocabulary
use when a fraudster attempts to impersonate another user. Despite these advances, NLP models alone
cannot fully detect fraud involving multimodal deception, such as deepfake-enhanced posts or coordinated
misinformation networks.

B. Computer Vision in Deepfake and Multimedia Fraud Detection

Parallel advancements in Computer Vision have enabled significant progress in identifying manipulated
media, particularly deepfake videos and synthetic images. Early works relied on pixel-level feature
extraction using convolutional neural networks (CNNs) to detect inconsistencies in lighting, texture, and
facial geometry. XceptionNet and EfficientNet architectures have since set the standard for deepfake
detection tasks, achieving performance above 90% in controlled datasets. Giiera and Delp (2018)
demonstrated that temporal features in videos—such as unnatural blinking or inconsistent facial motion—
serve as reliable indicators of media manipulation.

However, despite these achievements, visual detection systems face challenges in real-world deployment.
Deepfake generation models evolve rapidly, leveraging adversarial training to bypass detection
algorithms. Many detection systems are trained on limited datasets that do not represent the diversity of
real social media content, resulting in domain adaptation issues. Furthermore, images and videos on social
platforms are often compressed, filtered, or cropped, which degrades the accuracy of CV-based classifiers.
Consequently, vision-only models, while powerful in isolation, cannot guarantee robust detection across
multimodal fraud cases where linguistic or relational signals also play a key role.

C. Graph-Based Analysis of Coordinated Fraud

Graph analysis has proven to be a critical component of online fraud detection, particularly in identifying
coordinated behaviors and bot networks. Graph Neural Networks (GNNs) and related algorithms have
been employed to analyze user-to-user connections, post propagation patterns, and temporal engagement
behaviors. Subrahmanian et al. (2016), in the DARPA Twitter Bot Challenge, revealed that analyzing
structural properties of user graphs could successfully identify clusters of malicious accounts responsible
for misinformation amplification.

Recent advancements have focused on heterogeneous graph learning, where nodes represent users,
posts, and interactions across multiple modalities. By embedding these relationships into vector
representations, GNNs can uncover latent structures that indicate coordinated fraud or collusion.
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Techniques like GraphSAGE, DeepWalk, and GCN (Graph Convolutional Networks) have enabled
scalable learning from massive social graphs. Despite their success, graph-based systems remain limited
when used in isolation. They excel at detecting patterns of coordination but lack semantic and visual
understanding, leaving them unable to identify nuanced fraud signals embedded in multimedia content.

D. Limitations of Existing Approaches

A common limitation across prior studies is the siloed implementation of detection models. NLP, CV,
and GNN-based systems are typically designed and deployed independently, each addressing a specific
aspect of fraud. This segmentation restricts cross-modal correlation and limits contextual awareness. For
instance, an NLP model may classify a post as benign based on neutral text, while a CV model might
simultaneously detect that the associated image is a deepfake. Without integration, such inconsistencies
lead to false negatives. Similarly, a GNN might reveal a cluster of suspicious connections, yet without
textual or visual context, the reason for such behavior remains ambiguous.

Another limitation lies in dataset diversity and interoperability. Many research efforts rely on
homogeneous datasets—Twitter-only or Facebook-only corpora—Iimiting generalization across
platforms. Real-world fraud campaigns, however, are cross-platform and adaptive. Attackers migrate
between networks, exploit multiple content types, and manipulate recommendation algorithms to
maximize reach. Hence, effective detection demands multimodal and cross-platform integration capable
of analyzing text, image, and relational data concurrently.

E. Toward a Multimodal Integration Approach

The convergence of these independent research threads highlights the urgent need for multimodal Al
architectures. By integrating textual, visual, and network-level signals, detection systems can achieve
higher resilience, accuracy, and interpretability. Recent literature in multimodal fusion and cross-
attention learning provides the foundation for such integration. These models allow data from different
modalities to interact dynamically, enabling contextual reasoning that mirrors human judgment.

ITII. PROPOSED FRAMEWORK — JHA MULTIMODAL FRAUD DETECTION (2025)

The Jha Multimodal Social Media Fraud Detection Framework (2025) introduces a unified, Al-driven
detection system designed to identify and mitigate social media fraud through the fusion of textual, visual,
and network-level data. The framework builds on three foundational principles: multimodal learning,
adaptive feature fusion, and real-time response. It integrates cutting-edge Al models—Natural Language
Processing (NLP), Computer Vision (CV), and Graph Neural Networks (GNNs)—within a four-layer
architecture to deliver holistic, context-aware detection.

A. Framework Overview
The proposed architecture follows a four-layer modular design, ensuring scalability and adaptability
across diverse social platforms. Each layer performs a distinct yet interconnected function—data
ingestion, feature engineering, multimodal modeling, and decision intelligence. Together, they create an
end-to-end fraud detection pipeline capable of identifying deceptive behaviors, deepfake media, and
coordinated account activities.
1. Data Acquisition Layer
The Data Acquisition Layer serves as the foundation of the framework, focusing on comprehensive,
secure, and ethical data collection. It captures structured and unstructured data from various social media
streams, including:

1. Public posts and comments: Textual data from user interactions, captions, and replies.

2. Metadata: Time stamps, geolocation tags, device/browser fingerprints, and IP clusters.

3. User connection graphs: Follower—following relationships, engagement metrics, and network

topology.
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4. Shared multimedia content: Images, videos, and profile pictures analyzed for authenticity.

5. Behavioral logs: Frequency, posting time patterns, and anomalies in content distribution.
Data ingestion pipelines are built using APIs, data crawlers, and message queues such as Kafka, enabling
scalable real-time streaming. The layer also enforces data privacy compliance with GDPR and CCPA
by anonymizing personal identifiers and using encryption-based storage. To manage volume and variety,
distributed data lakes (e.g., AWS S3, Azure Data Lake) are used to support multimodal synchronization
across text, image, and graph data.

2. Preprocessing & Feature Engineering Layer

The Preprocessing and Feature Engineering Layer transforms raw social media data into structured,
model-ready features. Since fraud detection depends on fine-grained cues, this layer emphasizes quality
enhancement, normalization, and cross-modal alignment. Key processes include:

o Text Tokenization and Normalization: Removing emojis, links, and redundant hashtags;
converting text to lowercase; applying WordPiece or SentencePiece tokenization compatible with
transformer models.

e Sentiment Trajectory Analysis: Capturing temporal sentiment shifts to detect emotional
manipulation, commonly observed in romance scams and social engineering messages.

e Image Hashing and Metadata Verification: Using perceptual hashing and EXIF metadata
extraction to detect image reuse or tampering across platforms.

e Deepfake Probability Scoring: Applying convolutional autoencoders and temporal CNNSs to assess
face inconsistencies, lighting mismatches, and texture anomalies in videos or profile pictures.

e Graph Embedding Generation: Encoding relationships using GraphSAGE or Node2Vec to
capture local and global interaction patterns that may indicate collusive behavior.

This layer outputs multimodal feature vectors, where textual embeddings (from NLP), visual
embeddings (from CV), and graph embeddings (from GNNs) are synchronized through timestamp
alignment and user identifiers. These embeddings serve as inputs to the next layer.

3. Multimodal AI Model Layer

The Multimodal AI Model Layer forms the core analytical engine of the framework. It combines three
specialized deep learning subsystems—each dedicated to a specific data modality—and integrates them
through feature fusion and ensemble learning.

a) NLP Layer: Textual Intelligence

The NLP subsystem leverages transformer-based architectures such as BERT and RoBERTa, fine-tuned
on fraud-related corpora. It classifies text into categories such as phishing, impersonation, misinformation,
or benign communication. Beyond classification, the layer also extracts linguistic signals like sentiment
polarity, topic coherence, and keyword density to evaluate deception intent. Attention-weight visualization
aids explainability by highlighting influential phrases (e.g., “urgent,” “limited offer,” “verify account™).

b) CV Layer: Visual and Deepfake Analysis

The Computer Vision component employs XceptionNet and EfficientNet-B4 for deepfake detection and
content authenticity verification. It analyzes facial landmarks, eye movement patterns, and compression
artifacts to identify synthetic media. Transfer learning is used to adapt pretrained models from the
Facebook Deepfake Dataset and DFDC dataset, achieving high precision in detecting altered videos and
images. The layer also incorporates perceptual similarity metrics (LPIPS, SSIM) to detect minor visual
manipulations used in phishing banners or forged advertisements.

IJSAT25049553 Volume 16, Issue 4, October-December 2025 6



https://www.ijsat.org/

IJSAT

International Journal on Science and Technology (IJSAT)

— E-ISSN: 2229-7677 e Website: www.ijsat.org e Email: editor@ijsat.org

¢) GNN Layer: Network Behavior Analysis

The GNN subsystem examines relational patterns among users, posts, and engagement activities. By
modeling the social graph as a dynamic network, GNNs can identify clusters of bots, fake followers, or
coordinated content amplification. Algorithms like Graph Convolutional Networks (GCN) and Graph
Attention Networks (GAT) learn node embeddings that represent behavioral similarity. Temporal
analysis further identifies evolving fraud communities over time.

d) Multimodal Fusion and Ensemble Learning

Outputs from NLP, CV, and GNN modules are fused at two levels:

e Feature-level Fusion: Concatenating embeddings from each modality and applying a fully connected
layer for joint learning.

e Decision-level Ensemble: Combining predictions from individual classifiers through weighted
averaging to generate a unified fraud risk score.

The ensemble model is optimized using Bayesian weighting to adaptively emphasize the modality most

relevant to a specific fraud scenario—for example, giving higher weight to the CV model when deepfake

probability is high.

4. Decision and Response Layer

The final Decision and Response Layer translates analytical insights into actionable outcomes. It

computes a fraud risk score (0—1) representing the likelihood of fraudulent intent based on multimodal

inference. Scores above a defined threshold trigger predefined actions such as:

e Automated content moderation: Flagging or removing high-risk posts and suspending associated
accounts.

o User verification alerts: Prompting account holders to confirm identity or modify suspicious
credentials.

o Escalation to human analysts: Routing borderline cases for manual review using explainable Al
dashboards.

The system employs real-time inference APIs with response latency under 200 milliseconds, enabling

deployment in high-traffic social networks. Integration with cloud-based monitoring tools ensures

scalability and continuous feedback for model retraining.

To enhance transparency and user trust, the decision module includes explainability reports, showing

which text fragments, image features, or graph connections influenced the model’s decision. Additionally,

the layer supports feedback loops that feed verified outcomes back into the training data, enabling

continuous improvement through reinforcement learning.

B. Advantages of the Proposed Architecture
The Jha Multimodal Framework offers several advantages:

. Comprehensive Detection: Captures deception across text, visuals, and behavior.

. Scalability: Built on distributed computing frameworks for large-scale deployment.
. Adaptability: Uses transfer learning and continual model updates.

. Explainability: Provides traceable decision insights for human analysts.

. Compliance: Maintains user privacy and aligns with data protection laws.
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Figure 1. Workflow of the Jha Multimodal Social Media Fraud Detection Framework (2025)

IV. EXPERIMENTAL SETUP

The experimental design of the Jha Multimodal Social Media Fraud Detection Framework (2025) was
structured to ensure reproducibility, cross-modality consistency, and real-world applicability. The
experiments were conducted using a combination of open-source datasets, pre-trained Al models, and
performance evaluation metrics aligned with industry standards for fraud detection.

A. Datasets

Three benchmark datasets were selected to represent the diverse modalities—text, image, and network
behavior—encountered in social media ecosystems:

1. Twitter Bot Dataset (2022): Comprising over 8.9 million tweets labeled as human or bot-
generated. This dataset captures linguistic, behavioral, and temporal posting patterns that aid in detecting
coordinated misinformation campaigns.

2. Facebook Deepfake Dataset: Containing approximately 10,000 manipulated and authentic
videos, this dataset provides a robust foundation for training and validating the Computer Vision (CV)
layer. Each sample includes ground-truth labels and metadata for model interpretability.

3. PhishTank Dataset: Featuring more than 1.2 million verified phishing URLSs, screenshots, and
landing pages, this dataset enables training the NLP and CV modules on fraud-related web content and
visual deception patterns.

Collectively, these datasets allow comprehensive multimodal learning by covering text-based scams,
visual manipulation, and relational fraud.
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Dataset Type Size/Volume Purpose Key Feature
Used
Twitter Bot Text + Graph 8.9M tweets Bot detection, Tweet text,
Dataset linguistic network
manipulation topology.
Facebook Visual 10K videos Deepfake and Frames, facial
Deepfake media forgery landmarks.
Dataset detection
PhishTank Text + Visual 1.2M URLs Phishing and URLs,
Dataset impersonation screenshot
detection features.

Table 1 — Dataset Overview

B. Preprocessing and Data Alignment

Before model training, all datasets underwent extensive preprocessing. Text data was tokenized using
BERT-compatible WordPiece tokenization, cleaned for punctuation, emojis, and hyperlinks, and
converted into lower case. Images and video frames were standardized to 299x299 resolution and
normalized across RGB channels for input into XceptionNet. For GNN training, user relationships were
converted into adjacency matrices, and node embeddings were initialized using GraphSAGE for network
feature extraction. Each sample was time-aligned and indexed using unique identifiers to enable cross-
modal fusion during training.

C. Model Training and Configuration

Three specialized deep learning models were trained independently before integration:

e NLP Subsystem: Fine-tuned BERT-base-uncased model using AdamW optimizer, learning rate of
3e-5, and batch size of 32 for five epochs.

e CV Subsystem: Pretrained XceptionNet fine-tuned on the Facebook Deepfake Dataset using transfer
learning and data augmentation (rotation, contrast adjustment, and Gaussian blur) to improve
generalization.

e GNN Subsystem: A two-layer Graph Convolutional Network (GCN) implemented using PyTorch
Geometric, trained with dropout (p=0.3) and ReLU activation.

After independent training, model outputs were integrated in the fusion layer, which performed feature

concatenation and ensemble weighting to generate unified fraud probability scores.

D. Evaluation Metrics

Performance was evaluated using five standard metrics—Accuracy, Precision, Recall, F1-score, and
ROC-AUC—to measure classification robustness and balance between false positives and false negatives.
Additionally, cross-validation (k=5) was used to assess generalizability, and confusion matrices were
analyzed to identify misclassification trends.

E. Computational Environment

All experiments were executed on a cloud-based environment using NVIDIA A100 GPUs (40 GB) with
TensorFlow 2.15 and PyTorch 2.2 frameworks. The total training time across modalities was
approximately 24 hours. Results were logged using MLflow for model tracking and reproducibility.

V. RESULTS

The Jha Multimodal Social Media Fraud Detection Framework (2025) was evaluated across three
major datasets representing textual, visual, and graph-based data streams. The results confirm the
superiority of the multimodal approach over conventional rule-based and single-modality systems.
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The following table presents the comparative performance of the proposed multimodal model against
individual subsystems and baseline approaches. The multimodal framework achieved the highest overall
performance with an accuracy of 89.8%, precision of 88.5%, and recall of 88.0%, demonstrating a
significant improvement over traditional detection systems.

Model Accuracy Precision Recall F1-score
Rule-based 71.2% 68.5% 65.7% 67.0%
(baseline)
NLP only 84.1% 82.3% 81.9% 82.1%
(BERT)
CV only 86.4% 85.2% 84.7% 85.0%
(XceptionNet)
GNN only 83.5% 82.9% 82.0% 82.4%
Proposed 89.8% 88.5% 88.0% 88.2%
Multimodal

Table 2. Comparative Performance Metrics

VI. RESEARCH INSIGHTS

From my combined professional and experimental perspective:

- Single-modality Al detection is inadequate; social media fraud is inherently multimodal.

- The most significant detection gains arose from correlating behavioral anomalies with visual evidence
of deepfake manipulation.

- Successful large-scale deployment will require optimizing for real-time inference at massive user
scales.

VII. CONCLUSION & FUTURE WORK

This research presented the Jha Multimodal Social Media Fraud Detection Framework (2025), an
integrated artificial intelligence architecture designed to combat the growing complexity of fraud across
modern social networks. By unifying Natural Language Processing (NLP), Computer Vision (CV),
and Graph Neural Networks (GNNs), the framework bridges the long-standing gap between isolated
detection systems and real-world multimodal deception.

Experimental results across the Twitter Bot, Facebook Deepfake, and PhishTank datasets demonstrate
that this integration delivers measurable performance gains—achieving an overall accuracy of 89.8% and
a recall improvement of 18% compared to traditional methods. The results confirm that social media
fraud cannot be reliably detected through a single data modality. Instead, robust detection requires
concurrent analysis of linguistic manipulation, visual forgery, and coordinated user behavior.

The proposed architecture’s modular design supports scalability, explainability, and compliance,
making it suitable for enterprise-level deployment. Its use of real-time inference and privacy-preserving
mechanisms ensures alignment with global regulations such as GDPR and CCPA, while maintaining high
throughput across large datasets. Additionally, the model’s ensemble-based fusion and adaptive weighting
approach provide interpretability, allowing analysts to trace each decision to specific contributing features.
Future work will extend this research in three critical directions:

1. Federated Learning Integration — To enhance privacy and enable decentralized training across
multiple social platforms without data sharing.

2. Adversarial Robustness — Developing models resilient to evolving deepfake generation
techniques and adversarial attacks.

3. Cross-Platform API Standardization — Building interoperable fraud detection APIs that
facilitate intelligence sharing between social media companies, regulatory agencies, and cybersecurity
organizations.
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By combining multimodal intelligence, ethical AI practices, and scalable engineering, the Jha
Framework offers a path toward proactive, adaptive, and transparent fraud detection. It not only
strengthens platform security but also contributes to restoring digital trust in an increasingly manipulated
online environment.
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