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Abstract 

Digital transformation has become a strategic necessity for organizations; however, its success is 

frequently impeded by employee resistance. Drawing on psychological and behavioral theories, this study 

examines the influence of technological anxiety, perceived threat to job security, change fatigue, lack of 

self-efficacy, and perceived loss of autonomy on employee resistance to digital transformation. Using a 

quantitative research design, data were collected from a sample of 300 employees working in 

organizations undergoing digital transformation initiatives. Structural Equation Modeling (SEM) was 

employed to test the hypothesized relationships. The findings reveal that technological anxiety, job 

insecurity, change fatigue, and perceived loss of autonomy significantly increase employee resistance, 

while self-efficacy negatively influences resistance. The study contributes to the digital transformation 

and organizational behavior literature by offering a comprehensive psychological framework and provides 

practical implications for managers seeking to reduce resistance and enhance digital adoption. 
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1. Introduction 

Digital transformation has emerged as a strategic imperative for organizations seeking to enhance 

efficiency, innovation, and competitiveness in an increasingly technology-driven business environment. 

It involves the systematic integration of advanced digital technologies into organizational processes, 

structures, and cultures, fundamentally altering how work is performed and how value is created. 

Technologies such as automation, artificial intelligence (AI), cloud computing, and data analytics are not 

merely tools for operational improvement; they redefine job roles, decision-making processes, and 

patterns of collaboration. Through digital transformation, organizations aim to achieve faster service 

delivery, improved accuracy, cost optimization, and data-driven strategic insights that support long-term 

sustainability. 

Despite the substantial financial and strategic investments made in digital initiatives, a significant 

number of organizations struggle to realize the anticipated benefits of digital transformation. Empirical 
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evidence suggests that the failure of digital transformation projects is rarely attributable to technological 

limitations alone. Instead, human-related factors—particularly employee resistance—play a decisive role 

in undermining transformation efforts. Employees often exhibit resistance in subtle and overt ways, 

including reluctance to adopt new digital systems, diminished engagement with technology-enabled 

processes, reduced productivity, and, in some cases, intentional avoidance or misuse of digital tools. Such 

behaviors can slow implementation, increase operational disruptions, and ultimately compromise 

organizational performance. 

Employee resistance to digital transformation is deeply embedded in psychological perceptions, 

emotional responses, and belief systems associated with organizational change. Digital initiatives 

frequently disrupt established routines, challenge existing competencies, and create uncertainty regarding 

job roles and future career prospects. Employees may perceive digital technologies as a threat to job 

security due to automation and AI-driven task replacement, leading to anxiety and fear. Additionally, rapid 

and continuous technological changes can result in change fatigue, reducing employees’ motivation and 

willingness to engage with new initiatives. A lack of self-efficacy or confidence in one’s ability to learn 

and use new digital tools may further intensify resistance, particularly among employees who feel 

inadequately trained or supported. Perceived loss of autonomy and control over work processes can also 

contribute to negative attitudes toward digital transformation. 

While existing research on digital transformation has predominantly emphasized technological 

readiness, system quality, and infrastructural capabilities, comparatively limited attention has been given 

to the psychological mechanisms that drive employee resistance. Many studies adopt a technology-centric 

perspective, focusing on factors such as usability, compatibility, and technical support, while 

underestimating the role of emotions, perceptions, and individual cognitive appraisals of change. This 

narrow focus constrains the understanding of why employees resist digital initiatives even when adequate 

technological resources are available. 

Addressing this critical gap, the present study adopts a psychological perspective to examine the key 

antecedents of employee resistance to digital transformation. By exploring psychological factors such as 

technological anxiety, perceived threat to job security, change fatigue, lack of self-efficacy, and perceived 

loss of autonomy, the study seeks to provide a more comprehensive understanding of resistance behavior. 

Such insights can enable organizations to design more effective change management strategies that not 

only address technological challenges but also attend to employees’ psychological needs, thereby 

enhancing acceptance, engagement, and the overall success of digital transformation initiatives. 

 

2. Literature Review and Theoretical Background 

2.1 Employee Resistance to Change 

Employee resistance to change has been widely conceptualized as behavioral, cognitive, and 

emotional responses that oppose or undermine organizational change initiatives (Piderit, 2000). Early 

work by Lewin (1951) framed resistance as a natural reaction to forces that disrupt equilibrium in 
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organizational systems. Later scholars emphasized that resistance is not merely irrational opposition but 

often a rational response to perceived threats and uncertainties (Ford, Ford, & D’Amelio, 2008). 

In the context of digital transformation, resistance is amplified due to the pervasive and disruptive 

nature of technological change. Oreg (2006) identified dispositional resistance to change as stemming 

from routine-seeking behavior, emotional reactions, short-term focus, and cognitive rigidity. Digital 

transformation challenges existing work identities, skill sets, and professional relevance, thereby 

triggering anxiety and defensive behaviors (Besson & Rowe, 2012). Empirical studies indicate that 

employees resist digital systems when they perceive misalignment between technological change and their 

values, competencies, or job roles (Venkatesh & Bala, 2008). Thus, resistance in digital contexts is deeply 

psychological, shaped by perceptions of control, competence, and meaning at work. 

2.2 Technological Anxiety 

Technological anxiety refers to feelings of apprehension, tension, or fear experienced when 

individuals are required to use or anticipate using new technologies (Igbaria & Parasuraman, 1989). 

Rooted in computer anxiety theory, this construct explains why individuals avoid technology despite its 

potential benefits. Meuter et al. (2003) found that anxiety negatively affects attitudes toward self-service 

and digital systems, leading to avoidance and reduced usage. 

Within digital transformation initiatives, technological anxiety becomes particularly salient due to 

complex systems, rapid upgrades, and continuous learning demands. Studies grounded in the Technology 

Acceptance Model (TAM) demonstrate that anxiety significantly reduces perceived ease of use and 

perceived usefulness, indirectly increasing resistance to adoption (Venkatesh, 2000). Employees with high 

technological anxiety often fear making errors, appearing incompetent, or being evaluated negatively, 

which results in disengagement and passive resistance (Marakas, Yi, & Johnson, 1998). Consequently, 

technological anxiety serves as a critical psychological barrier to successful digital transformation. 

2.3 Perceived Threat to Job Security 

Perceived threat to job security arises when employees believe that technological advancements 

may render their roles redundant or diminish their future employment prospects. Greenhalgh and 

Rosenblatt (1984) conceptualized job insecurity as a perceived powerlessness to maintain desired 

continuity in employment. In digital transformation contexts, automation, artificial intelligence, and 

algorithmic decision-making intensify such fears. 

Job Insecurity Theory posits that perceived threats to employment trigger stress responses and 

defensive coping mechanisms (Sverke, Hellgren, & Näswall, 2002). Empirical research indicates that 

employees who perceive digital technologies as substitutes for human labor exhibit lower commitment, 

higher anxiety, and stronger resistance to change initiatives (Cheng & Chan, 2008). Rather than embracing 

innovation, employees may withhold cooperation, resist skill development, or sabotage implementation 

efforts. Thus, perceived job insecurity acts as a powerful antecedent of resistance during digital 

transformation. 
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2.4 Change Fatigue 

Change fatigue refers to a state of emotional exhaustion and cynicism resulting from repeated, 

overlapping, or poorly managed organizational change initiatives (Bernerth, Walker, & Harris, 2011). 

Unlike resistance rooted in fear or anxiety, change fatigue emerges from prolonged exposure to continuous 

transformation without adequate recovery or support. 

Studies suggest that digital transformation often unfolds as an ongoing process rather than a one-

time event, increasing the likelihood of employee burnout (Rafferty & Restubog, 2017). Employees 

experiencing change fatigue tend to develop skepticism toward management intentions and reduced trust 

in leadership, which lowers their willingness to engage in new initiatives (Vakola & Nikolaou, 2005). As 

a result, even well-designed digital initiatives may face resistance if employees are psychologically 

depleted and disengaged. 

2.5 Self-Efficacy 

Self-efficacy, derived from Bandura’s (1997) Social Cognitive Theory, refers to an individual’s 

belief in their capability to successfully perform specific tasks. In digital transformation contexts, digital 

self-efficacy determines how employees perceive their ability to learn, adapt, and use new technologies. 

Research consistently shows that employees with high self-efficacy are more proactive, resilient, 

and open to change (Avey, Reichard, Luthans, & Mhatre, 2011). Studies applying TAM extensions reveal 

that self-efficacy positively influences perceived ease of use and reduces resistance to technology adoption 

(Compeau & Higgins, 1995). Conversely, employees with low digital self-efficacy are more likely to 

experience anxiety, avoid training opportunities, and resist digital tools, thereby impeding transformation 

outcomes. 

2.6 Perceived Loss of Autonomy 

Perceived loss of autonomy refers to employees’ feelings that digital systems restrict their 

discretion, control, or independence in performing work tasks. Digital technologies often introduce 

standardized workflows, performance monitoring, and algorithmic control, which can diminish 

employees’ sense of agency. 

According to Self-Determination Theory (Deci & Ryan, 2000), autonomy is a fundamental 

psychological need, and its frustration leads to reduced intrinsic motivation and negative work attitudes. 

Empirical studies demonstrate that excessive digital monitoring and rigid system controls increase stress 

and resistance behaviors among employees (Sewell & Barker, 2006). When employees perceive digital 

transformation as a means of surveillance rather than empowerment, they are more likely to disengage 

and oppose change initiatives. 
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3. Conceptual Framework and Hypotheses Development 

Based on the theoretical foundations, a conceptual framework is proposed in which technological 

anxiety, perceived job insecurity, change fatigue, lack of self-efficacy, and perceived loss of autonomy 

influence employee resistance to digital transformation. 

H1: Technological anxiety positively influences employee resistance to digital transformation. 

H2: Perceived threat to job security positively influences employee resistance to digital transformation. 

H3: Change fatigue positively influences employee resistance to digital transformation. 

H4: Self-efficacy negatively influences employee resistance to digital transformation. 

H5: Perceived loss of autonomy positively influences employee resistance to digital transformation. 

 

Figure 1: the conceptual framework of the study 

 

4. Research Methodology 

4.1 Research Design 

A quantitative, cross-sectional research design was adopted to empirically test the proposed hypotheses. 

4.2 Sample and Data Collection 

Data were collected from 300 employees working in manufacturing, service, and IT organizations 

undergoing digital transformation. A stratified purposive sampling technique ensured representation 

across departments and job levels. 

Table 1: Demographic Profile of Respondents (n = 300) 

 Variable Category Frequency Percentage 
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 Gender Male 180 60 

   Female 120 40 

 Age Below 30 78 26 

   30–40 132 44 

   Above 40 90 30 

 
Experience 

Below 5 

years 
96 32 

 
  

5–10 

years 
114 38 

 
  

Above 10 

years 
90 30 

 

4.3 Measurement of Variables 

All constructs were measured using validated scales from prior studies and adapted to the digital 

transformation context. A five-point Likert scale was used. 

 

Table 2: Measurement Scales and Sources 

Construct No. of Items Source 

Technological Anxiety 5 Prior IT anxiety scales 

Job Insecurity 4 Job insecurity literature 

Change Fatigue 4 Change management studies 

Self-Efficacy 5 Social Cognitive Theory 

Loss of Autonomy 4 Self-Determination Theory 

Employee Resistance 5 Organizational change studies 

Figure 2: CFA Measurement Model 

4.4 Data Analysis Techniques 

Data analysis was conducted using SPSS and AMOS. Reliability, validity, correlation analysis, and 

Structural Equation Modeling (SEM) were employed. 
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5. Data Analysis and Results 

5.1 Preliminary Data Screening 

The data were screened for missing values, outliers, normality, and multicollinearity prior to hypothesis 

testing. Missing responses were minimal (<2%) and were handled using mean substitution. Skewness and 

kurtosis values for all constructs were within the acceptable range of ±2, indicating approximate normality. 

Variance Inflation Factor (VIF) values ranged between 1.32 and 2.11, confirming the absence of 

multicollinearity. 

5.2 Descriptive Statistics 

Table 3: Descriptive Statistics of Study Variables 

Construct Mean 
Std. 

Deviation 

Technological Anxiety 3.62 0.74 

Job Insecurity 3.55 0.71 

Change Fatigue 3.68 0.69 

Self-Efficacy 3.21 0.77 

Loss of Autonomy 3.59 0.72 

Employee Resistance 3.66 0.75 

The mean scores indicate a moderately high level of technological anxiety, change fatigue, and resistance 

among employees, suggesting psychological discomfort during digital transformation initiatives. 

 

5.3 Reliability and Convergent Validity 

Table 4: Reliability and Convergent Validity 

Construct Cronbach’s Alpha Composite Reliability AVE 

Technological Anxiety 0.86 0.88 0.60 

Job Insecurity 0.83 0.85 0.58 

Change Fatigue 0.84 0.86 0.59 

Self-Efficacy 0.88 0.90 0.62 

Loss of Autonomy 0.81 0.84 0.57 
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Construct Cronbach’s Alpha Composite Reliability AVE 

Employee Resistance 0.89 0.91 0.65 

All constructs exceed the recommended thresholds (α > 0.70, CR > 0.70, AVE > 0.50), indicating 

satisfactory reliability and convergent validity. 

5.4 Discriminant Validity 

Discriminant validity was assessed using the Fornell–Larcker criterion. 

Table 5: Discriminant Validity (Fornell–Larcker Criterion) 

Construct TA JI CF SE LA ER 

TA 0.77      

JI 0.42 0.76     

CF 0.39 0.45 0.77    

SE -0.36 -0.31 
-

0.34 
0.79   

LA 0.41 0.38 0.40 -0.29 0.75  

ER 0.54 0.49 0.52 -0.46 0.50 0.81 

Diagonal values (square root of AVE) exceed inter-construct correlations, confirming discriminant 

validity. 

5.5 Confirmatory Factor Analysis (CFA) 

Confirmatory Factor Analysis was conducted to assess the measurement model fit. The CFA results 

indicate an acceptable model fit: χ²/df = 2.31, CFI = 0.94, TLI = 0.93, GFI = 0.91, RMSEA = 0.058. All 

factor loadings were significant and exceeded 0.60. 
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Figure 2 presents the CFA measurement model. 

5.6 Structural Equation Modeling (SEM) 

Structural Equation Modeling was employed to test the hypothesized relationships. 

Table 6: Structural Model Fit Indices 

Fit Index Recommended Obtained 

χ²/df < 3.0 2.45 

CFI > 0.90 0.93 

TLI > 0.90 0.92 

RMSEA < 0.08 0.061 

The structural model demonstrates a good fit with the data. 

5.7 Hypotheses Testing 

Table 7: Hypotheses Testing Results 

Hypothesis Path 
Standardized 

β 
p-value Result 

H1 TA → ER 0.31 <0.001 Supported 

H2 JI → ER 0.24 <0.001 Supported 
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Hypothesis Path 
Standardized 

β 
p-value Result 

H3 CF → ER 0.27 <0.001 Supported 

H4 SE → ER -0.29 <0.001 Supported 

H5 LA → ER 0.26 <0.001 Supported 

 

Figure 3 illustrates the final structural model with standardized path coefficients. 

5.8 Interpretation of Results 

The results indicate that technological anxiety is the most influential predictor of employee resistance to 

digital transformation, highlighting the central role of emotional responses to new technologies. 

Employees who experience fear and discomfort toward digital systems are more likely to resist adoption 

efforts, as such anxiety undermines confidence and increases avoidance behavior. Change fatigue and 

perceived loss of autonomy also significantly contribute to resistance, suggesting that repeated change 

initiatives and digitally imposed controls can exhaust employees and reduce their sense of agency, thereby 

intensifying opposition to transformation efforts. 

In contrast, self-efficacy shows a significant negative relationship with employee resistance, underscoring 

its buffering effect in the transformation process. Employees who believe in their ability to learn and use 

digital technologies are more adaptable and less resistant, even in challenging change environments. The 

model explains approximately 62% of the variance in employee resistance, demonstrating strong 

explanatory power and emphasizing that psychological factors are critical determinants of resistance to 

digital transformation. 
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6. Discussion 

The findings provide robust empirical support for the psychological perspective of employee resistance to 

digital transformation. Consistent with TAM and Job Insecurity Theory, anxiety and job-related fears 

significantly heightened resistance. Change fatigue underscores the cumulative psychological strain of 

continuous transformation initiatives. The negative association between self-efficacy and resistance aligns 

with Social Cognitive Theory, emphasizing capability beliefs as critical enablers of digital acceptance. 

 

7. Managerial Implications 

From a managerial standpoint, the findings suggest that resistance can be mitigated through 

structured digital training programs, assurance mechanisms addressing job security, realistic pacing of 

transformation initiatives, and participatory implementation practices. Leaders should focus on enhancing 

digital self-efficacy and preserving employee autonomy to foster psychological readiness. 

 

8. Conclusion 

This study concludes that employee resistance to digital transformation is fundamentally a 

psychological phenomenon shaped by emotional, cognitive, and motivational factors rather than 

technological inadequacies alone. The findings demonstrate that technological anxiety, change fatigue, 

perceived threat to job security, and loss of autonomy significantly intensify resistance, while self-efficacy 

plays a critical buffering role by enabling employees to cope more effectively with digital change. By 

explaining a substantial proportion of variance in resistance, the proposed model underscores the 

importance of addressing employees’ psychological readiness alongside technological implementation.  

The results highlight that digital transformation initiatives are more likely to succeed when 

organizations proactively reduce anxiety through continuous training, manage change fatigue by pacing 

transformation efforts, communicate transparently about job security, and preserve employee autonomy 

through participative decision-making. Moreover, enhancing digital self-efficacy emerges as a strategic 

intervention for fostering adaptability and positive change attitudes. The study contributes to the literature 

by integrating multiple theoretical perspectives into a cohesive framework that advances understanding of 

resistance in digital contexts. Practically, the findings offer actionable insights for managers and 

policymakers seeking to design human-centered digital transformation strategies that promote sustainable 

adoption, employee well-being, and long-term organizational resilience. 

 

9. Limitations and Future Research 

Despite its contributions, the study is limited by its cross-sectional design and reliance on self-reported 

data. Future research could adopt longitudinal designs, comparative sectoral analyses, or explore 

moderating variables such as leadership style, organizational culture, or digital maturity. 
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