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Abstract

Deepfake videos are becoming more advanced and realistic, that their detection is getting more
challenging. It brings a deep concern for privacy and security on digital platforms. Current techniques
perform well in closed environment but faces issues in real world scenario for deepfake detection.
Therefore, in this work, we focus on detecting deepfake videos by first breaking each video into individual
image frames and then analyzing those frames using deep learning models. We applied transfer learning
using various CNN based pretrained models such as VGG, ResNet, DenseNet, MobileNet, EfficientNet
along with Vision Transformer (ViT). Our results show that all models perform well, with accuracy values
between 92.56% and 97.16% for CNN-based models. The Vision Transformer performs the best overall,
achieving 99.00% accuracy by capturing global patterns and small manipulation details in deepfake
videos. Overall, the study proves that transfer learning, is a strong and reliable approach for detecting
deepfake videos even when the size of the dataset is less.
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1. Introduction

Nowadays, lots of deepfake content is circulating over internet. Such content looks so real that its
detection, classification and removal is difficult. This is because, deepfake technology uses deep learning
algorithms which creates highly realistic fake videos. Not only it threatens the reliability of online
information and security systems, but also it can easily perform manipulations in faces and voices [1, 2].
Deepfakes such as voice cloning, text-to-speech, voice conversion, sound editing, language translation,
and segmented images can be created easily using low-cost technologies and mobile apps [3, 4]. Some of
them are FaceApp [6], advanced frameworks like dynamic identity recognition networks [7] and vocoder-
based voice synthesis systems [8]. As a result, deepfakes have now become a mode of spreading fake news
and misinformation by different groups, including automated accounts, political actors, and online
manipulators [9, 10].

Although there are many deepfake detection techniques, but still, they struggle to identify such content in
real-time. The problem they face is about lack of adaptability, and protection against new types of attacks
[5]. Therefore, now it has become a necessity for detecting deepfakes to prevent the misuse of artificial
intelligence in data manipulation [11]. Some detection approaches, based on graph neural networks, have
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been explored [12], but still challenges prevail. In various studies, it has been found that, detection systems
perform well in controlled environments, but they struggle in real-world situations [13].

Deepfake generation techniques are evolving very quickly making it difficult to improve detection tools
[15]. Such as early detection models could only identify basic fake content [14], but modern deepfakes
now look so real that it requires more advanced detection techniques [16]. This is because deepfake tools
can precisely manipulate facial expressions, speech, and identity features [17].

Deepfake detection methods are generally grouped into three types. These are feature-based, deep
learning-based and hybrid. Feature-based methods focus on manually designed features [18] while deep
learning-based methods focus on learning complex patterns from large datasets [19] and hybrid methods
that combine both approaches for better performance [20].

In real life, videos shared on social media are often compressed with low resolution, created from multiple
low-quality sources, which makes detection more difficult [21, 22]. Recent research emphasizes the need
to develop more robust detection techniques that can perform well on different types of deepfakes and
poor-quality videos [23].

This research aims to perform deepfake video detection by implementing and comparing a variety of deep
learning models. This study evaluates how deep learning pretrained models, both CNN and Transformer
based can enhance the ability of deepfake detection systems. The paper is divided into following sections;
literature review, research methodology, results analysis, conclusion and references.

2. Literature Review

Nowadys, many people are active on social media platforms. Lots of content in form of images, and videos
continue to circulate on them. Such data, can be utilized for training advanced deep learning architectures
to create deepfake. This can lead to circulation of fake images and videos quickly among large audiences
within minutes. It creates fear, confusion, and mistrust among the public [24]. Al-based tools such as
DeepFacelLab [25] and Face Swap [26] make it easy to change facial features, expressions, age, and
appearance, even for non-experts. In this literature review, we focussed on recent research for deepfake
video detection by covering modern detection techniques, their performance comparison, and key
challenges.

Authors [27] in their research, reviewed many deepfake detection techniques. They identified the current
research trends, and suggested future directions in this field. Their study mainly focused on video and
image deepfakes, with less work on audio. They examined deep learning models such as CNNs, DNNss,
LSTM, and GANSs. Their analysis showed that deep learning-based image methods perform better than
traditional feature-based techniques for detection [27].

A new method that uses Particle Swarm Optimization (PSO) to improve deepfake detection was proposed
by the authors [28]. They made a hybrid model with EfficientNet along with GRU for video classification
and applied PSO to automatically tune its parameters. Their experiments reveal that the proposed approach
applied on large datasets (DFDC) outperformed earlier methods in detecting fake videos [28].
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UFCC, a Unified Forensic Scheme by Content Consistency, was proposed by the authors [29]. It detects
deepfakes by checking inconsistencies between edited and unedited regions in images and videos. The
model compares facial similarities across video frames using neural networks and Siamese networks. This
method achieved better performance than existing techniques and worked well for both image and video
forgeries [29].

Authors [30] proposed a deepfake detection approach based on 3D motion analysis. Their method tracks
facial expressions movement in both 2D and 3D frames and separates them from head movement. This
improves detection performance, especially under difficult conditions such as low lighting, large head
movements, and video compression. Their experiments confirmed that the method works well in real-
world scenarios [30].

A new model called ReLAF-Net was proposed by the authors [31] to improve deepfake detection using a
special attention mechanism. This model focuses on both local and global features present in the images
by analyzing high-frequency patterns to detect complex forgery elements. When tested on the
FaceForensics++ dataset, the proposed model achieved an accuracy of 97.92%, outperforming many
existing techniques [31]. Although ReLAF-Net performs very well in most cases, it may still face
difficulties when detecting extremely high-quality deepfakes created using advanced technologies [31].

Another method proposed by authors [32] combines Ant Colony Optimization (ACO) and Particle Swarm
Optimization (PSO) with deep learning. This approach extracts both spatial and temporal features from
videos and trains a deep learning classifier to distinguish between real and fake videos. The method
achieved an accuracy of 98.91% and showed strong performance even with smaller datasets, making it
reliable for practical use [32].

Authors [33] in their research highlighted the limitations of CNN-based models that only analyze
individual frames and ignore motion information between frames. Therefore, to overcome this issue, they
proposed a model using optical flow to capture temporal changes across video frames. Their proposed
model in combination with CNNs, RNNs, and optical flow, results in better understanding of video
dynamics for improved deepfake detection [33].

A systematic review of deepfake detection methods was done by the authors [34] highlighting the strengths
and weaknesses of existing deep learning techniques. They found that many studies used CNNs and RNNs
for deepfake detection focusing mainly on accuracy. However, they ignored the importance of security,
robustness, and real-world deployment. Authors also pointed the issue of lack of access to multilingual
datasets and insufficient technical details in some studies. Their findings show path for building more
practical and reliable detection systems [34].

Deepfake technology, uses GANs and VAEs deep learning and fake content generation algorithms to create
highly realistic fake images and videos [35]. Many detection systems consider deepfake identification as
a binary classification problem using CNN-based pretrained models such as Xception showing good
results. However, their performance often decreases due to video compression and noise. To overcome
this issue, a new model called MSIDSnet was proposed by the authors [36] which uses dual-stream
learning, multi-scale feature extraction, and Vision Transformers (ViT). It combines spatial and frequency-
based information to improve detection accuracy and efficiency [36].
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In short, recent research has improved deepfake detection using diverse techniques. However, there is still
challenges exists with the advent of new technologies for deepfake video generation.

3. Research Methodology

This section describes a systematic methodology used for deepfake detection using deep learning
techniques. It includes data acquisition, exploratory data analysis, frame extraction, data preprocessing,
modeling, and performance evaluation. All experiments were conducted using python programming in a
Kaggle environment with GPUs.

3.1.Dataset Acquisition and Exploratory Analysis

The dataset is sourced from Kaggle. It is a Small-scale Deepfake Forgery Video Dataset (SDFVD)
consisting of 106 video samples, with 53 deepfake and 53 real videos. This maintained the equal class
distribution among them.

Figure 1: Count plot and Pie plot for Video Type
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3.2.Frame Extraction and Dataset Augmentation

Since convolutional neural networks (CNNs) works on image data, therefore the video samples were
converted into image frames. To construct a sufficiently large and balanced dataset, a target of
approximately 4000 frames per class was defined. The number of frames extracted from each video was
computed based on the total number of videos per category. Frames were sampled uniformly across each
video by selecting frames at fixed intervals to avoid redundancy and ensure temporal diversity. Extracted
frames were stored in JPEG format.

As a result, a total of 7,974 frames were generated, consisting of 3,987 fake and 3,987 real frames. This
process transformed the original video classification problem into an image-based classification task.

Figure 2: Fake vs Real Sample Images
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3.3.Data Preprocessing and Dataset Splitting

Class labels were numerically encoded to Real as 0 and Fake as 1. This is done to ensure compatibility
with deep learning models training. The dataset was then divided into training, validation, and testing sets
using stratified sampling to preserve class balance. The split ratio was 70% for training, 15% for
validation, and 15% for testing.

Image preprocessing and augmentation were applied. For training data, transformations included resizing,
random cropping, horizontal and vertical flipping, rotation, tensor conversion, and normalization using
ImageNet mean and standard deviation values. Validation and test datasets were processed using resizing,
center cropping, tensor conversion, and normalization only.

A custom dataset class was implemented to load images, apply transformations, and return image—label
pairs. DatalLoader objects were created with a batch size of 32, training data was shuffled, and multiple
worker threads were applied for efficient loading.

3.4.Model Selection and Architecture
Seven pre-trained convolutional neural network architectures were selected for transfer learning:

e VGGI16: A deep CNN that used 3x3 sized filters for hierarchal feature extraction.

e VGG19: An extended version of VGG16 with increased depth of 19 layers, enabling improved
feature extraction.

e ResNetl8: A residual CNN that uses skip connections to overcome the problem of vanishing
gradient descent.

e DenseNetl21: A densely CNN where each layer receives inputs from all preceding layers,
promoting feature reuse and reducing parameter redundancy.

e MobileNetV2: A lightweight CNN based architecture designed for efficient computation using
inverted residual bottleneck and depthwise separable convolutions.

o EfficientNetB0: A compound-scaled CNN that balances depth, width, and resolution to achieve
high accuracy with fewer parameters.

e Vision Transformer (ViT): A transformer-based vision model that divides images into fixed-size
patches and processes them using attention mechanism to capture long range relationships in
images.
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Figure 3: Model Architecture
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3.5.Training Procedure

Model training was performed using GPUs. The cross-entropy loss function was used for binary
classification, with Adam optimizer having a learning rate of 0.0001. Each model was trained for five
epochs.

Training and validation losses and accuracies were recorded at each epoch. Validation was performed
without gradient computation to reduce memory usage.

3.6.Evaluation and Performance Analysis

After training, model performance was evaluated on the independent test dataset. Predictions were
obtained in evaluation mode, and standard classification metrics, including accuracy, precision, recall, and
F1-score, were computed. Both macro and weighted averages were reported to ensure balanced evaluation.
Confusion matrices were generated to analyze class-wise prediction performance and visualized using
heatmaps. Additionally, training and validation loss curves, as well as accuracy curves, were plotted to
assess convergence behavior and detect overfitting.

4. Results And Discussion

This section presents the experimental results obtained from the evaluation of six pre-trained CNN models
and one transformer-based vision model. The performance was assessed using standard classification
metrics. All evaluations were conducted on an independent test set comprising 1,197 frames (598 Real
and 599 Fake).

Table 1 summarizes the performance of the evaluated models. The results indicate that all models achieved
high classification accuracy, ranging from 92.56% to 99%, demonstrating the effectiveness of transfer
learning for deepfake detection.
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Table 1: Models Performance Evaluation

Model Accuracy | Macro Avg | Macro Avg | Macro Avg Fl1-
Precision Recall Score

VGG16 0.9591 0.9592 0.9591 0.9591

VGG19 0.9482 0.9504 0.9482 0.9481

ResNetl8 0.9256 0.9332 0.9257 0.9253

DenseNet121 0.9666 0.9684 0.9666 0.9666

MobileNetV2 0.9474 0.9504 0.9474 0.9473

EfficientNetB0 0.9716 0.9725 0.9716 0.9716

Vision Transformer | 0.9900 0.9900 0.9900 0.9900

(ViT)

Among the evaluated models, the Vision Transformer (ViT) achieved the highest performance, attaining
an accuracy of 99.00% and a macro-averaged F1-score of 0.9900, thereby outperforming all CNN based
architectures. Among CNN models, EfficientNetBO emerged as the best-performing architecture,
achieving an accuracy of 97.16% and a macro-averaged Fl-score of 0.9716, followed closely by
DenseNetl21 with an accuracy of 96.66%. The VGG-based models exhibited competitive but
comparatively lower performance, with VGG16 outperforming VGG19 (95.91% vs. 94.82%).
MobileNetV2 achieved an accuracy of 94.74%. In contrast, ResNet18 recorded the lowest accuracy of
92.56%.

Training and validation loss and accuracy curves were analyzed to assess convergence and generalization
behavior. The Vision Transformer, EfficientNetB0, and DenseNet121 demonstrated rapid convergence,
with validation losses stabilizing within the first three epochs, indicating efficient learning of
discriminative features. ResNet18 exhibited slower convergence and higher validation loss, suggesting
underfitting. Conversely, VGG19 displayed signs of overfitting by showing a wide gap between training
and validation losses. MobileNetV2 showed stable and closely aligned training and validation curves.
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Figure 4: VGG16 Loss and Accuracy Plots
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Figure 5: VGG19 Loss and Accuracy Plots
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Figure 6: Resnet-18 Loss and Accuracy Plots
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Figure 7: DenseNet121 Loss and Accuracy Plots
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Figure 8: MobileNetv2 Loss and Accuracy Plots
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Figure 9: EfficinetNetBO Loss and Accuracy Plots
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Figure 10: ViT Loss and Accuracy Plots
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Confusion matrix analysis provided detailed insights into classification behavior. High-performing
models, particularly the Vision Transformer, EfficientNetB0, and DenseNet121, exhibited strong diagonal
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dominance, indicating a high proportion of correct predictions, with ViT showing fewer misclassifications
across the test set. Off-diagonal elements were minimal for these models, while ResNet18 showed a higher
incidence of false negatives for fake frames, suggesting difficulty in identifying subtle manipulations such
as facial blending artifacts. Overall, the balanced distribution of true positives and true negatives across
models validates the effectiveness of data augmentation strategies and stratified dataset splitting.

Figure 11: Confusion Matrix of VGG16
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Figure 12: Confusion Matrix of VGG19
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Figure 13: Confusion Matrix of ResNet18
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Figure 14: Confusion Matrix of DenseNet121
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Figure 15: Confusion Matrix of MobileNetV?2
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Figure 17: Confusion Matrix of Vision Transformer (ViT)
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5. Conclusion

This research successfully demonstrated a deepfake detection system using both CNNs and a ViT model.
Instead of analyzing videos directly, they were converted into image frames, making detection task simple
and efficient for deep learning models.

The results show that all CNN-based models achieved strong accuracy, ranging from 92.56% to 97.16%.
The Vision Transformer (ViT) achieved the highest performance with 99.00% accuracy and perfectly
balanced metrics. This demonstrates the advantage of transformer-based models in capturing global image
relationships through self-attention. Among CNN models, EfficientNetBO performed the best, followed
closely by DenseNet121, while older architectures such as VGG16 and ResNet18 showed comparatively
lower performance. These findings confirm that transfer learning is highly effective for deepfake
detection, even when trained on a relatively small dataset.

In conclusion, this work provides a strong foundation for deepfake detection using both CNNs and
transformer-based models. As deepfake generation techniques continue to advance, developing detection
systems that are accurate, efficient, explainable, and robust across domains are essential.
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