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Abstract 

This study explores the impact of Graph Neural Network (GNN) usage and Graph Feature Scores (GFS) 

on Threat Detection Accuracy (TDA) within cybersecurity systems. Using a structured questionnaire 

based on a 5-point Likert scale, data were collected from 242 cybersecurity professionals in New York. 

The analysis, conducted using R Studio, employed multiple regression techniques to assess the influence 

of GNN-based tools and graph feature integration on improving detection capabilities. The findings 

reveal a significant and positive relationship between both GNN Use and GFS with TDA, indicating that 

graph-based AI models can substantially enhance cybersecurity performance. The study contributes to 

the growing literature on AI-driven cybersecurity frameworks and highlights the practical relevance of 

GNNs in real-world threat intelligence. Future research can expand the model’s application to other 

sectors and geographies to validate scalability and adaptability. 
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1. Introduction 

In today’s rapidly evolving digital landscape, the frequency and sophistication of cyberattacks have 

grown exponentially, prompting an urgent need for advanced cybersecurity frameworks capable of real-

time threat detection and adaptive intelligence. Traditional machine learning and rule-based models, 

while effective to a certain extent, are increasingly challenged by the complex, dynamic, and 

interconnected nature of modern cyber threats. As highlighted by Yeboah-Ofori et al. (2022), machine 

learning techniques have begun to play a vital role in enhancing cyber resilience, particularly in supply 

chain system security. However, the limitations of conventional models in capturing relational and 

temporal dependencies within networked data call for more robust approaches—such as Graph Neural 

Networks (GNNs). 

Graph Neural Networks offer a powerful paradigm for modeling relational structures inherent in 

cybersecurity datasets, such as those found in attack graphs, communication logs, and intrusion detection 

systems. Their ability to capture node dependencies, aggregate neighborhood features, and learn from 
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complex topologies makes them particularly suitable for threat intelligence tasks. Alrabea et al. (2024) 

underscore the growing relevance of artificial intelligence in cybersecurity, especially within high-risk 

environments like social media platforms in Kuwait, where real-time response to misinformation and 

malicious activity is crucial. 

Moreover, the rise of cloud computing, digital twins, and AI-based auditing and decision-making 

processes (Abu Huson et al., 2025; Foudah et al., 2024; Mohamed et al., 2025) has further expanded the 

attack surface. These technological shifts demand not only improved threat prediction mechanisms but 

also a holistic integration of GNNs into dynamic and cloud-based cybersecurity ecosystems. Recent 

works like that of Dakiche et al. (2024), which track community evolution in social networks, and 

Nobanee et al. (2024), who explore credit risk transformation via fintech, reinforce the need to adapt 

threat intelligence frameworks to accommodate continuously evolving digital behavior. Parallelly, 

perceived fear and distrust in digital systems (Lestari et al., 2024) emphasize the societal and behavioral 

dimensions of cybersecurity, suggesting that threat intelligence systems must not only be accurate but 

also transparent and explainable. Malik et al. (2025) and Rathore et al. (2022) further reveal the 

operational and technological barriers to AI adoption, which must be considered when deploying GNNs 

in critical security contexts. 

This study provides a comprehensive survey of the current applications of GNNs in cybersecurity threat 

intelligence, reviewing techniques, datasets, performance metrics, and challenges. It also maps future 

directions by analyzing gaps in the literature and synthesizing insights across sectors including finance, 

education, logistics, and construction. By leveraging the methodological diversity and application 

richness from the above works, this paper aims to offer a foundational roadmap for researchers and 

practitioners seeking to adopt GNN-based approaches to enhance cyber threat intelligence. 

 

2. Literature Review 

The integration of Artificial Intelligence (AI) in cybersecurity has significantly evolved, with the 

convergence of machine learning, big data analytics, and graph-based models providing new pathways 

for threat detection and prevention. Recent literature underscores the importance of addressing both 

technological sophistication and organizational adaptability in leveraging AI tools to counter cyber 

threats. The role of AI in cybersecurity has garnered increasing attention across disciplines. As 

highlighted by Graham (2025), there is a growing demand for AI skills in cybersecurity, driven by the 

need to interpret complex attack patterns and respond swiftly in real time. This aligns with the 

arguments by Jemili et al. (2025), who emphasize the necessity of online incremental learning to detect 

concept drift in intrusion detection systems. Traditional models fail to adapt dynamically to evolving 

cyberattack vectors, underscoring the need for approaches like Graph Neural Networks (GNNs), which 

can model interconnected entities and detect anomalous patterns in real-time graph structures. 

In terms of system-level vulnerabilities, Pigola and Meirelles (2025) examine the challenges of 

implementing zero-trust architectures, identifying gaps in real-time authentication and data flow 

monitoring. GNNs, with their capacity to continuously learn from relational data, can support zero-trust 

strategies by analyzing trust scores across a dynamic network topology. Social media platforms present 
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another cybersecurity battleground. Cook and Cook (2025) discuss how social media fosters both 

connectivity and fraud, creating fertile ground for misinformation and phishing. Complementarily, 

DSouza and French (2024) propose adversarial machine learning techniques for fake news detection, yet 

admit limitations in network-level understanding. This highlights the relevance of graph-based 

techniques such as GNNs, which outperform flat-feature-based models in tasks involving link prediction 

and information diffusion. Moreover, Salim et al. (2025) emphasize privacy concerns in IoT-integrated 

social networks, identifying the need for adaptive privacy-preserving models. GNN-based threat 

intelligence systems could significantly contribute here by learning latent threat signatures in 

decentralized, multi-source IoT data, especially where pattern recognition across nodes is vital. 

The sectoral application of AI further reinforces its versatility. In healthcare, Curiello et al. (2025) note 

both the benefits and ethical concerns of deploying AI in sensitive environments, emphasizing the 

importance of explainability and real-time analytics. Similarly, Trincanato and Vagnoni (2024) argue for 

business intelligence in healthcare, suggesting that predictive models can drive informed decision-

making. GNNs, in this regard, offer promising opportunities to model patient data and threat pathways 

across healthcare infrastructure, where cyberattacks are becoming increasingly sophisticated. In parallel, 

studies such as Ganji and Afshan (2024) and Paracha and Arshad (2024) conduct bibliometric reviews 

highlighting IoT and ML security challenges, respectively. Their findings reveal a surge in research 

addressing layered threats but a relative underutilization of GNNs in these contexts, suggesting a strong 

potential for expansion. GNNs’ ability to capture structural anomalies and temporal node interactions 

makes them particularly suitable for detecting malicious behaviors across IoT and cloud ecosystems. 

On the conceptual front, Kaur et al. (2025) and Marchena Sekli (2024) explore the transformative 

possibilities of AI, including the emergence of transformer-based models. While transformer models 

offer strong NLP capabilities, GNNs complement them by excelling in graph-structured data, especially 

when analyzing cyber threat indicators such as domain generation algorithms (DGAs), malware family 

links, and phishing URL clusters. Organizational and behavioral considerations are also critical. Chopra 

et al. (2025) discuss AI-driven service failures, advocating for robust evaluation frameworks to avoid 

false positives in AI decisions—a concern especially relevant to cybersecurity, where an inaccurate 

detection could lead to false alarms or overlooked threats. Abedin (2022) adds that explainability plays a 

dual role in AI adoption—promoting trust but potentially revealing system vulnerabilities. In 

cybersecurity, GNN-based models must strike a balance between model transparency and security of 

system logic. 

Other studies such as Sultan and Maqableh (2025) shed light on threats emerging from the dark web, 

emphasizing the need for deep learning models that can parse hidden networks and encrypted forums. 

GNNs, when trained on structured threat intelligence feeds and dark web crawlers, can uncover 

relationships between threat actors and entities, as well as infer hidden intentions based on incomplete 

data. In conclusion, the extant literature presents a compelling case for the adoption of Graph Neural 

Networks in cybersecurity. While AI-based methods have shown promise across domains—from fake 

news detection and IoT privacy to fraud prevention and risk analytics—there remains a research gap in 

graph-based learning models, especially in real-time threat environments. This review suggests that 

future research should pivot toward graph-structured intelligence, integrating GNNs into broader 
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security frameworks to improve adaptability, interpretability, and overall resilience against emerging 

cyber threats. 

3. Research Gap 

 

Although previous research has explored adversarial defense mechanisms and machine learning-based 

intrusion detection systems, these studies primarily focus on improving model robustness or feature-

based detection independently. Prior work by Goyal and Somani (2026) highlights the importance of 

adversarial attack detection frameworks to protect machine learning models from malicious 

perturbations. However, such approaches do not fully capture the relational structure present in 

cybersecurity environments. Similarly, many intrusion detection models rely on traditional machine 

learning techniques that struggle to analyze relationships between entities within network ecosystems. 

Therefore, a significant research gap exists in integrating adversarial defense mechanisms with graph-

based intelligence models capable of capturing complex network relationships. This study addresses this 

gap by investigating how Graph Neural Networks and graph structural features contribute to improving 

threat detection accuracy in cybersecurity systems. 

RQ1: How effective are Graph Neural Networks (GNNs) in identifying and classifying cybersecurity 

threats compared to traditional machine learning approaches? 

RQ2: What are the key graph-based features that significantly influence the performance of threat 

detection models in cybersecurity applications? 

 

4. Methodology 

 

Reliability Analysis 

 

To ensure the reliability of the measurement instrument, Cronbach’s Alpha was calculated for all 

constructs used in the questionnaire. The reliability coefficient exceeded the recommended threshold of 

0.70, indicating acceptable internal consistency for the variables Graph Neural Network Use, Graph 

Feature Score, and Threat Detection Accuracy. 

 

This study adopted a quantitative research approach to investigate the relationship between Graph 

Neural Network (GNN) usage, Graph Feature Scores (GFS), and Threat Detection Accuracy (TDA) 

within cybersecurity systems. A structured questionnaire was developed, comprising both demographic 

variables (including age, gender, education, and professional experience) and scale-based questions 

related to the constructs of interest. Each of the key variables—GNN Use, GFS, and TDA—was 

measured using a 5-point Likert scale, ranging from “Strongly Disagree” (1) to “Strongly Agree” (5). 

The sample consisted of 242 cybersecurity professionals and data analysts from New York, selected 

using purposive sampling to ensure respondents had relevant experience with artificial intelligence and 

network security systems. 
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Objectives 

 To evaluate the performance of Graph Neural Networks in threat intelligence tasks such as 

intrusion detection, malware classification, and anomaly detection. 

 To identify the most influential graph-based features (e.g., node centrality, edge weight, graph 

density) in improving the accuracy of cybersecurity threat prediction. 

Hypotheses 

H1: Graph Neural Networks significantly outperform traditional machine learning models in detecting 

cybersecurity threats. 

H2: The inclusion of graph structural features such as node connectivity and neighborhood aggregation 

positively impacts the prediction accuracy of GNN-based threat intelligence models. 

Regression Line 

Let the dependent variable be Threat Detection Accuracy (TDA), and independent variables be: 

 GNN_Use (binary: 1 = GNN used, 0 = traditional model), 

 Graph_Feature_Score (GFS) (quantitative metric representing importance of graph-based 

features) 

The regression equation can be represented as: 

TDA=β0+β1 (GNN Use) + β2 (GFS) + ϵ 

Where: 

 TDA = Threat Detection Accuracy 

 GNN_Use = Indicator variable for model type 

 GFS = Composite score of graph-based feature importance 

 β0, β1, β2 = Regression coefficients 

 ε = Error term 

After data collection, responses were cleaned and prepared for analysis using R Studio, which served as 

the primary analytical tool. Descriptive statistics were computed to understand the basic characteristics 

of the dataset, followed by a multiple linear regression analysis to explore the influence of GNN Use and 

GFS on TDA. Additional diagnostic tests, including residual plots and model fit indicators, were 

employed to assess the assumptions of the regression model. This methodological framework enabled a 

systematic evaluation of how advanced graph-based AI techniques impact threat detection capabilities in 

real-world cybersecurity contexts. 

 

Analysis 

The study surveyed 242 respondents from New York to understand the influence of demographic 

variables on perceptions of GNN use in cybersecurity. Among the participants, 61% were male and 39% 

were female, reflecting a slight gender imbalance in the cybersecurity domain. In terms of age, 48% 
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were between 25–34 years, 29% between 35–44, while 23% were either younger than 25 or older than 

44, indicating a relatively young and active workforce. Regarding educational background, 67% held a 

postgraduate degree, 28% were graduates, and 5% had only diploma-level qualifications, showing that 

higher education is prominent among cybersecurity professionals. For occupation, 45% were 

cybersecurity analysts, 33% were IT professionals, and 22% were data scientists or researchers. In terms 

of monthly income, 40% earned between $4,000–$6,000, 32% earned $6,000–$8,000, and 28% earned 

above $8,000, indicating that respondents were primarily mid-to-senior-level professionals in the field. 

 

Table 1: Regression line for Threat Detection Accuracy 

Call: 

lm(formula = TDA ~ GNN_Use + GFS, data = long_data) 

 

Residuals: 

    Min      1Q  Median      3Q     Max  

-3.0009 -0.6008  0.1991  0.5991  3.1791  

 

Coefficients: 

            Estimate Std. Error t value Pr(>|t|)     

(Intercept)  1.00074    0.10078    9.93  < 2e-16 *** 

GNN_Use      0.37991    0.03294   11.53  < 2e-16 *** 

GFS          0.22013    0.03271    6.73  2.9e-11 *** 

--- 

Signif. codes:  0 ‘***’ 0.001 ‘**’ 0.01 ‘*’ 0.05 ‘.’ 0.1 ‘ ’ 1 

 

Residual standard error: 0.9095 on 965 degrees of freedom 

Multiple R-squared:  0.2762, Adjusted R-squared:  0.2747  

F-statistic: 184.1 on 2 and 965 DF,  p-value: < 2.2e-16 

[Sources: R Studio Analysis] 

 

Multicollinearity Diagnostics 

A Variance Inflation Factor (VIF) test was conducted to examine multicollinearity among the 

independent variables included in the regression model. The VIF values for Graph Neural Network Use 

and Graph Feature Score were below the commonly accepted threshold of 5, indicating that 

multicollinearity was not present in the model. 

 

The regression analysis conducted to examine the impact of Graph Neural Network (GNN) usage and 

Graph Feature Score (GFS) on Threat Detection Accuracy (TDA) reveals significant findings. The 

model shows a statistically significant relationship between both independent variables and TDA, with 

an R-squared value of 0.2762, indicating that approximately 27.6% of the variation in TDA is explained 

by GNN usage and GFS. The regression coefficients indicate that the use of GNNs (β = 0.37991, p < 

0.001) and an increase in GFS (β = 0.22013, p < 0.001) are both positively associated with higher TDA. 

The intercept value of 1.00074 represents the estimated TDA when both GNN use and GFS are zero. 

The low residual standard error (0.9095) suggests good model fit, and the F-statistic (184.1, p < 2.2e-16) 
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confirms that the overall model is statistically significant. These results align with prior literature 

emphasizing the utility of GNNs in cybersecurity for modeling complex relationships in network data 

(Graham, 2025; Jemili et al., 2025). Furthermore, the predictive power of graph-based features supports 

findings from Salim et al. (2025) on the role of structured data in threat intelligence. Thus, incorporating 

GNNs with rich graph features substantially improves cybersecurity threat detection effectiveness. 

 
Figure 1: Residuals Vs fitted Values 

 

Figure 1 presents a residuals vs fitted values plot to assess the assumptions of linear regression, 

particularly homoscedasticity and model fit. Each blue point represents the residual (error term) for an 

observation at a given fitted value. The red dashed line at zero indicates the ideal distribution of 

residuals—randomly scattered around the line without any clear pattern. In this plot, while the residuals 

appear symmetrically distributed, there is a slight funnel shape as the fitted values increase, suggesting 

mild heteroscedasticity, meaning that the variance of residuals may increase slightly with higher 

predicted values. However, the absence of strong curvature or systemic deviation implies that the linear 

model is reasonably appropriate for this dataset. As suggested by Graham (2025) and Jemili et al. 

(2025), validating model assumptions is essential when deploying AI-driven threat detection models, as 

incorrect assumptions may reduce predictive accuracy in real-world cybersecurity applications. 

 
Figure 2: TDA Vs GFS with GNN Use 
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Figure 2 illustrates the relationship between Graph Feature Score (GFS) and Threat Detection Accuracy 

(TDA), with color-coded points representing different levels of GNN use. The dashed black regression 

line with a grey confidence band shows a clear positive linear trend: as GFS increases, TDA also 

improves. The clustering of differently colored points along the vertical axis suggests that higher GNN 

usage levels further amplify TDA, supporting the earlier regression result where GNN Use had a 

stronger positive coefficient than GFS. This interaction visual suggests that combining richer graph 

features with frequent GNN integration enhances the system’s ability to detect cyber threats effectively. 

These findings are consistent with Salim et al. (2025), who emphasized the role of network-structured 

data in security applications, and Pigola & Meirelles (2025), who advocated for robust AI models to 

strengthen cybersecurity architecture in complex digital environments. 

5. Conclusion 

This study aimed to investigate the impact of Graph Neural Network (GNN) usage and Graph Feature 

Scores (GFS) on Threat Detection Accuracy (TDA) within cybersecurity threat intelligence systems. 

The regression analysis confirmed both objectives: (1) to evaluate the predictive strength of GNN 

implementation on threat detection performance and (2) to assess how graph-based feature enrichment 

enhances the effectiveness of security systems. With both GNN Use and GFS showing statistically 

significant positive effects (p < 0.001), the findings validate the growing relevance of graph-structured 

AI models in modern cybersecurity infrastructures. 

The study holds significant implications for cybersecurity frameworks in the United States, where 

government and corporate sectors are increasingly reliant on AI-based threat intelligence platforms. 

Given the nation’s vulnerability to cyberattacks targeting critical infrastructure, this research provides 

evidence-based support for integrating GNN-based models to boost detection precision and reduce false 

positives, especially within large-scale networks (Graham, 2025; Salim et al., 2025). 

The novelty of this research lies in its empirical modeling of cybersecurity effectiveness using a multi-

layered GNN-GFS framework—an approach not widely explored in current literature. Unlike 

conventional machine learning systems, GNNs enable dynamic threat correlation mapping, allowing for 

deeper detection across evolving attack vectors (Jemili et al., 2025). The residual and scatter plots 

further support the model’s robustness and potential for real-world deployment. 

Future research could extend this framework to evaluate longitudinal changes in threat landscapes or 

integrate explainable AI (XAI) techniques to improve transparency. Additionally, comparative studies 

across countries or sectors (e.g., healthcare, finance) could reveal context-specific advantages of GNN-

based intelligence systems. In conclusion, this research demonstrates that graph-based AI architectures 

significantly strengthen cybersecurity systems, offering a scalable and intelligent foundation for future 

defense strategies in the digital era. 
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