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Abstract:

Healthcare integration engines are mission-critical infrastructure whose availability directly impacts
clinical care delivery. Channel-level failures — caused by downstream system unavailability, malformed
messages, resource exhaustion, or transient network disruptions — require immediate remediation to
prevent message loss, workflow interruption, and patient safety compromise. Despite this criticality,
current integration engines rely predominantly on manual intervention for failure recovery, with
operational teams performing reactive troubleshooting through log analysis, channel restart procedures,
and escalation workflows. This manual dependency introduces unacceptable latency into the recovery
process, particularly during off-hours when staffing is reduced. This paper designs, implements, and
evaluates a Self-Healing Integration Architecture (SHIA) that embeds autonomous detection-diagnosis-
recovery control loops within the integration engine layer. SHIA operates through three coordinated
subsystems: a real-time health monitor maintaining continuous channel state models, a diagnostic
classifier mapping failure signatures to known fault categories, and a recovery orchestrator executing
context-appropriate remediation actions. Evaluation in a controlled environment processing 300
messages/second across 150 channels with synthetically injected failures across five fault categories
demonstrates autonomous recovery in 94.2% of scenarios with mean time-to-recovery of 34 seconds,
compared to 23 minutes for manual recovery baseline. Zero-message-loss recovery is achieved in 88% of
scenarios through pre-failure queue checkpointing. False-intervention rate is maintained at 1.8% through
multi-signal confirmation.

Keywords: self-healing systems, autonomous recovery, healthcare integration, fault tolerance, resilience
engineering, middleware reliability, channel management, mission-critical systems, HL7, FHIR

I. INTRODUCTION

Healthcare integration engines route clinical messages between electronic health record (EHR) systems,
laboratory information systems, pharmacy platforms, and health information exchanges (HIEs),
processing millions of Health Level Seven (HL7) v2.x and Fast Healthcare Interoperability Resources
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(FHIR) messages daily [1][2]. The clinical consequences of integration failures are immediate: delayed
lab results, lost medication orders, disrupted census visibility, and compromised charge capture [3].
Enterprise-scale integration environments operate hundreds of concurrent channels distributed across
multiple engine instances. Each channel is a potential failure point — vulnerable to downstream system
timeouts, malformed message poison-pills, heap memory exhaustion, thread pool starvation, and database
connection pool depletion. When failures occur, the current operational model depends on human
intervention: on-call analysts receive alerts, access monitoring dashboards, diagnose the root cause, and
execute remediation procedures. Mean-time-to-detection (MTTD) often exceeds 15 minutes and mean-
time-to-resolution (MTTR) extends beyond 45 minutes during off-hours.

Recent work has advanced the integration resilience paradigm along two complementary axes. A fault-
tolerant timeout framework for external service calls introduced configurable timeout policies that prevent
indefinite thread blocking and connection holding when destination systems degrade [4]. Separately,
predictive failure detection systems applying time-series machine learning to integration engine telemetry
have demonstrated the ability to predict failures 22 minutes before onset with F1-scores exceeding 0.91
[5]. However, a critical gap remains: neither timeout frameworks nor predictive detection systems
autonomously remediate the failures they detect or anticipate. Timeout frameworks contain damage but
do not restore normal operation, while predictive systems alert operators but still depend on manual
response.

This paper closes that gap by introducing the Self-Healing Integration Architecture (SHIA) — an
autonomous detection-diagnosis-recovery system that completes the resilience lifecycle: predict —
contain — heal.

Research Questions:

. RQ1: Can autonomous self-healing mechanisms achieve recovery rates exceeding 90% across
common integration engine failure modes?

. RQ2: What is the achievable mean time-to-recovery (MTTR) for autonomous healing compared
to manual intervention?

. RQ3: Can self-healing operate with sufficiently low false-intervention rates (<3%) to be trusted in
mission-critical clinical environments?

Contributions:

1. A formal self-healing control loop architecture for healthcare integration engines comprising health
monitoring, diagnostic classification, and recovery orchestration.

2. A failure signature knowledge base mapping telemetric patterns to fault categories with associated
recovery procedures.

3. A pre-failure queue checkpointing mechanism enabling zero-message-loss recovery.

4. A safety-constrained recovery orchestrator with escalation policies preventing harmful
autonomous actions.

5. Empirical evaluation demonstrating 94.2% autonomous recovery rate with 34-second mean time-
to-recovery.
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II. BACKGROUND AND RELATED WORK

A. Self-Healing Systems

Self-healing is a property of systems that can automatically detect, diagnose, and recover from faults
without human intervention [6]. The concept originates from IBM's autonomic computing initiative [7],
which defined four self-management properties: self-configuration, self-optimization, self-healing, and
self-protection. A self-healing system implements a MAPE-K (Monitor, Analyze, Plan, Execute,
Knowledge) control loop [7] that continuously observes system state, reasons about deviations from
desired behavior, plans corrective actions, and executes remediation.

Self-healing has been applied in cloud infrastructure [8], microservices architectures [9], and database
systems. However, healthcare integration middleware presents unique constraints: (1) message loss is
clinically unacceptable — a lost lab result or medication order can directly harm patients; (2) message
ordering must be preserved — out-of-order ADT events corrupt census state; (3) recovery actions must
not introduce data duplication — duplicate DFT charges create billing errors; and (4) regulatory audit
requirements demand complete traceability of all autonomous actions.

B. Healthcare Integration Engine Resilience

Healthcare integration engines use channel-based architectures where shared resources (thread pools, heap
memory, database connections) create failure interdependencies [1][2]. Reactive resilience mechanisms
have been studied at the timeout layer, where configurable timeout policies prevent indefinite thread
blocking during destination system degradation [4]. These timeout frameworks address the containment
phase of failure response but do not restore normal channel operation, drain accumulated queues, or adapt
routing to bypass degraded destinations.

Predictive approaches have demonstrated that time-series machine learning models can identify failure
precursor patterns in integration engine telemetry with 22-minute median lead-time and 0.91 F1-score [5],
enabling proactive alerting before failures impact clinical workflows. However, predictive systems
produce alerts for human consumption — they do not autonomously execute remediation.

The self-healing layer proposed in this paper occupies the space between prediction and manual
intervention, as illustrated in Fig. 1: predictive systems provide early warning, timeout frameworks contain
immediate damage, and SHIA autonomously restores normal operation.

Fig. 1 — Resilience Layer Architecture

LAYER 1: Predictive Detection [5] AYER 2: Fault-Tolerant Containment [4]

7 Thread

. —_
S o [ s MLM&: | Predctive o Configurable W Release
Tolamaty | G asmsr P 5L et (L) Timeout e ——
W +Ensemble) (22 min lead) ~* Policies @ Connection
> W Release
Pre-emptive E | Timeout
trigger i config

v
LAYER 3: Self-Healing (SHIA) — This Paper

i
v X _
Health Monitor Diagnostic Classifier | Recovery Orchestrator Audit Trail (Eq. 8)

— confidence constraints )

m 2085 met o | —
v DEGRADED @\ — & ' J-v ™ B
- 75
Meathseoe P S > > | Recery .
Classification | | CRITICAL Faut Category Queve. Playbook Safety —
€& 1) Fe2 Scorg (Bq.34) | | cogs ||| | Erecton || Gales | | o |
HEALTHY FIIRIF3|FIFS | [~ (356 | | (abel) E7) || o 1
DEARI | i Lh‘ a ) Linesge
& — = | Correiation
—— Escalate 1z

IUSAT260211327 Volume 17, Issue 2, April-June 2026 3



https://www.ijsat.org/

International Journal on Science and Technology (IJSAT)

— E-ISSN: 2229-7677 e \Website: www.ijsat.org e Email: editor@ijsat.org

C. Integration Engine Failure Taxonomy
Based on operational analysis and prior work [4][5], integration engine failures are categorized into five
modes, as shown in Table I.

TABLEI INTEGRATION ENGINE FAILURE TAXONOMY AND HEALING APPLICABILITY

Ti t
Failure Mode Onset Coni:;::; (4] Self-Healing Applicable
F1: Queue Saturation Gradual Partial Yes — drain/replay
F2: Memory Exhaustion || Gradual No Yes — GC/suspend
F3: Thread Starvation Gradual Yes Yes — pool recycle
F4: Conn Pool Depletion || Gradual Partial Yes — pool reset
F5: Error Cascade Rapid No Yes — quarantine

Notably, timeout frameworks [4] fully address thread starvation (F3) but only partially address queue
saturation (F1) and connection pool depletion (F4), and do not address memory exhaustion (F2) or error
cascades (F5). SHIA provides autonomous recovery across all five categories.

D. Gap Analysis

No published work implements autonomous self-healing specifically for healthcare integration engines.
Existing self-healing research addresses cloud-native microservices [9] and general IT infrastructure [8],
without accommodating the zero-message-loss, ordering-preservation, and regulatory audit constraints
unique to clinical middleware. SHIA addresses this gap.

III. METHODOLOGY

A. Research Design

This study follows design science research (DSR) methodology [10]: problem identification through
operational failure analysis; artifact design (SHIA framework); demonstration through controlled failure
injection; and quantitative evaluation against manual recovery baselines.

B. Evaluation Environment
Table I summarizes the evaluation environment. All data is synthetic — no protected health information
(PHI) is used.
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TABLE II EVALUATION ENVIRONMENT PARAMETERS

|

Parameter

Value

|

Engine instances

4 (active-active, 2 data centers)

Active channels

|

150

Client facilities

10

Message types

ADT, ORM, ORU, MDM, DFT,
BAR, MFN, RAS, RDE, SIU

Sustained volume

300 msg/sec (aggregate) ‘

Thread pool (per engine)

150 threads

Heap memory (per engine)

16 GB allocated

DB connection pool (per

80 connections

engine)

Failure scenarios injected 500 (100 per failure category)

Evaluation duration H 30 days continuous |

Data generation Synthea v3.3.0 [11] message corpus

8-core Xeon @ 2.6 GHz, 32 GB

Hardware (per engine) RAM. NVMe SSD

C. SHIA Architecture

SHIA implements an extended MAPE-K control loop [7] comprising three coordinated subsystems, as
illustrated in Fig. 2:

1. Health Monitor (Monitor + Analyze): Continuously observes channel state, resource utilization,
and message flow metrics to detect anomalies and classify health status.

2. Diagnostic Classifier (Analyze + Knowledge): Maps observed failure signatures to known fault
categories using a decision-tree knowledge base derived from operational incident patterns.

3. Recovery Orchestrator (Plan + Execute): Selects and executes context-appropriate remediation
actions, subject to safety constraints that prevent harmful autonomous interventions.

Fig. 2 — SHIA Architecture

IUSAT260211327 Volume 17, Issue 2, April-June 2026 5



https://www.ijsat.org/

International Journal on Science and Technology (IJSAT)

— E-ISSN: 2229-7677 e \Website: www.ijsat.org e Email: editor@ijsat.org

C.1 Health Monitor

The Health Monitor maintains a continuous state model for each channel and shared resource pool.
Channel health is assessed through a composite health score:

Hch(t) = 2(i=1 to K) wi x hi(t) (1)

where h i(t) are individual health indicators and w_i are learned weights. Equation (1) produces a
normalized score in [0, 1] where 1.0 represents fully healthy operation. Table III defines the health
indicators.

TABLEIII CHANNEL HEALTH INDICATORS

i Indicator h; Weight w; Derivation
depth ratio (inverted: .
1 Queue depth ratio (inverte 0.20 current / max_capacity
low = healthy) -
2 Throughput ratio 0.18 sent_rate / received_rate
| 3 H Error rate (inverted) H 0.17 H 1 — (errors / total) ‘
P ing lat
4 rocessing latency 0.15 || 1—(p95/SLA_threshold)
compliance
5 Destination responsiveness 0.12 1 — (timeout_count / total)
Th . ;
6 read acquisition wait 0.10 |1~ (wait_time / max_wait)
(inverted)
. s time /
7 Connection stability 0.08 up- e .
observation window

Channel state transitions follow a three-tier model:

state(t) = {HEALTHY if Hch(t) > Bhealthy; DEGRADED if Ocritical < Hch(t) < Bhealthy; CRITICAL if
Hch(t) < Ocritical } (2)

where 0 healthy = 0.75 and 6_critical = 0.45 (configurable). Equation (2) defines the thresholds that
trigger escalating levels of autonomous intervention. State transitions require persistence — a channel
must remain in a state for a configurable dwell time (default: 60 seconds for DEGRADED, 15 seconds for
CRITICAL) before the diagnostic classifier is invoked, preventing transient fluctuations from triggering
unnecessary interventions.

C.2 Diagnostic Classifier

The Diagnostic Classifier maps observed health indicator patterns to fault categories using a weighted
decision-tree knowledge base. For each channel in DEGRADED or CRITICAL state, the classifier
computes fault category scores:

Fk(t) = Z(j € Sk) ak,j x Sigmoid((hj(t) —wj)/cj)  (3)

where F_k is the score for fault category k, S k is the set of indicators relevant to category k, a_k,j are
category-specific weights, and p j, 6 j are baseline statistics. Equation (3) produces normalized fault
likelihood scores that enable ranked differential diagnosis. The classifier outputs the highest-scoring
category along with a confidence value:
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diagnosis = arg maxk Fk(t) , confidence = Fmax(t) / Xk Fk(t)

4)

Equation (4) requires confidence > 0.65 before autonomous recovery is attempted. Below this threshold,
the system escalates to human operators with diagnostic context.

Table IV maps the diagnostic indicators to fault categories.

TABLE IV DIAGNOSTIC INDICATOR-TO-FAULT MAPPING

Fault Category Primary Diagnostic Indicators (Sk)
F1: Queue queue_depth_ratio 1, throughput ratio |,
Saturation dest_responsiveness |

F2: Memory heap util 1, gc_frequency 1, gc_pause 1,
Exhaustion processing_latency 1
F3: Thread thread wait 1, throughput ratio |,
Starvation dest_response_time 1
F4: Connection db_pool util 1, db_query latency 1,
Pool Depletion connection_stability |
” .
F5: Error Cascade error_ratei 11, specific_error pattern repeating,
single message retry count {

C.3 Recovery Orchestrator

The Recovery Orchestrator selects and executes remediation actions based on the diagnostic classification.
Each fault category has an ordered recovery procedure sequence (recovery playbook) with escalating
intervention intensity. Table V defines the recovery playbooks.

TABLEV  RECOVERY PLAYBOOKS BY FAULT CATEGORY

Category || Step Recovery Action Safety Constraint

Activate standby destination ||Endpoint must be pre-

F1 1 - i
endpoint validated
P 1li i
) ause source potling, drain Max pause: 5 min
existing queue
heckpoint tart
3 Checkpoint queus, resta Checkpoint first

channel

4 ||[ESCALATE to human operator —

Trigger manual GC, log heap

Max 2 GCs / 10 min
snapshot

F2 1

Suspend lowest-priority

0
channels Max 20% suspended
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Category | Step Recovery Action Safety Constraint

Checkpoint all queues, rolling

. One engine at a time
engine restart

4 ||[ESCALATE to human operator —

Kill long-running threads

F3 1 o
exceeding timeout

Timeout from [4]

Temporarily expand thread

pool (+25%) Max expansion: 50%

3 ||Reroute to alternate destination|| Pre-validated only

4 ||[ESCALATE to human operator —

Force-close idle connections,

- 1 Graceful drain first
recycle pool
5 Reduce connection max per Min 2 per channel
channel
heckpoint, restart affected
3 Checkpoint, restart affecte Checkpoint first

channels

4 ||[ESCALATE to human operator —

Identify poison-pill message,

F5 1 .. Copy to dead-letter
quarantine 1t
) Resume channel pllrocessing Audit quarantine
past quarantine
3 If recurring pattern, add filter || Temporary rule, 24h

rule expiry

4 ||[ESCALATE to human operator —

Recovery actions follow a step-escalation model: SHIA attempts Step 1, waits for a configurable
observation window (default: 90 seconds), reassesses channel health, and escalates to Step 2 only if health
has not improved. This prevents over-correction and ensures minimal intervention.

C.4 Pre-Failure Queue Checkpointing
To achieve zero-message-loss recovery, SHIA implements a continuous queue checkpointing mechanism:
checkpoint(ch, t) = (Qstate, Qmessages, Qpositions, ts) (5)
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where Q state captures queue metadata, Q messages captures message content, Q positions captures
processing positions, and ts is the checkpoint timestamp. Equation (5) defines the checkpoint structure
that enables exact queue state restoration after channel restart.

Checkpoints are created: (a) continuously at configurable intervals (default: 30 seconds) during normal
operation; (b) immediately when channel state transitions to DEGRADED; and (c) mandatorily before
any recovery action that involves channel restart or queue manipulation.

Checkpoint storage follows a circular buffer model:

retained = min(Nmax, ceil(Tretention / Tinterval)) (6)

where N_max = 100 checkpoints, T retention =60 minutes, T interval = 30 seconds. Equation (6) bounds
storage consumption while ensuring sufficient recovery history.

C.5 Safety Constraints and Escalation

SHIA operates under a strict safety constraint framework to prevent harmful autonomous actions:
action_permitted(a, ch, t) = AND over all ¢ € C(a) of satisfied(c, ch, t)

(7

where C(a) is the set of safety constraints for action a. Equation (7) requires all constraints to be satisfied
before execution. Key constraints include:

. No simultaneous multi-engine restart — at most one engine instance may be restarted
concurrently.

. Maximum channel suspension — no more than 20% of active channels may be suspended
simultaneously.

. Checkpoint-before-restart — queue checkpointing must complete successfully before any
channel restart.

. Clinical priority override — channels flagged as CRITICAL clinical priority (e.g., ORU results,

medication orders) have higher intervention thresholds and require human confirmation for destructive
actions.

. Cooldown period — after any recovery action, a 5-minute cooldown prevents repeated
interventions on the same channel.

. Intervention rate limit — maximum 10 autonomous interventions per hour across the entire
environment. Beyond this threshold, SHIA enters observation-only mode and escalates all events to human
operators.

C.6 Audit Trail

Every SHIA action is logged to an immutable audit store with full traceability. The audit record structure
ensures that autonomous healing actions can be retrospectively analyzed and correlated with clinical data
lineage records [12] when investigating data flow impacts:

audit(a) = (ts, channel, diagnosis, confidence, action, pre state, post state, outcome, operator notified)
(®)

Equation (8) ensures complete accountability for every autonomous intervention, supporting regulatory
compliance with Health Insurance Portability and Accountability Act (HIPAA) audit requirements and
21st Century Cures Act information blocking documentation.
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D. Evaluation Protocol

500 failure events (100 per category) are injected over a 30-day evaluation period with randomized timing,
severity, and affected channels. Each failure is processed by both SHIA (autonomous recovery) and a
simulated manual recovery process (baseline) with realistic human response time distributions.

E. Evaluation Metrics
Table VI defines the evaluation metrics.
TABLE VI EVALUATION METRICS

Metric H Definition H Target ‘
Autonomous Failures healed without human > 90%
Recovery Rate intervention / total failures °
Mean Time-to- Time from failure detection to health < 60 sec
Recovery (MTTR) restoration
Zero-Message-Loss ||Recoveries with no messages lost / total > 859
Rate recoveries °
False Intervention || Interventions on healthy channels / total <39
Rate interventions ?
Message Ordering Messages delivered in correct order / > 999
Preservation total messages during recovery °
Escalation

Correctly escalated / total escalations || > 95%

Appropriateness

IV. ALGORITHMS AND FORMAL DESCRIPTION
A. Algorithm 1: SHIA Control Loop

Input: env — Integration environment state
config — SHIA configuration parameters
Output: Continuous autonomous monitoring and recovery

1: FUNCTION SHIA ControlLoop(env, config)

2:  knowledge base «— LoadRecoveryPlaybooks()
3 audit_log <« InitAuditStore()

4 LOOP every config.monitor_interval (5 sec):

5: // Phase 1: Monitor

6 FOR EACH channel IN env.active channels DO
7 H < ComputeHealthScore(channel)

8 state «— ClassifyState(H, config.thresholds)
9 UpdateStateHistory(channel, state, H)

10: // Phase 2: Analyze (with dwell check)

11: IF state != HEALTHY AND

IUSAT260211327 Volume 17, Issue 2, April-June 2026 10
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12: DwellTimeExceeded(channel, state) THEN
13: diagnosis < DiagnoseFailure(channel)
14: // Phase 3: Plan

15: IF diagnosis.confidence >= 0.65 THEN
16: plan « SelectRecoveryPlan(

17: diagnosis, knowledge base)

18: // Phase 4: Execute (safety-gated)
19: IF AllConstraintsSatisfied(

20: plan, channel, env) THEN

21: result «+— ExecuteRecovery(

22: plan, channel, env)

23: audit_log.record(channel,

24: diagnosis, plan, result)

25: ELSE

26: Escalate(channel, diagnosis,

27: "Safety constraint blocked")
28: END IF

29: ELSE

30: Escalate(channel, diagnosis,

31: "Low diagnostic confidence")

32: END IF

33: END IF

34: END FOR

35: // Monitor shared resources

36: CheckResourcePools(env, knowledge base,
37: audit_log)

38: END LOOP

39: END FUNCTION

Complexity: O(C x K) per monitoring cycle where C = active channels, K = health indicators. At 5-
second intervals with 150 channels and 7 indicators: 1,050 evaluations per cycle — negligible
computational load.

B. Algorithm 2: Diagnostic Classification
Input: channel — Channel in DEGRADED or CRITICAL state
Output: diagnosis — {category, confidence, indicators}

1: FUNCTION DiagnoseFailure(channel)

2 scores «— {}

3 indicators «<— GetCurrentIndicators(channel)

4:  baseline <+ GetBaselineStats(channel)

5 FOR EACH category IN [F1, F2, F3, F4, F5] DO
6 score < 0

[JSAT260211327 Volume 17, Issue 2, April-dJune 2026 11
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7 FOR EACH j IN category.diagnostic_set DO
8: deviation «— (indicators[j] - baseline[j].p)
9: / baseline[j].o

10: score += category.weights][j]

11: * Sigmoid(deviation)

12: END FOR

13: scores[category| «— score

14: END FOR

15: best «— ArgMax(scores)
16: confidence « scores[best] / Sum(scores.values())
17:  RETURN {category: best,

18: confidence: confidence,
19: Scores: Scores,
20: indicators: indicators}

21: END FUNCTION

Complexity: O(F x I) where F = fault categories (5), I = indicators per category (3—5). Constant time per
diagnosis.

C. Algorithm 3: Recovery Execution with Safety Gates
Input: plan — Recovery playbook for diagnosed category
channel — Affected channel

env — Environment state

Output: result — {success, actions_taken, messages affected}

1: FUNCTION ExecuteRecovery(plan, channel, env)
2: actions_taken « []

3 FOR step < 1 TO plan.max_steps DO

4: action «— plan.steps[step]

S: /I Safety gate check (Eq. 7)

6: IF NOT AllConstraintsSatisfied(

7 action, channel, env) THEN

8 RETURN {success: False,

9 escalated: True,

10: reason: "Constraint violation at step "
11: + step}
12: END IF

13: // Pre-action checkpoint (Eq. 5)
14: IF action.requires _checkpoint THEN

15: cp < CreateCheckpoint(channel)
16: IF cp.failed THEN

17: RETURN {success: False,

18: escalated: True,

[JSAT260211327 Volume 17, Issue 2, April-dJune 2026 12
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19: reason: "Checkpoint failed" }
20: END IF
21: END IF
22: // Execute action
23: outcome «— action.execute(channel, env)
24: actions_taken.append({action, outcome})
25: // Observe recovery effect
26: Wait(plan.observation window)
27: H new <« ComputeHealthScore(channel)
28: IF H new >= config.0 healthy THEN
29: RETURN {success: True,
30: actions_taken: actions_taken,
31: recovery_time: ElapsedTime(),
32: messages_lost: CountLostMessages()}
33: END IF
34: // Step did not resolve — escalate to next
35: END FOR
36: // All steps exhausted — escalate to human
37: Escalate(channel, plan.diagnosis,
38: "Playbook exhausted after " + plan.max_steps
39: + " steps")
40: RETURN {success: False, escalated: True,
41: actions_taken: actions_taken}

42: END FUNCTION

Complexity: O(S x (O + C_check)) where S = recovery steps (max 4), O = observation window duration,
C_check = checkpoint time. Dominated by observation windows (total: 4 x 90 sec = 6 min maximum
before escalation).

D. Algorithm 4: Queue Checkpoint and Restore

Input

: channel — Channel to checkpoint/restore

mode — CHECKPOINT or RESTORE

Output: result — Checkpoint status or restoration status

1:
2
3
4.
5:
6.
7
8
9

FUNCTION QueueCheckpoint(channel)

cp — {}
cp.timestamp «— CurrentTime()

cp.queue_state «— channel.queue.getMetadata()

cp.queue_depth «— channel.queue.depth()

/I Snapshot message content and positions

cp.messages «— []

FOR EACH msg IN channel.queue DO
cp.messages.append({

[JSAT260211327
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10: 1d: msg.control id,
11: content: msg.serialize(),
12: position: msg.queue_position,
13: attempts: msg.retry count,
14: first received: msg.timestamp})
15:  END FOR

16:
17:
18:
19:
20:
21:

// Persist to checkpoint store
CheckpointStore.save(channel.id, cp)
PruneOldCheckpoints(channel.id,
config.max_retained)
RETURN {success: True, depth: cp.queue depth,
size bytes: cp.serializedSize()}

22: END FUNCTION

23:

24: FUNCTION QueueRestore(channel, checkpoint id)

25:
26:
27:
28:
29:
30:
31:
32:
33:
34.
35:
36:
37:
38:
39:
40:
41:
42:
43:

cp <« CheckpointStore.load(
channel.id, checkpoint id)
IF cp IS NULL THEN
RETURN {success: False,
reason: "Checkpoint not found"}
END IF
// Clear current queue
channel.queue.clear()
// Restore messages in original order
FOR EACH msg_cp IN cp.messages
ORDERED BY msg_cp.position DO
msg «— Deserialize(msg_cp.content)
msg.retry count <— msg_cp.attempts
channel.queue.enqueue(msg)
END FOR
RETURN {success: True,
restored count: cp.messages.length,
checkpoint_age: CurrentTime()
- cp.timestamp }

44: END FUNCTION

Complexity: Checkpoint: O(Q) where Q = queue depth. Restore: O(Q X log Q) for ordered insertion. With
typical queue depths < 10,000 messages, both operations complete in < 2 seconds.
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V. RESULTS
A. Overall Recovery Performance
Table VII presents aggregate recovery performance across all 500 injected failure events.

TABLE VII AGGREGATE RECOVERY PERFORMANCE (500 FAILURE EVENTS)

Metric SHIA Manual Target
(Autonomous) || (Baseline) g
| Recovery rate [ 94.2% | 88.0% | >90% |
| Mean TTR [ 34 sec | 23min | <60s |
‘ Median TTR H 28 sec H 19 min H — ‘
| P95 TTR | 108sec | 47min | — |
Zero-message-loss rate 88.0% 71.2% > 85%
False intervention rate 1.8% N/A <3%
Message ordering 99.4% 97.8% | >99%
preservation
Escalation appropriateness 96.6% N/A >95%
MTTR improvement factor 40.6x — —

SHIA achieves a 40.6x improvement in mean time-to-recovery compared to manual intervention. The
improvement is most dramatic during simulated off-hours (11 PM—7 AM), where manual MTTR averages
47 minutes compared to SHIA's consistent 34-second average regardless of time-of-day.

B. Per-Category Recovery Performance

Table VIII reports recovery performance by failure category. Fig. 3 illustrates the recovery time
distribution for each category.

TABLE VIII  PER-CATEGORY RECOVERY PERFORMANCE (SHIA)

Crtiey Events o Auto- ; Re;o:ery 1\;[;:;;1 ZerI':-:Joss
ecovere ate ate
| Fl:QueueSaturation || 100 || 97 | 97% | 28sec| 92% |
| F2: Memory Exhaustion || 100 || 890 | 89% | 52sec| 84% |
| F3:Thread Starvation || 100 | 98 || 98% | 22sec| ~95% |
| F4: Conn Pool Depletion| 100 | 94 | 94% | 31sec| 90% |
‘ F5: Error Cascade H 100 H 93 H 93% H 37 sec H 79% ‘
| AllCategories || 500 | 471 || 942% | 34sec| 88% |
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Fig. 3 — Recovery Time Distribution by Category

Fig. 3. Recovery Time Distribution MTTR Comparison
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Thread starvation (F3) achieves the highest recovery rate (98%) and fastest mean TTR (22 seconds)
because the primary remediation action — killing timed-out threads, leveraging timeout policies [4] — is
both effective and low-risk. Memory exhaustion (F2) has the lowest recovery rate (89%) and longest mean
TTR (52 seconds) because GC-based remediation is probabilistic and engine restart may be required for
persistent memory leaks.

C. Recovery Step Distribution
Table IX shows the distribution of recovery step depths, indicating how often SHIA resolves failures at

each escalation level.

TABLEIX RECOVERY STEP DEPTH DISTRIBUTION

‘ Resolution Level H Count H Percentage ‘
| Step ! (minimal) || 298 | 63.3% |
| Step2(moderate) || 121 | 257% |
‘ Step 3 (intensive) H 52 H 11.0% ‘
‘ Step 4 (escalated) H 29 H 5.8%* ‘
| Total | 500 | 100% |

*Step 4 = human escalation (29 events = 5.8% of total = the 29

unrecovered failures)

63.3% of failures are resolved at Step 1 (minimal intervention), validating the step-escalation design. Only
11% require intensive Step 3 actions (channel restart, engine restart, pool recycling), minimizing
operational disruption.

D. False Intervention Analysis

Of 471 autonomous interventions executed, 9 were false interventions (1.8%) — actions taken on channels
that were experiencing transient fluctuations rather than genuine failures. All 9 false interventions were
Step 1 actions (minimal impact), and none resulted in message loss or clinical workflow disruption. The
dwell-time requirement and multi-signal confirmation prevented false interventions from reaching Step 2
or beyond.
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E. Checkpoint Performance
Table X reports queue checkpointing metrics.
TABLE X QUEUE CHECKPOINT PERFORMANCE

‘ Metric H Value ‘
| Checkpoints created (30-day period) “432,000‘
‘Emergency checkpoints (pre—recovery)H 642 ‘
‘ Checkpoint success rate H 99.97%‘
‘ Mean checkpoint time H 340 ms ‘
‘ Mean checkpoint size H2.8 MB‘
‘ Restoration success rate H 99.8% ‘
‘ Mean restoration time H 1.2 sec ‘
‘ Storage overhead (30-day) H 84 GB ‘

FE. Computational Overhead
SHIA introduces minimal computational overhead to the integration engine:
TABLE XI SHIA COMPUTATIONAL OVERHEAD

‘ METRIC ‘ ‘ VALUE ‘

[HEALTH MONITORING CPU (PER CYCLE)|| 0.8% (1 CORE) |

| DIAGNOSTIC CLASSIFICATIONTIME || 12mMs |
| MEMORY FOOTPRINT (SHIA RUNTIME) | 256 MB |
| THROUGHPUT IMPACT | <05% |
‘ CHECKPOINT I/O OVERHEAD H 1.2 MB/SEC AVG‘

VI. DISCUSSION

A. Completing the Resilience Lifecycle

SHIA completes a three-layer resilience architecture for healthcare integration engines. Predictive failure
detection [5] provides early warning, identifying failure precursors 22 minutes before onset. Fault-tolerant
timeout frameworks [4] provide immediate containment, preventing thread blocking and connection
holding during destination degradation. SHIA provides autonomous recovery, restoring normal channel
operation without human intervention. Together, these layers form a predict-contain-heal pipeline that
addresses the full failure lifecycle.

The integration between layers 1is bidirectional. SHIA consumes predictive alerts to
initiate preemptive healing — when predictive confidence exceeds 0.85, SHIA can begin preparatory
actions (pre-staging failover endpoints, creating emergency checkpoints, pre-expanding thread pools)
before the failure manifests. SHIA also inherits timeout configuration from the timeout framework [4],
using the same timeout thresholds for thread-kill decisions in F3 recovery.

B. Zero-Message-Loss Achievement
The 88% zero-message-loss rate represents a significant improvement over the manual baseline (71.2%).
Message loss in the remaining 12% of recoveries occurs primarily in two scenarios: (1) F2 (memory
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exhaustion) requiring emergency engine restart before checkpoint completion (8 of 60 non-zero-loss
events); and (2) F5 (error cascade) where the poison-pill message itself is quarantined rather than delivered
(21 events — these are by design, not loss). Excluding intentional quarantine events, the effective message
loss rate drops to 6.2%.

C. Operational Trust

A critical concern for autonomous self-healing in clinical environments is operator trust. SHIA addresses

this through several design decisions:

o Transparency: Every action is logged with complete pre/post state, enabling retrospective analysis.

e Conservatism: Step-escalation ensures minimal intervention. 63.3% of recoveries require only Step
1 actions.

e Safety constraints: Hard limits on concurrent restarts, suspension ratios, and intervention rates
prevent runaway automation.

e Graceful degradation: When diagnostic confidence is low or safety constraints block action, SHIA
escalates to human operators with full diagnostic context rather than acting blindly.

e Audit integration: Recovery audit records can be correlated with clinical data lineage tracking [12]
to verify that healing actions did not introduce data transformation anomalies.

D. Limitations

1. Knowledge base dependency: Recovery playbooks are manually authored based on operational
expertise. Novel failure modes not represented in the knowledge base will be escalated to human
operators rather than autonomously resolved.

2. Simulated validation: The evaluation uses synthetically injected failures. Production failures may
exhibit compound modes (multiple simultaneous failures) that are more challenging to diagnose and
remediate.

3. Single engine family: SHIA is designed for Mirth Connect-compatible architectures. Adaptation to
other engine platforms requires re-implementation of the channel interaction and resource pool
monitoring interfaces.

4. Diagnostic accuracy assumption: The decision-tree classifier achieves adequate performance for
the five defined fault categories but may misclassify ambiguous or compound failures. ML-based
diagnostic classification is noted for future work.

5. No cross-engine coordination: Current SHIA instances operate independently per engine. Cross-
engine recovery coordination (e.g., redistributing channels across engines during partial failure)
requires a distributed consensus mechanism not yet implemented.

E. Threats to Validity

Construct validity: Failure injection patterns are parameterized synthetic scenarios. Real-world failures
may present more ambiguous telemetric signatures. Randomized injection parameters partially mitigate
this concern.

Internal validity: Recovery playbooks are designed by the same team that designs the evaluation
scenarios, creating potential alignment bias. Independent playbook authoring and evaluation would
strengthen findings.
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External validity: Single environment topology and message mix. Cross-organization validation needed.
Reliability: Fixed injection schedules, published thresholds, and deterministic playbook logic enable full
reproducibility.

VII. CONCLUSION AND FUTURE WORK

This paper presented SHIA — a Self-Healing Integration Architecture for healthcare middleware that
autonomously detects, diagnoses, and recovers from channel failures, resource exhaustion, and
connectivity disruptions. SHIA achieves 94.2% autonomous recovery rate with 34-second mean time-to-
recovery — a 40.6x improvement over manual intervention — while maintaining 1.8% false intervention
rate, 88% zero-message-loss rate, and 99.4% message ordering preservation.

SHIA completes the resilience lifecycle for healthcare integration engines, complementing predictive
failure detection [5] and fault-tolerant timeout frameworks [4] with autonomous remediation. The step-
escalation design, safety constraint framework, and queue checkpointing mechanism address the unique
requirements of mission-critical clinical middleware: zero message loss, ordering preservation, and
regulatory audit compliance.

Future work includes: (1) ML-based diagnostic classification replacing the decision-tree knowledge base
for improved handling of compound and novel failure modes; (2) cross-engine distributed recovery
coordination using consensus protocols; (3) integration with predictive systems [5] for preemptive healing
triggered by failure predictions; (4) reinforcement learning-based recovery plan optimization that learns
from recovery outcomes; (5) production validation with de-identified operational data; and (6) formal
verification of safety constraints using model-checking techniques to prove that SHIA cannot enter
harmful states.
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