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Abstract

Privacy policies are the primary legal documents through which online platforms disclose their data
practices, yet they remain difficult for users to understand and even harder to act upon. Parallel research
has explored automated privacy policy analysis using natural language processing (NLP), large-scale
web privacy measurement through browser instrumentation, and the emergence of agentic large lan-
guage model (LLM) systems capable of tool use and decision making. However, these research direc-
tions largely exist in isolation. This review paper synthesizes advances across privacy policy Natural
Language Processing (NLP), web privacy measurement frameworks, Retrieval - Augmented Generation
(RAG) and knowledge-graph-enhanced retrieval for long and complex documents, agentic LLM archi-
tectures that combine reasoning with tool execution, and guardrails for safe autonomous agents. Howev-
er, across these separate research threads, we identify a lack of any actionable direction for users to be
able to control their own data. The paper highlights how the convergence of these technologies enables
the design of an agentic privacy assistant that can interpret privacy policies, verify platform behavior
against those policies, and autonomously execute user-authorized privacy actions such as data deletion;
and outlines the architectural principles derived from current research to realize such a system.

Keywords: Agentic Al, Privacy Policy Analysis, Retrieval-Augmented Generation (RAG), Knowledge
Graph Reasoning, Web Privacy Measurement, OpenWPM, LLM Guardrails, Tool-Using Language
Models, Compliance Verification, Automated Data Deletion, Multi-Agent Systems, Privacy-Preserving
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1. Introduction

Privacy policies are official disclaimers used by websites to inform users how their information will be
collected, used, shared, and stored. While legally important, they are verbose, legalistic, and require
expert knowledge to comprehend.

Research has investigated the use of natural language processing to extract information from and query
privacy policies, and their automatic classification [2], [4], [5]. LLMs' ability to accurately extract
privacy practices without large training datasets [7] and serve as policy interpreters [17] has also been
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demonstrated. And, Retrieval-Augmented Generation (RAG) has shown to reduce LLM hallucinations
and improve their factual accuracy by grounding their output on external documents [1], [12].

Studies on web privacy measurement revealed that observable tracking behaviors, like cookies,
fingerprinting and third-party calls, can be reliably measured using frameworks such as OpenWPM [19].
Further, a substantial body of work has been devoted to the development of agents that can understand,
reason over, and act upon external resources through various tool-use frameworks [8], [9], [10], [13].

Despite these significant advances in individual fields, the knowledge and means to control their data
and enforce their right to privacy remain inaccessible for the general public. This review surveys
relevant literature to propose a system that attempts to integrate all the capabilities outlined above into a
unified system capable of understanding privacy policies, verifying adherence through actual behavior,
and automating execution of user authorized actions for their privacy.

2. Literature Review
A. NLP in Understanding Privacy Policies

The creation of fundamental datasets such as OPP-115 [5] has contributed to the ability to
classify privacy practices. From this point, the domain has advanced to question-answering
approaches which link user queries to relevant policy statements [2], [4]. In Polisis, scalable
automated analysis was performed through hierarchical classifiers and QA pipelines [6]. With
LLMs, even without fine-tuning, the prompt-based extraction of privacy practices can be
performed with very high accuracy [7], and studies reveal LLMs to be better than humans at
reading long privacy policies with the correct prompt [17]. All of these studies exhibit the
viability of performing policy understanding at scale.

B. Behavior Measurement in Privacy
The development of OpenWPM enables the ability to actually collect evidence of real website
tracking at scale [19]. The ability to gather this evidence is the basis for comparison with policy
claims and is the key to auditing compliance.

C. Long Documents, RAG, and GraphRAG
Works like RAG [1] and PaperQA [12] were able to achieve reliable long document
understanding through grounding with external evidence. In order to manage long policy
documents which often reference terms in many other locations, GraphRAG was introduced
which enables multi-hop reasoning on the document using knowledge graphs [20].

D. From Interpretation to Compliance Auditing
PrivComp-KG is a knowledge-graph and LLM-based auditing system that compares stated
policy clauses to collected tracking data [18]. However, this tool primarily performs detection
and does not include any form of actionable responses.
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Tool-Using LLMs and LLMs that browse the web

The emergence of ReAct [8], Toolformer [9], WebGPT [10], Tool Learning [11], Gorilla [14],
and AutoGPT [13] clearly shows that LLMs are not simply text generators but that they are able
to perform multiple complex tasks by interacting with the environment.

F. Agent Architectures and Multi-Agent Systems
In order to discuss the requirements and capabilities of agent-based LLMs, an overview [15] and
architecture [23] are needed to generalize and explain their design. AgentNet [20], Agent-as-a-
Graph [24], and collaborative multi-agent RAG [25] show ways for many specialized agents to
work together to solve tasks with graph orchestration.

G. Guardrails and Privacy Preserving Systems
Guardrail frameworks help to validate LLM actions and outputs before tool calls. The
importance of data leakage prevention when dealing with user credentials and legal processes in
privacy systems necessitates secure RAG and multi-agent architectures [16], [22].

3. Research Gap

The reviewed literature has demonstrated that considerable effort has been placed in related fields in
automated privacy. Specifically, for the application of NLP for privacy policy, it has been demonstrated
that legal text on privacy can be understood by machines. This has been achieved in multiple fashions
such as through QA models [7], [17], annotated corpora [2]-[6] and more recently prompt-based
reasoning on LLMs [7], [17]. Meanwhile, measurement systems such as OpenWPM have become
excellent at measuring Web privacy at scale in the real world [19]. Using RAG and GraphRAG, an
ability to reason over long, complex documents such as privacy policies has been created [1], [12], [20].
Similarly, recent advances have been made in agentic LLMs: language models that can reason, use tools,
browse the web, call APIs and complete tasks on their own [8]-[15], [23]-[25]. For safe, correct, and
non-leaking use cases of agentic LLMSs, guardrails have been implemented [16], [18], [22].

However, the current research works are largely unconnected:
e Use Privacy policy NLP studies privacy policy understanding, but not acting on them [2]-[7].

e Web privacy measurement addresses the need to observe behavior of the website in practice, but
does not verify or compare against stated policies [19].

e Compliance research, such as PrivComp-KG, mainly concerns discrepancies, not user-authorized
remediation [18].

e Agentic LLM research focuses on tool usage and autonomy, but lacks domain-specific features [8]-
[15].

Currently, no single work has explored a way to allow the general users of these websites to understand
and utilize these technologies, to exercise their right of privacy and control of their data.
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4. Findings from Literature Survey
The literature review reveals several consistent findings:
e QA-based systems (LLM-based systems included) are capable of reliably extracting structured
data from privacy policies [2], [4], [7], [17].

e OpenWPM offers a scalable and replicable framework that collects large-scale data on actual
tracking behavior [19].

e RAG is known to reduce LLM hallucination and enhance document groundedness [1], [12].

e GraphRAG enables reasoning across multiple scattered document sections for long documents
[20].

e LLMs are capable of using tools correctly, performing searches and invoking APIs using ReAct,
Toolformer, WebGPT, and Gorilla [8]-[14].

« Multi-agent systems can provide scalability and domain-specificity for complex workflows [20],
[24], [25].

These findings demonstrate that all technical components required for such an autonomous privacy
assistant already exist separately.

5. Proposed System Design
The existing technical capabilities necessary for an agent-based privacy assistant have been discussed.

These are fragmented across the literature, and are synthesized below into a cohesive agent-based
architecture. The following is an architectural concept, and not an implementation claim.

Policy Retrival
Policy Info
‘ Request | .
IRAG + Graph Retrival Validation Agen nning Agent Cor Agent
Platform Selection

- Policy Knowledge Update /
User Interaction Base Feedback Execution Agent

Policy Understanding ‘ Reasoning & Execution Block ‘

User Query / Deletion

Fig. 1. Multi-Agent Workflow of the Proposed System

This diagram summarizes a layered, agent-orchestrated system that consists of four main functional
blocks. These are four composite functions working together in a pipeline, and are informed by the
relevant literature discussed herein.

User Interaction is the input stage of the system. User inputs, like a user's platform-specific inquiry of a
data practice or a deletion request for a platform are processed at this stage.
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Policy Understanding acts as a document intelligence module for the system. The Policy Agent retrieves
and populates a policy knowledge base.

The Reasoning & Execution layer serves as the "agentic core™ of the system. It is comprised of a
Detection Agent that tracks the data collection of a platform; an Analysis Agent that compares
knowledge of structured policies and observed platform behavior for policy compliance breaches; an
Action Planning Agent that creates an action plan for user requests based on retrieved data; an Execution
Agent that implements the planned steps; and a Validation Agent that verifies each action at the
execution level.

The Response Orchestration layer is responsible for delivering information of the work done to the user,
including updates on requested tasks and a full report of the system actions taken and their outcome in a
human-readable format.

In summary, this architecture lays out a plan to build an end-to-end system that can interpret privacy
policies, find violations of policies, and delete user data automatically using document retrieval, graph-
based reasoning and agent-based execution, supported by the research in the above literature survey.

6. Conclusion

This review paper identified how several distinct lines of research, ranging from policy comprehension
to web privacy measurement and the exploration of RAG, knowledge graph reasoning, agentic LLMs,
and the autonomous use of tools and web browsers by agents, can be unified into a new category of
system: an agentic privacy assistant.

The literature, however, is fragmented; works on policy comprehension, web privacy measurement,
retrieval and reasoning over information or tool and browser interaction and trustworthy Al guardrails
each operate in their own domains. No end-to-end system has yet combined these functionalities to
interpret privacy policy, compare real-world system behavior against it, or execute policy-driven privacy
actions like data deletion. The unification process taken in this paper thereby identified this integration
gap, proposing an agent architecture from existing work.

The proposed architecture comprises multiple agents, each one working on a distinct approach to
exercising user privacy.

The Policy Agent answers user queries by retrieving from and adding to a policy knowledge base. The
Detection Agent tracks the data collection practices of a platform; an Analysis Agent that compares a
platform’s privacy policy and their actual observed behaviour for compliance breaches; an Action
Planning Agent that plans the necessary steps to be taken for a user request based on retrieved data; an
Execution Agent that implements the planned steps; and a Validation Agent that verifies each action for
user consent and policy basis.
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This reveals that these previously disparate lines of study can be united, opening up new areas for
research on verifiable legal interpretation, evidence collection at scale, safe tool operation, and agent
privacy-preserving memory and evaluation.

In sum, the relevant literature now contains all necessary components to realize an intelligent system
which helps users to exercise their privacy rights. Integration, rigorous testing and refinement are the
tasks that the research community now needs to accomplish to turn such agents into useful, trustworthy,
privacy-preserving tools.
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